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IIporpaMmma MHCTPYKTA:KA MO OXPaHe TPY/Aa U TEXHUKe 0€30MACHOCTH

1. OOmmue cBeAeHHS O MECTE€ TMPOBEACHUS DK3aMEHA, PACIOIOKEHUH
KOMIIETCHIIMM, BpPEMEHU TpaHcepa a0 MecTa MNPOXKHUBAHUS, PACIOIOKEHUU
TpaHCTIOpTa JJISl TIIOMIAJIKH, OCOOCHHOCTH THUTAHUS YYaCTHHKOB M JKCIIEPTOB,
MECTOPACTIOJOKEHUA  CAHUTAPHO-OBITOBBIX  IMOMEUICHUHM, MUTHEBOM  BOJIHI,
MEIUIMHCKOTO IIyHKTA, AanTe€YKh NEpBOM IOMOILIM, CPEICTB NEPBUYHOIO
MOXKAPOTYILICHHUS.

2. Bpems Hayana ¥ OKOHYaHUSI MPOBEICHUS SK3aMEHAIIMOHHBIX 3aJaHHM,
HaXOX/JICHUE TOCTOPOHHUX JIWI] HA TUIOIIAIKE.

3. KoHTponbs TpeOoBaHMi OXpaHbI TPyAa YIaCTHUKAMH U YKCIIEPTaMHU.

4. Bpenubie u  omacHble  (GakTOpl BO  BpEeMsS  BBIIOJHEHUS
AK3aMEHAIMOHHBIX 3aJIaHUM W HAXO0KJAECHUE HA TEPPUTOPUHU MPOBEACHHUS IK3AMEHA.

5. OOmue 0053aHHOCTH YYaCTHUKA U SKCIEPTOB MO OXpaHE TpyJa, oOIIue
MpaBWJIa TOBEACHUS BO BPEMS BBINOJHEHUS SK3aMEHAIIMOHHBIX 3aJaHUi U Ha
TEPPUTOPUH.

6. OcHoBHbIE TpeOOBaHUSI CAHUTAPUU U JIMYHON TUTUEHBI.

7. CpencrtBa UHAMBUIYATbHON U KOJUIEKTUBHOM 3aIllUThI, HEOOXOAUMOCTh
UX UCIOJIb30BAHMUS.

8. ITlopsimoxk pAeMCTBUN MpU IUIOXOM CAaMOYYBCTBHU WJIH TOJYYCHUH
TpaBMbl. [IpaBuia okazaHus nepBoil TOMOUIY.

9. JleiicTBus IpH BO3HUKHOBEHUU YpE3BbIYANHOU CUTYalUH,

03HAKOMJICHHE CO CXEMOM 9BaKyalluH U IMOKAPHBIMH BBIXOJaMU.



HNucTpykuus mo oxpasne Tpyaa AJsi y4aCTHUKOB

1. OOmme TpeGOBaHUA OXPAHBI TPYAA

Jlns yaactHUKOB 110 14 net

1.1. K camocrostenpHOM padoTte ¢ I[IK momyckaroTcss y4acTHHUKH TIOCIIE
MPOXOXKJIEHUSI UMM HMHCTPYKTaka Ha pabodyeM wmecte, oOydeHusi Oe30MacHbIM
MeToaM paboT U MPOBEPKHU 3HAHUM 1O OXpaHe TPY/a, MPOIIEIIINE METUIIUHCKOE
OCBHUIETEIIbCTBOBAHUE HA MPEIMET YCTAHOBJICHHSI MPOTUBOIOKA3aHUI K padboTe ¢
KOMITBIOTEPOM.

1.2. Tlpu pabore c IIK pexomenmyetcsi opranu3amnusi nepepbiBoB Ha 10
MUHYT 4depe3 Kaxnaple 50 MuHYT paboTel. Bpems Ha mepepbIBBI YK€ YYTEHO B
oOIeM BpeMEHM 3ajJaHus, U JOMOJHUTEIBHOE BpEeMs ydYaCTHHKaAM He
MIPEI0CTABIISAETCS.

1.3. Tlpu pabore na IIK ™Moryt BO31IeHCTBOBAaTH OIMACHBIE U BPEIHbBIC
MIPOU3BOICTBEHHBIEC (DAKTOPHI:

—  (huU3MYecKue: NOBBIIIEHHBII YPOBEHb 3JEKTPOMArHUTHOIO M3ITyYEHHS;
MOBBIIIEHHBI YPOBEHb CTATHYECKOIO AJIEKTPUYECTBA; MOBBINICHHAS SPKOCTH
CBETOBOTO M300pa)KE€HHs; MOBBIIICHHbI YPOBEHb MYJIbCALIMM CBETOBOI'O MOTOKA,
MOBBIIIEHHOE 3HAYEHUE HANIPSIKEHUS B SJIEKTPUYECKOM LIETH, 3aMbIKAHHE KOTOPOM
MOKET IIPOU30WTH YEpe3 TEJIO YEJIOBEKA; TMOBBIIICHHBIA WJIM ITOHUKCHHBIN
YPOBEHb OCBELICHHOCTH; NOBBIIIEHHBIA YPOBEHb NPSA-MOM M OTPAKEHHOU
OJIECKOCTH,

—  TCUXO(U3UOJOTMYECKUE.  HANpSHKEHUWE 3pEeHHsT UM BHUMAaHUS;
WHTEJUIEKTYaJIbHBIE W AMOIMOHAJIbHBIE HArpy3KH; JUIMTENIbHbIE CTaTUYECKUE
Harpy3ku; MOHOTOHHOCTb TPYy/a.

1.4. 3ampemaercs HaxoauThes: Bosne [IK B BepxHell onexnae, MpuHUMATH
MUY U KYpUTh, YIIOTPEOJIATH BO BpeMs pabOThI aJIKOTOJIbHBIC HAITUTKH, & TAKKe
OBITH B COCTOSTHMH QJIKOTOJIBHOTO, HAPKOTUIECKOTO WIIH JIPYTOTO OMbsTHEHUSI.

1.5. Vyactuuk JIEMOHCTPALIMOHHOTO JK3aMeEHa JTOJDKEH 3HATh

MCCTOPACIIOJIOKCHHUC TICPBUYHLBIX CPCACTB TIIOXKAPOTYHICHHA W YMCTb HWMHU
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MOJIb30BAThHCA.

1.6. O KaxaOM HECYaCTHOM CIydae TMOCTPAAABIIUNA WM OYEBHUICII
HECYaCTHOTO clIy4asi HEMEIJICHHO JIOJKEH U3BECTUTD OJIMKaNIIero SKCrepra.

1.7. YyacTHUK  J€MOHCTPAllMOHHOIO  3K3aM€Ha  JOJDKEH  3HaTh
MECTOHAXOXICHUS ~ MEIUIMHCKOW  alTeyKH,  MPaBWIbHO  MOJIb30BAThCS
MEANKAMEHTaMH; 3HaThb HMHCTPYKIHUIO 10 OKa3aHUIO TMEpPBOM MEIUIIMHCKON
MOMOIIM TOCTPAJaBIIMM M YMETh OKa3aTh MEAMIUHCKYI0 Tmomolls. [lpu
HEOOXOJMMOCTH BBI3BaTh CKOPYIO MEIUIIMHCKYIO IOMOIIb WX JIOCTaBUTh B
MEAUIIMHCKOE YUPEKICHHE.

1.8. IIpu pab6ore c¢ IIK yyacTHMK AEMOHCTPALIMOHHOIO 3K3aMEHA JOJIKEH
coOJII0AaTh MpaBUJia JIUYHOM TUTHEHBI.

1.9. PabGora Ha miom@aake pa3pernraeTcs HUCKIIOYUTEIHFHO B MPUCYTCTBUH
JKCIEpTa. 3anpeiaercs NpUCcyTCTBUE Ha IIOUIa/IKe IOCTOPOHHUX JIULL.

1.10.TTo Bcem BompocaMm, CBSI3aHHBIM C pabOTOW KOMIThIOTEpA, CIEAYEeT
oOpaiaTbCsi K pyKOBOJIUTEIIO.

1.11.3a HeBbINOJHEHHE AAHHOW MHCTPYKIMH BUHOBHBIE IMPHUBIECKAIOTCS K
OTBETCTBEHHOCTH  COTJIACHO  TpaBUJiaM  BHYTPEHHETO  pacmopsiika  WIH
B3bICKaHUSM, ornpeneiaeHHbiM  KogekcoMm 3akoHOB 0 Tpyae Poccuiickon
denepanumu.

Jlist yaactHUKOB OT 14 o 16 et

1.1. K camocrositensHOl pabdote ¢ [IK momyckaroTcss y4acTHHUKH TIOCIIE
NPOXOXACHUSI WMU WHCTpyKTaxka Ha pabodeMm MecTe, oOydeHHs Oe30macHbIM
MeToJlaM paboT U MPOBEPKHU 3HAHMI MO OXpaHe TPyJia, MPOILIEAIINE MEIUIIMTHCKOE
OCBHJIETEILCTBOBAHNE HA MPEIMET YCTAaHOBJIEHUS MPOTUBOMNOKA3aHUM K paboTte ¢
KOMIIBIOTEPOM.

1.2. Tlpu pabote ¢ IIK pexomenayercs opranusanus nepepsiBoB Ha 10
MUHYT yepe3 kaxzable 50 MUHYT paOoThl. BpeMs Ha nepephiBbl YK€ YUYTEHO B
o0ImeM BpEeMEHM 3aJaHusl, H JOTIOJHUTEIBHOE BpEeMs yYacCTHUKAM HeE

npcaoCTaBJIsACTCA.



1.3. Ilpu pabore na IIK MoOryT BO3AEHCTBOBATH OINACHBIE M BPEIHBIC
MIPOU3BOJICTBEHHBIE (DAaKTOPBHI:

—  (u3nyeckue: MOBBIIIECHHBIM YPOBEHb 3JEKTPOMArHUTHOTO W3JIyYEHUS,
MOBBIIICHHBIH YPOBEHb CTATUYECKOTO JJIEKTPUYECTBA; MOBBIIICHHAS SPKOCTD
CBETOBOI'0 M300pakKeHMsI; MOBBIIIEHHBIH YPOBEHb ITyJIbCALIUU CBETOBOIO MOTOKA,
MOBBIIICHHOE 3HAUYEHUE HATIPSDKEHUS B DJICKTPUUECKOH IENH, 3aMbIKaHUE KOTOPO
MOKET TMPOU3OUTH Yepe3 TeNO 4YENOBEKA; TMOBBIIICHHBIA WM TMOHMKEHHBIN
YPOBEHb OCBEIICHHOCTH; TOBBIIICHHBII YpPOBEHb MPA-MOM U OTPaKEHHOM
0J1E€CKOCTH,

—  NCUXO(U3UOJIOTUYECKUE.  HAaNpsOKEHUE  3peHMsT W BHUMAaHUS,
UHTEIJICKTyaJIbHbIE U SMOIMOHAJIbHBIE HAarpy3Kd; [UIMTEIbHBIE CTATHUYECKHE
Harpy3Kd; MOHOTOHHOCTh TPY/a.

1.4. 3anpemaerca HaxoguThes Bo3ne IIK B BepxHell oxexie, NpuHUMAThH
MUILY ¥ KypUTh, YIOTPEOIATh BO BpeMs pabOThl alKOTOJbHBIE HAMTUTKHU, a TaKKe
OBITh B COCTOSTHUM aJIKOTOJIBHOTO, HAPKOTHYECKOTO WIIH JPYTOTrO OTbSTHEHHUS.

1.5. VY4acTHUK AOKEH 3HaTh MECTOPACHOJIOXKEHUE MNMEPBUYHBIX CPEACTB
MOKapOTYIICHUS U YMETh MU MOJIh30BaThCH.

1.6. O xaxaoM HECYaCTHOM CiIy4yae [IOCTPaJaBIIMiA WJIM OYEBUJICI]
HECYACTHOTO cTy4yasi HEMEAJIEHHO JOJKEH U3BECTUTh OJIMKAMIIEero SKCIepTa.

1.7. Y4acTHUK JOMKEH 3HaTh MECTOHAXOXICHUS MEAMIMHCKOW anTedKH,
IPAaBWIBHO MOJb30BaThCS MEAMKAaMEHTaMU; 3HaThb HMHCTPYKLMIO IO OKa3aHUIO
NEpBOY MEAMIIMHCKONW TOMOIIM MOCTPAJABIIM U YMETh OKa3aTh MEIUIUHCKYIO
nomouib. I[Ipy HEoOXOAMMOCTH BBI3BaTh CKOPYIO MEAMIMHCKYIO MOMOIIb HWIH
JIOCTaBUTh B MEAMIIMHCKOE YUPEXKICHHE.

1.8. Tlpu pabore c IIK yyacTHHUK NOJKHBI COOJIOJATh MpaBWJIA JTUYHOU
TMTUEHBI.

1.9. PabGorta Ha muiomagKe pa3peniaeTcs HUCKIOUUTEIHBHO B NMPUCYTCTBUU
DKCIepTa. 3anperiaercs NPUCyTCTBHE Ha TUIOIIAIKE TOCTOPOHHUX JIUII,

1.10 ITo Bcem Bompocam, CBSI3AHHBIM C PaOOTOM KOMITbIOTEpA, CIEAYyeT
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oOparmarsCsi K PyKOBOIUTEITIO.

1.11 3a HeBbINOJHEHNWE AAHHOW WHCTPYKUMU BUHOBHBIE NPUBIIEKAIOTCA K
OTBETCTBEHHOCTH  COIJIACHO  MpaBuUjaM  BHYTPEHHErO  paclnopsijika  WiId
B3BICKaHMAM, omnpeneneHHbIM  Koxekcom 3akoHOB 0 Tpyae Pocculickoi
denepanum.

J5ia ydacTHUKOB cTapiie 16 et

1.1. K camocrositensHoii padore ¢ IIK nmomyckaroTcsi y4aCTHUKH IOCTE
IPOXOXACHUST MMU HUHCTpyKTa)ka Ha pabodeM MecTe, 0O0ydeHHs Oe30macHbIM
MeToAaM padoT U MPOBEPKU 3HAHUM IO OXpAaHE TPY[a, MPOLIECAIINE MEIULUHCKOE
OCBH/JIETEILCTBOBAHNE HA MPEIMET YCTAHOBJIEHUS IMPOTUBONOKA3aHUM K paboTte ¢
KOMITBIOTEPOM.

1.2. Tlpu pabore c IIK pexomenmyercsi opranusamnusi nepepbiBoB Ha 10
MUHYT 4yepe3 kKaxiaple 50 MUHYT paboTel. Bpemsi Ha mepepbIBbl YK€ Y4YTEHO B
oOlmeM BpeMEHHM 3aJaHus, W JOMNOJHUTEIBHOE BpEMS y4YaCTHHKaM HeE
MPEIOCTABIISAETCS.

1.3. IIpu pabore na IIK MoOryT BO3AEHCTBOBATH OINACHBIE U BPEIHBIC
MIPOU3BOACTBEHHBIE (DAKTOPHI:

—  (u3nyecKkue: MOBBIIIECHHBIH YPOBEHb 3JEKTPOMArHUTHOTO W3JTy4EHUS;
NOBBIIICHHBII YPOBEHb CTATHYECKOTO AJIEKTPUYECTBA; IIOBBIIIEHHAS SPKOCTH
CBETOBOTO M300pa)KE€HUs; MOBBIINICHHbI YPOBEHb MYJIbCALIMM CBETOBOI'O MOTOKA,
NOBBIIICHHOE 3HAYCHUE HANPSDKEHMS B DJIEKTPUYECKOM LEIH, 3aMbIKAaHUE KOTOPOU
MOXXET MPOU30UTH Yepe3 TeJO YeJIOBEKA, TIOBBIIIEHHBIA WIH MOHWKEHHBIN
YPOBEHb OCBEUICHHOCTH; TIIOBBIIIEHHBIM YpPOBEHb MNPSMOM U OTPaKEHHOMN
OJIECKOCTH,

—  TNCUXO(U3UOJOTHYECKUE.  HaNpsHKEHUWE 3pEeHUsT UM BHUMAaHUS,
WHTEJUIEKTYJIbHBIE W OMOLMOHAJIBHBIE HArpy3KH; JUIMTENIbHBIE CTaTUYECKHE
Harpy3Ku,; MOHOTOHHOCTb TpY/a.

1.4. 3ampemaercs HaxoauThes: Bozne [IK B BepxHell onexnae, MpuHUMATH

MUY U KYpUTh, YIIOTPEOJIATH BO BpeMs pabOThI aJIKOTOJIbHBIC HAITUTKH, & TAKKe
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OBITh B COCTOSIHUM QJIKOTOJIBHOI'O, HAPKOTUYECKOTO MIIH IPYTOT0 ONbsHEHUS.

1.5. Y4acTHUK JOJDKEH 3HaTh MECTOPACIOJIOKEHHE IEPBUYHBIX CPEICTB
MOXKAPOTYIIEHUS U YMETh UMU TOJIb30BaThCH.

1.6. O KaxaOM HECYaCTHOM Clydae TMOCTPAJAAaBIIUNA WM OYEBHUICI
HECYaCTHOTO CIIy4asi HEMEIJICHHO JIOJKEH U3BECTUTD OJIMKaNIIero SKCrepra.

1.7. Y4acTHUK JOJKEH 3HaTh MECTOHAXOXKJEHUS MEIMIIMHCKON anTeyKH,
IPaBUWIBHO MOJB30BATHCS MEAMKAMEHTAMHM; 3HAaTh HWHCTPYKLUHUIO MO OKa3aHUIO
NEepBOMl MEIMIIMHCKON MOMOIIM MOCTPAAaBIIMM M YMETh OKa3aTh MEIUIIMHCKYIO
nomoib. [Ipy HEOOXOAMMOCTH BBI3BaTh CKOPYIO MEAMIIMHCKYIO MOMOIIb WIIN
JOCTABUTH B MEJULIMHCKOE YUPEKICHUE.

1.8. IIpu pabote ¢ I1IK yuyacTHUKH AEMOHCTPALMOHHOIO 3K3aMEHa JOJKHBI
coOJII01aTh MTPaBUIIA IMYHON TUTHUEHHBI.

1.9. PaGora Ha miomaake pa3pemaeTcs UCKIOYUTEIbHO B MPHUCYTCTBUU
AKCIIepTa. 3anpeniaeTcs IpUCyTCTBUE Ha IJIOMIAIKE TOCTOPOHHUX JIULI.

1.10.TTo Bcem BompocaMm, CBSI3aHHBIM C PabOTOW KOMIBIOTEpA, CICTYET
oOpalaThCs K pyKOBOAUTEIIO.

1.11.3a HeBbINOJHEHUWE AAHHOW WMHCTPYKUMU BUHOBHBIE MPUBIEKAIOTCA K
OTBETCTBEHHOCTH  COTJIACHO  IIpaBUJaM  BHYTPEHHEro  paclopsaka  WId
B3bICKaHUSM, ornpeneiaecHHbiM  KomgekcoMm 3akOoHOB 0 Tpyae Poccuiickon

denepanuu.



2. TpeGoBanus oxpaHbl TPy/Aa Nepe/l HAYAJIOM BbINOJTHEHUS PadoT

2.1. Tlepem  BKIIOYCHHWEM  HCIONB3YyEMOTO Ha  pabouyeM  MecTe
0o00OpyI0BaHUs yYaCTHUK OOsI3aH:

2.1.1. OcmoTpeTh M TPUBECTH B MOPSAOK pabouyee MecTo, yOpaTh Bce
MOCTOPOHHHUE MPEAMETHI, KOTOPhIE MOTYT OTBJEKATh BHUMAHHE W 3aTPYIHATH
pabory.

2.1.2. IlpoBepuTh NMPaBUIHLHOCTh YCTAHOBKH CTOJIA, CTYJA, MOJACTABKU IO
HOTH, YroJI HakJiOHa SKpaHa MOHHUTOpA, IMOJOXKEHHUS KIABHATYphl B IEJISIX
VCKITFOUYECHHSI HEYJOOHBIX 103 U JUINTEIbHBIX HanpsbkeHud Tena. Ocobo oOpaTuTh
BHUMAaHHE Ha TO, YTO JUCIIEH JOJKEH HaXOJUTHCSA HA paccTosiHUM He MeHee S50
cM oT a3 (ontumansHo 60-70 cm).

2.1.3. IIpoBepuTh MPaBUIBHOCTH PACIIONIOKEHUS 000y TIOBaAHUS.

2.1.4. KaGenu »JIeKTpONUTAHUSA, YJUTMHUTEIH, CETEBbIE (DUIBTPHI JOJKHBI
HAXOJIUTHCS C THUTBHON CTOPOHBI pab0vYero Mecra.

2.1.5. YOoenuThscs B OTCYTCTBHHU 3aCBETOK, OTPAKCHUH M OJMKOB HA dKpaHE
MOHUTOpA.

2.1.6. Yoemutbcss B TOM, uTo Ha ycrpoiictBax IIK (cucremHsbIi 010K,
MOHHUTOp, KJIaBHATypa) HE PAacCIoJararoTCs COCYIbl C MKHIKOCTSIMH, CBHITYyUYUMH
MaTepuanamu (Jdaid, kode, COk, Boja H 1p.).

2.1.7. BKItounTh 3JEKTPONUTAaHUE B TIOCIICIOBATEIPHOCTH, YCTAHOBICHHOM
WHCTPYKIIMEH M0 SKCIUTyaTallud Ha 000opynoBaHMe; yOeIuThCS B TMPABHIBHOM
BBITIOJTHCHHUH TIPOIIEAYPHI 3arpy3KH 000PYyT0BaHUS, MPABWIIBHBIX HACTPOMKaX.

2.2. 1lpu BBIABICHUU HEMOJAIO0K COOOIIUTH 00 ATOM JIKCHEPTY U JI0 UX

yCTpaHEeHHs K paboTe HE MPUCTYIIATh.



3. TpeGoBanus oXpaHbI TPYAA BO BpeMsi BbINIOJHEHHS PadoT

3.1. B Teuenue Bcero BpeMeHU pabOTHI CO CPEACTBAMU KOMITBIOTEPHOU U
OPI'TEXHUKU YYAaCTHUK 00s13aH:

— coJiepKaTh B IOPSAJKE U YUCTOTE paboyee MECTO;

- CIIEIUTh 3a TEM, 4YTOObl BEHTWIALIMOHHBIE OTBEPCTHS YCTPOMNCTB
HUYEM HE OBUIN 3aKPBITHI;

— BBIIIOJIHATh ~ TpeOOBaHUS  MHCTPYKUMM 1O  3KCIUTyaTaluu
o0opynoBaHus;

- coOJII0/1aTh, YCTaHOBJIEHHBIE PACIMCAHUEM, TPYAOBBIM PACIOPSIKOM
periJaMeHTUPOBaHHbIE NEPEphIBBl B PadOTE, BBINOJIHATH PEKOMEHIOBAHHBIE
duznyeckue yrnpaxHeHuU .

3.2.  Y4YacTHHUKY 3alpeliaeTcsi BO BpeMs paboTh:

— OTKJIIOYaTh W MOJKIIOYaTh MHTEep(delicHble Kabenu nepudepuitHbIx
YCTPOWCTB;

- KJIaCThb Ha YCTPOMCTBAa CPEACTB KOMIBIOTEPHOW W OPIrTEXHUKHU
OyMaru, nanky ¥ Ipo4ue MOCTOPOHHUE TPEIMETHI;

- MPUKACaThCS K 3aJIHEH TaHeIu CUCTEeMHOro Ojoka (mporeccopa) mpu
BKJIFOUEHHOM MUTaHUH;

— OTKJIKOYaTh JJEKTPONUTAHUE BO BPEMS BBINOJHEHUS NPOrPAMMBI,
npolecca,

— JOIyCKaTh IONAJaHue BJArW, TIpsA3d, CHIIYYMX BEIIECTB Ha
YCTPOMCTBA CPEACTB KOMIBIOTEPHOI U OPITEXHUKH;

— IPOU3BOJUTH CAMOCTOSATEIBHO BCKPBITHE U PEMOHT 000pY10BaHUS;

— OPOU3BOANTH CAMOCTOSITENIBHO BCKPBITHE W 3aIlPaBKy KapTpHIKEH
MPUHTEPOB UJIM KOMTUPOB;

- paboTaTh €O CHATBIMM KOXXyXaMH YCTPOWCTB KOMIIBIOTEPHOH U
OpPI'TEXHUKH,

—~ pacrosaraTthcs Mpu padbote Ha pacctosHuM MeHee 50 ¢cM OT IKpaHa

MOHUTODA.
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3.3. Ilpu pabote ¢ TekcTtamu Ha Oymare, JUCTBI HAJO0 pacHojiaratb Kak
MOJKHO OJIMXKE K dKpaHy, 4ToObI n30exaTh YacThIX JBUKCHHUH TOJIOBOM M TIa3aMH
TIPH TIEPEBOJIC B3TIIAA.

3.4. PabGoume CTONBI CclemayeT pa3Memnarb TakKuM O00pa3oM, YTOOBI
BUJICOTUCIUICHHBIC TEPMUHAIBI OBUITH OPHUCHTHPOBAHBI OOKOBOW CTOPOHOW K
CBETOBBIM IIpO€MaM, YTOOBI €CTECTBEHHBIN CBET Maiajl MPEUMYIIECTBEHHO CIIEBA.

3.5.  Ocsenienne He JOHKHO CO3/1aBaTh OJIMKOB HA TIOBEPXHOCTH IKpaHa.

3.6. IlIpomomxurenbHocTh paboThl Ha [IK 06e3 periaMeHTHPOBAHHBIX
NEPEePHIBOB HE JOJKHA MpeBbIaTh 1-ro yaca. Bo Bpemsi permamMeHTHPOBAHHOTO
TiepephIBa C 1EIbI0 CHIKEHUS HEPBHO-IMOIIMOHATBHOTO HAMPSKCHUS, YTOMIICHUS
3pUTEIILHOTO ammapaTa, HEOOXOAMMO BBIOJHATh KOMIUICKCHl (PU3UICCKUX

YIIPaKHEHUH.
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4, TpeGoBanus oXpaHbl TPyAAa B aBAPUHHBIX CUTyaUSIX

4.1. OG0 Bcex HEUCIIPABHOCTAX B paboTe 00OpYIOBaHMS W aBapUMHBIX
CUTyalLUsX cOO0IIaTh HEMTOCPEACTBEHHO IKCIEPTY.

4.2. Ilpu oOHapykeHHH OOpBIBa MPOBOAOB MHUTAHUS WJIM HAPYyIICHUS
LEJIOCTHOCTU UX M30JISILUHU, HEUCIIPABHOCTH 3a3€MJIEHUSI U JPYTMX MOBPEKICHUN
AIIEKTPOOOOPYIOBaHUS, MOSBICHHS 3amaxa rap, MOCTOPOHHUX 3BYKOB B paloTe
00Opy/lOBaHUsI W TECTOBBIX CHUTHAJIOB, HEMENJCHHO MpeKpaTuth paboTy u
OTKJIIOUUTh MUTAHHUE.

4.3. Ilpu nopakeHUU MOJIb30BATENS AIEKTPUIECKUM TOKOM IMIPUHSITH MEPHI
[0 €ro0 OCBOOOKJEHHIO OT JEUCTBUS TOKA IMyTEM OTKIIOUYEHHS JIEKTPONUTAHUS U
710 IPUOBITHS Bpaya OKa3aTh OTEPIIEBIIEMY MIEPBYIO MEIULIUHCKYIO TIOMOIIIb.

4.4. B cimydae Bo3ropaHusi 000py/0BaHMS OTKIIOYUTH TUTAHUE, COOOUTUTh
HKCIIEPTY, O3BOHUTDH B MOXKAPHYIO OXpaHy, MOCJIE YEro MPUCTYIUTh K TYIICHUIO

Imoxkapa MMCIOIUMHUCA CPpCACTBAMMU.
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S, TpeGoBanue 0XpaHbI TPYAA 0 OKOHYAHMHU PAdOT

5.1. TIlo oxoHYaHuu pPabOThl YYAaCTHHK JEMOHCTPALMOHHOIO 3K3aMeHa
00si3aH  coOMIOJaTh  CIEAYIOIIYK0  IOCIEAOBATEIbHOCTh  OTKJIIOUEHHUS
000pyIOBAHUS:

- IPOU3BECTHU 3aBEPIICHNE BceX BhINOIHAEMbIX Ha 11K 3anay;

- OTKJIIOUWTh THTAHHE B TMOCJIEIOBATEIBHOCTH, YCTaHOBJICHHOMN
UHCTPYKLKEH 10 IKCIUTyaTallK JaHHOTO 000pYI0BaHUS.

- B nmt060Mm cirydae cnenoBath yKazaHUSM 3KCIEPTOB

5.2. VYOpare co crtonma pabouyue Marepuanbl U MPHUBECTH B MOPSJIOK
pabouee MecTo.

5.3. 0060 Bcex 3aMeUYEHHBIX HEMOJIaIKaX COOOITUTh dKCIIEPTY.
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HNHcTpyKIus no oxpaHe Tpyaa AJsi IKCIEPTOB

1. O0mme TpeOOBaHUA OXPAHBI TPYAA

1.1. K pabote B Ka4eCTBE PKCIEPTA JAOMYCKAIOTCS DKCHEPTHI, MPOLIESIIINE
oOy4eHHe U HE UMEIOIINE MPOTUBOMOKA3aHUN 110 COCTOSIHUIO 37I0POBBSI.

1.2. DxcmepT ¢ 0COOBIMH TOJIHOMOYHSIMH, Ha KOTOPOTO BO3JIOKEHA
00s3aHHOCTh 3a TMPOBEJCHUE HWHCTPYKTaKAa IO OXpaHE TPyHa, TOJDKCH HUMETh
nercTByolre yaoctopepenue «O mpoBepke 3HaHUM TpeOOBaHUN OXpaHbl TPyJIa».

1.3. B mpomecce KOHTpOJISI BBITIOJIHCHUS 3aJaHWA W HAXOXKICHHS Ha
TUIOIIAKe DKCIEpT 00s3aH YE€TKO COOMI0IaTh:

— WHCTPYKIIUH TI0 OXpaHe TPpyJa U TEXHUKE 0€301MacHOCTH;

—~ MpaBWa TMOXKApPHOW OE30MacHOCTH, 3HATh MeECTa PACIOJIOKEHHUS
MEPBUYHBIX CPEICTB MOKAPOTYIIEHUS U IIAHOB YBAKYAallUH.

— pacnicanue u TpaduK TPOBEACHUS 3aJaHUsl, YCTAHOBJICHHBIC
PEXKUMBI TPYJIa U OTJbIXA.

1.4. Tlpu pabGoTre Ha NEPCOHATHLHOM KOMIIBIOTEPE W KOMUPOBAIHHO-
MHOXKUTEJIbHOM TEXHMKE Ha OKCIepTa MOTYT BO3JCHCTBOBATh CIEAYIOIINE
BpeIIHbIC U (MJIH) ONaCHbBIC MMPOU3BOJICTBEHHBIC (DAKTOPHI:

—  DJIEKTPUYECKUH TOK;

—  CTaTMYECKOE 3JEKTPUYECTBO, OOpasyrolleecss B pPe3ysibTare TPEHUs
JBIDKYIIEHCS Oymaru ¢ pabo4MMu MEXaHW3MaMH, a TaKkKe MPU HEKaueCTBEHHOM
3a3€MJICHUM aNllapaTos,

—  1IyM, 00YCJIOBJICHHBI KOHCTPYKITUEH OPTTEXHUKH;

—  XMMHUYECKHE BEIECTBA, BIICIAIONIMECS MpU paboTe OPTTEXHUKH,

—  3puTenbHOE nepeHamnpsbkenue npu padote ¢ 11K,

1.5. Ilpumensemble BO BpeMsl BBIMOJHEHUS  3aJaHHsl  CPEJNICTBA
WHIUBUAYJIbHOM 3aIUATHI:

- Oepyiu.

1.6. 3Haku 0e€30mMacHOCTH, HCMOJb3yeMble Ha pabodynx MecTax

YYACTHHUKOB, 111 0003HAUEHHUSI PUCYTCTBYIOIIUX OMACHOCTEH:
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- F 04 Oruerymurenb n

1.7. Ilpum HecyacTHOM ciydyae NOCTPAJABIIMN WIH OYEBUIEL] HECUACTHOIO

ciydast 00s13aH HEMEIJICHHO COOOIIUTE O ciyunBieMcs [ maBHOMY DKcrepry.

1.8. B mnomemeHun OKCIEpPTOB HAXOAUTCS anTeyka MNEpBOM MOMOIIH,
YKOMITJICKTOBaHHAsI U3JCIUSMU MEIAUIUHCKOTO HAa3HAYCHHS, €€ HEOOXOIMMO
UCTONB30BaTh I OKa3aHUs TIepBOMl IOMOIIM, CaMOMOMOILIM B CIydasx
HOJYYCHUS TPABMBI.

19. B ciayyae BO3HUKHOBEHHS HECUACTHOTO ciydas WM OO0JIe3HH
Okcrepra, 00 3TOM HEMEJIEHHO yBenoMisieTcst [ TaBHBI dKCTepT.

1.10. DkcmepThl, OMYyCTHBIIWE  HEBBINOJIHCHWE WM  HAPYIICHHE
WHCTPYKIIMH IO OXPaHEe TPY/1a, IPUBJICKAIOTCS K OTBETCTBEHHOCTH B COOTBETCTBUH
¢ Permamentom WorldSkills Russia, a npu HEOOXOIUMOCTH COIIACHO

JIEVCTBYIOIIEMY 3aKOHOAATEIbCTBY.
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2. TpeOoBaHus oXpaHbI TPy/Aa Mepex HAYAJIOM PAdOTHI

[Tepen Hauamom paboThl DKCHEPTHI AOJKHBI BHITIOJIHUTH CIIEIYIOIICE:

2.1.B moAroToBUTENBHBIN J€HH OKCIEPT C OCOOBIMU IOJHOMOYHUSIMHU,
OTBETCTBEHHBI 3a OXpaHy TpyJa, O053aH MPOBECTH MOAPOOHBIN
MHCTPYKTaX 1o «IIporpaMme MHCTpyKTaka IO OXpaHe TPyJa U TEXHUKE
0€30macHOCTH», 03HAKOMHUTH 3KCIEPTOB W YYACTHUKOB C MHCTPYKIIHEH
0 TeXHUKE OE30MacHOCTH, C MJIaHAMU HBaKyallMM MPU BOSHUKHOBEHHUU
Mmo)kapa, ¢ MECTaMH PACIIONIOKEHUS CAHUTAPHO-OBITOBBIX MOMEIICHHH,
MEUIMHCKUMHU KaOWMHETaMHu, NHUTHEBOM BOJIbI, MPOKOHTPOIUPOBATH
MOJITOTOBKY pab04YMX MECT YYaCTHUKOB B COOTBETCTBUU C TEeXHUYECKUM
OMHMCaHUEM KOMITCTCHIIHH.

[IpoBepuTh crienuaibHYIO 0JIEKTYy, 0OYBb U JIp. CPEJCTBA UHAUBUIYATBHON
3amuThl. OeTh HEOOXOIMMBIE CPEICTBA 3AMTUTHI JISI BHITOJTHEHUS ITOJATOTOBKH 1
KOHTPOJII  TOATOTOBKA  yYaCTHHUKAMH pabOYWx MeECT, HHCTPYMEHTa U
000pyI0BaHUSI.

2.2. ExemHeBHO, Tepe] HAadajJoM BBITTOJHCHHUS 3aJaHUS YYaCTHUKAMH
JIEMOHCTPAIIMOHHOTO 3K3aMEHa, JKCIEPT C OCOOBIMHU TMOJTHOMOYHUSIMU MPOBOJUT
WHCTPYKTQX TIO OXpaHE TPyAa, DKCIEPThl KOHTPOJIUPYIOT TPOIECC MOATOTOBKU
pabouero mMecra y4aCTHUKAMH, W TIPUHMMAIOT Y4YacCTHE B IOJTOTOBKE pabOdYmX
MECT yYaCTHHUKOB B BO3pacTe MoJioxke 18 mer.

2.3. ExemneBHO, mepea HayaioM paOOT Ha TUIOMIAJKE W B TOMCIICHHH
AKCTIEPTOB HEOOXOAUMO:

- OCMOTPCTDb pa60qu MECTa 3KCICPTOB U YUYaCTHHUKOB,

MIPUBECTH B MOPSIO0K pabouee MECTO IKCIEPTa,;

- IPOBEpUTHh  TMPABUIBHOCTh  TOJKIIOUEHHs  O0OpyJOBaHHS B
AIEKTPOCETH;

- 0JIETh HEOOXOAUMBIE CPEACTBA UHIUBU Yy JIbHOM 3aIUTHI;

- OCMOTPETh MHCTPYMEHT M 000PYI0BaHUE YYACTHHKOB B BO3PACTE JI0

16 ner, yyacTHUKM cTapiue 16 j1eT ocMaTpuBalOT CaMOCTOSITEILHO UHCTPYMEHT U

16



o0opyoBaHue.

2.4 TloaroroButh HEOOXOIMMBIE IS paboThI MaTepuallbl,
MIPUCTIOCOOJICHMSI, ¥ PA3JIOKUTh MX Ha CBOM MecCTa, yopaTh ¢ pabodero crojia Bce
JINIITHEE.

2.5. DKCHepTy 3ampemiaercs MpUCTynaTth K padoTe Mpu OOHApYKEHUU
HEUCIIPaBHOCTU oOopyaoBaHus. O 3aMEUYEHHBIX HEAOCTATKaX M HEUCIPABHOCTSIX
HEMEJICHHO COOOIMTh TeXHUYECKOMY DKCIEPTy U J0 YCTPAHCHHS HEIOoJIaJ0K K

paboTe He MPHUCTYMNAaTh.
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TpeOoBaHus 0XpaHbI TPy/Ja BO BpeMsi padoThI

3.1. MN3obOpaxkeHne Ha 3KpaHax BHUICOMOHHUTOPOB JOJKHO OBITh
CTaOWMIJIBHBIM, SICHBIM M TIPEJICTLHO YETKUM, HE UMETh MEPIIaHUH CUMBOJIOB
U (QoHa, HA PKpaHAX HE JIOJDKHO OBITh OJIMKOB M OTPAKEHHM CBETUIILHUKOB,
OKOH M OKPY>KaIOITNX MPEIMETOB.

3.2. CymMmapHOoe  BpeMsl  HENOCPEICTBEHHOW  paboThl  C
NEPCOHANILHBIM ~ KOMIBIOTEPOM U JAPYrod OpPITEXHUKOM B TEUYECHHE
HK3aMEHAIIMOHHOTO JTHS I0JDKHO OBITh HE Ooiee 6 4acos.

[Ipo10KUTENILHOCT  HEMPEPHIBHOW  pabOThl €  MEPCOHAIBHBIM
KOMITBIOTEPOM U JAPYTOil OPTTEXHUKOM 0€3 perjaMeHTHPOBAHHOTO IepephiBa
HE JOJ/DKHA TPEBHIMATh 2-X 4YacoB. Uepe3 Kaxapld 4ac pabOTHI CIIETyeT
JienaTh periiaMeHTUPOBAHHBIN TIEPEPHIB MPOIOKUTEILHOCTHIO 15 MuH.

3.3. Bo u3bexxanne nopaxeHusi TOKOM 3aIPEIacTCs:

- MIPUKAcaThCs K 3aHEH MaHeIn MePCOHAITBHOTO KOMIBIOTEpA H
JPYTO OPTTEXHUKHU, MOHUTOPA MTPU BKIFOUEHHOM MTUTaHUH,

- JIOMyCKaTh TIOTMAJaHUS BJIard Ha IOBEPXHOCTH MOHHTOPA,
pabouyi0 TOBEPXHOCTh KJIABUATYPbI, JUCKOBOJOB, MPUHTEPOB U JAPYTHUX
YCTPOWCTB;

- MPOU3BOAUTL  CAMOCTOSITENIBHO  BCKPBITHE W PEMOHT
o0opyIoBaHUS,

- MEPEKIII0YaTh pa3bEMBI UHTEPPENCHBIX ka0enen
nepudepuitHbIX YCTPONCTB P BKIIOUYEHHOM MTUTaHUH,

- 3arpoMO’XKJaTh BEpXHUE TMAHEIW YCTPOWCTB OyMmaramMu W
MIOCTOPOHHUMHU TPEIMETAMH;

- JIOMyCKaTh TOMAaJlaHue BJAard Ha TOBEPXHOCTh CHCTEMHOTO
omoka (mporieccopa), MOHHMTOpPA, pPadOYyl0 IMOBEPXHOCTh KJIaBHATYPHI,
JTMCKOBOJIOB, IIPUHTEPOB | JIP. YCTPOUCTB,

3.4. Ilpu BBHIMOTHEHWH MOJYJICH DK3aMEHAIIMOHHOTO 3aJaHus

Y4aCTHHKAaMHU, 9KcnepTy HCO6XOJII/IMO OBITH BHUMATCIIbHBIM, HE
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OTBJIEKaTbCS TOCTOPOHHUMH Pa3roBOpaMu U JielnaMu 0e3 HEeOOXOTUMOCTH, He
OTBJICKATh JPYTUX DKCIEPTOB U YYACTHUKOB.

3.5.  Dkxcnepty BO BpeMsi pabOThI C OPTTEXHUKOM!

- oOpamiaTb BHUMaHUE HAa CHMBOJIbI, BBICBEUMBAIOIIMECS Ha IMaHENN
o0opynoBaHusl, HE UTHOPUPOBATH HX;

- HE CHUMATh KpPBIIIKM W TAHENH, S>KECTKO 3aKpEIUICHHbIE Ha
ycTpolcTBE. B HEKOTOPBIX KOMIIOHEHTaX YCTPOWCTB HCIIONB3YETCS BBICOKOE
HANpsDKEHUE WM JIa3epHOE M3IIyYEHHE, YTO MOXKET MPHUBECTH K TMOPaKEHUIO
ANIEKTPUUYECKUM TOKOM WIJIH BBI3BATh CIETOTY;

- HE TPOU3BOJUTH BKJIFOUCHHE/BBIKIIIOYCHUE AalllapaToB MOKPBIMH
pyKamu,;

- HE CTaBUTh Ha YCTPOWCTBO €MKOCTH C BOJIOW, HE KIJIACTh
METATTNIECKHUE MTPEIMETHI;

- HE PKCIUTYyaTUPOBATh ammapar, €ClM OH MEPerpencs, CTal IbIMUTHCS,
HOSIBUJICS IOCTOPOHHMI 3aIlaX WM 3BYK;

- HE DIKCIUTyaTUpOBaTh ammapar, €Cd €ro YpPOHWIH WIH KOpIyC ObuI
HOBPEXKICH;

- BBIHUMATh 3aCTPSIBIIAE JIUCTHI MOXXHO TOJBKO TOCTE OTKIIOUEHUS

YCTPOWCTBA U3 CETH,
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4. TpeOoBaHust OXpaHbI TPYa B aBAPUUHBIX CUTyallMsIX

4.1. Ilpu oOHapy>XeHMH HEUCIPABHOCTH B pPabOTe IICKTPUUYECKHUX
YCTPOMCTB, HAXOMANIUXCS TI0J] HampspkeHueM (TIOBBIIIICHHOM WX Harpese,
NOSIBJICHHMSI MCKPCHHMS, 3amaxa TapH, 3aJbIMJICHUS M T.JI.), JKCIEPTy CICayeT
HEMEJJICHHO OTKJIIOYWTh WMCTOYHUK DJCKTPONUTAHUS W TPUHATH MEpPHl K
YCTPAaHCHWIO HEUCIPABHOCTEH, a TaK K€ COOONIUTh O CIyYHUBIIEMCS
Texauueckomy OkcrnepTy. BreimongHeHue 3agaHus MNPOAOIKATH TOJBKO TMOCIE
YCTpaHECHHS BO3HUKIIICH HEUCITPAaBHOCTH.

4.2. B ciyyae BO3HUKHOBEHHUS 3pUTEIBHOTO JHUCKOM(OpTa M JPYTrUX
HEOJIAronpusITHHIX CYOBEKTUBHBIX OIIYIICHUH, CIEAyeT OTrPaHUYUTh BpeMs
paboThl C TMEpPCOHATBHBIM KOMIBIOTEPOM H JPYTrOMl OPTTEXHUKOW, IPOBECTH
KOPPEKIMIO JUIUTEILHOCTH TIEPEPHIBOB JIJIi  OTAbIXa WM TPOBECTU CMEHY
NEATEILHOCTH Ha APYTYI0, HE CBS3aHHYIO C HCIIOJIH30BAHHEM IEPCOHAIBHOTO
KOMITBIOTEPA U JPYTOU OPTTEXHUKH.

4.3. Ilpu mopakeHUH DIEKTPUYECKUM TOKOM HEMEIJICHHO OTKIIOYUTh
9JIGKTPOCETh, OKa3aTh IIEPBYIO IMOMOINb (CaMOIIOMOIb) IOCTPaIaBIIEMY,
coobmmTh [ 1aBHOMY DKCIepTy, MPU HEOOXOIMMOCTH OOPATUTHCS K Bpady.

4.4. Tlpu BO3HUKHOBEHUHU TOXKapa HEOOXOJAMMO HEMEIJICHHO OTOBECTUTH
['maBuoro okcnepra. Ilpu mocneayroomemM pa3BUTUM  COOBITUM — ClEAYeT
PYKOBOJICTBOBAThCSl YKa3aHUSMU [ JTaBHOTO 3KCHEpTa WM JOJKHOCTHOTO JIMIIA,
3aMeHSIomero ero. [IpumokuTh ycwimsl JUisl UCKITIOYCHHSI COCTOSIHUSI cTpaxa U
MIAHUKH.

[Ipu oOHapyxeHHH odara BO3TOpaHMs HA IJIOMIAJKE HEOOXOIUMO JFOOBIM
BO3MOXXHBIM ~ CIOCOOOM TOCTapaThCs 3aracuTh IUIaMs B ''3apojbliiie” ¢
00s13aTEIHLHBIM COOJTIOJICHUEM MEp JTMYHOU OE30MacHOCTH.

[Ipu Bo3ropaHUM OJEKIBI MOMBITATECS COpOCUTh ee. Ecnmu 3T0 chaemarh He
yaaeTcs, ymacTh Ha I0J M, IePEKaThIBasCh, COUTH IIaMsl; HEOOXOAMMO HaAKPHITh
TOPSIIYIO OJICKTYy KyCKOM IIJIOTHOW TKaHH, OOJIUTHCS BOJOM, 3amperiaercs 0exarthb

— O€er TOJIBKO YCHUJINT HHTCHCUBHOCTL TOPCHUA.
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B 3aropeBiieMcst moMenieHUu He CIAEAYeT JO0XKUAThCS, TTOKa MPUOIU3UTCS
miaMsi. OCHOBHAsi OMACHOCTh MOXapa i 4YeyioBeka — JbIM. [Ipu HacTymieHuun
MPU3HAKOB YAYIIbSl JIeYb HA TOJ M KaK MOXHO OBICTpEE MOJ3TH B CTOPOHY
ABAKYaIlMOHHOT'O BBIXO/A.

45. Ilpm oOHapyXKeHHMH  B3pPBIBOOIACHOTO WJIM  MOJO3PUTEIHHOTO
peaMeTa He MOAXOIUTh OJM3KO0 K HEMY, PEIyIPEIUTh O BOZMOXHOW OMAaCHOCTH
HaXOJIAIIUXCS TMOOIM30CTH OTBETCTBEHHBIX JHIl. [IpW mpouciIecTBUU B3phIBA
HEOOXOJAMMO CIIOKOMHO YTOYHUTH OOCTAHOBKY WM JEHCTBOBATH IO YyKa3aHUIO
JIOJDKHOCTHBIX JIWII, PU HEOOXOMMOCTH 3BaKyallid, YBaKyHpPOBaTh YYAaCTHUKOB U
JPYTUX SKCIEPTOB, W IUIOMIATIKH, B3SATh T€ C COOOM JOKYMEHTBHI U TIPEIMETHI
MepBOM HEOOXOAMMOCTH, TPHU TEPEABUKEHUU COOII0OJATh OCTOPOKHOCTh, HE
TpOraTh MOBPEXKICHHBIC KOHCTPYKIIUM, OTOJMBIINECS IJIEKTPUUECKUE MTpoBoJia. B
pa3pylICHHOM WM TMOBPEXKJICHHOM TMOMEIICHUM HE CIEAYEeT TMOJIb30BaThCA
OTKPBITHIM OTHEM (CITMYKaMH, 3aKUTAIKaMH | T.I1.).

-3anpeiaeTcs nepeMeniaTh anmnapaTbl BKJIIOUEHHBIMU B CETh,

- BCE pabOThI MO 3aMEHE KapTpuKei, Oymaru MO>KHO MPOU3BOIUTH
TOJIBKO TIOCJIE OTKJIFOYEHHUS arlrnapara OT CETH;

- 3ampelaeTcss OMUPaThCs Ha CTEKIIO OPUTHHATIOAEPKATEIS], KIacTh Ha
HEro Kakue-auoo BeIy MOMUMO OpUTHHATIA;

- 3amperniaeTcs paboTaTh Ha anmapare ¢ TPECHYBIIUM CTEKJIOM,

- 00s13aT€IbHO MBITh PYKH TEIUIOW BOJOW C MBUIOM MOCJE KaKJIOH
YUCTKU KapTPHUJKEH, Y3JI0B U T.1.;

- IPOCHITAHHBIN TOHEP, HOCHTEIh HEMEUICHHO cOoOpaTh MbLIECOCOM
WY BJIQYKHOM BETOIIBIO.

4.6. BrioueHHe W BBIKIIOYEHHWE TIEPCOHATBLHOTO KOMIIBIOTEpA W
OPITEXHUKH JIOJKHO MPOBOJUTHCS B COOTBETCTBUU C TPEOOBAHUSIMU UHCTPYKIIUU
0 IKCIUTyaTallUH.

4.7. 3ampemiaercs.
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- YCTaHaBIMBAaTh  HEWU3BECTHBIE  CHUCTEMbl  ApOJMPOBAHUSI U
CaMOCTOSITENIBHO NMPOBOIUTH NepeOpMaTUPOBAHUE AHCKA,

- UMETh IIpH ceOe JIt00bIe CPEICTBA CBSI3H,

- [OJIb30BaThCs  JIIOOOW JIOKyMEHTAllMEeW KpoMe IperlyCMOTPEHHON
3aJIaHHUEM.

4.8. Ilpu HeucnpaBHOCTH OOOpYyJOBaHUA — TMPEKPaTUTh padOTy U
cooOmuTh 00 3TOM TEeXHUUYECKOMY IKCIEPTY, @ B €r0 OTCYTCTBUE 3aMECTHUTEIIO
[JIABHOTO JKCIIepTa.

4.9. Ilpu HaxX0KJEHUU HA IUIOLIA/IKE DKCIIEPTY:

- 0JIeTh HEOOXOAUMBIE CPEACTBA UHIUBUYaJIbHOU 3allIUTHI;

- MepeABUTaThCS M0 IUIOMIA/IKE HE CIella, He JieNast pe3KuX JBUKEHUH,

CMOTpS O] HOTH;
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5. TpeOoBanue oXpaHbl TPyAa 110 OKOHYAHUM BBINOJHEHHUS padoT

[Tocne okoHuaHus pabouero AHs DKcnepT 00s3aH:

5.1.  OTKIIOYUTH INEKTPUUYECKUE MPUOOPHI, 000pPYIOBaHUE, HHCTPYMEHT U
YCTpPOICTBAa OT UICTOYHMKA TUTAHUSL.

5.2. TlpuBecTtu B mOpsaoK pabodee MECTO DKCIepTa U MPOBEPUTH pabodmne
MECTa yYaCTHUKOB.

5.3. CooOumth TexHHUYECKOMY JKCHEPTY O BBIIBICHHBIX BO BpeMs
BBITIOJTHEHMSI 3a/laHUi HETOMaKaX M HEUCIPABHOCTSAX 00OPYIOBaHMS, U JIPYTHX

dakTopax, BIMAIONIMX HA O€30MacHOCTh TPYya.
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IMacnopT KoMILIeKTa oneHOYHOM qokyMeHTamuu (KO) Ne 1.1
no kommnereHun Ne 39 «CeTeBoe U CHCTEMHOE
aIMMHUCTPHUPOBAHHE»

Kommiekr onenounoit poxkymenrtanuu (KOJI) Nel.l paspabortan B memsx
OpraHM3alK W TPOBEACHHUS JIEMOHCTPAIIMOHHOTO SK3aMeHa IO KOMIIETCHIIUU
Ne 39 «CereBoe u cCUCTEMHOE aIMUHUCTPUPOBAHKUE» M PACCUUTAH Ha BHITTOJTHCHHE
3aJJaHUH MPOIOJDKUTEIIBHOCTHIO 6 YacoB.

KO/l Ne 1.1 moxxet ObITh PEKOMEHIOBAH JJIsl OIIEHKH OCBOCHUS OCHOBHBIX
poecCHOHATBHBIX 00pa30BaTEIBHBIX MPOTPAMM U MX YaCTEH, TOTOJIHUTEIHHBIX
PO eCCHOHANIBHBIX MPOrpaMM M TporpamMm NpodecCHOHANBHOrO 00yuYeHusd, a
TaK)k€ Ha COOTBETCTBME YPOBHSAM KBamu(ukauuu coriacHo TaOnwmie
(ITpunoxeHwue).

1. IlepeyeHb 3HAHMIi, yMeHHUIl, HABHLIKOB B COOTBETCTBHUM CO
Cnenuduxkanmeii crangapra kKommnereHuuu Ne39 «CereBoe H
CHCTEMHOE aIMHHHCTPUPOBAHHE» (WorldSkills Standards
Specifications, WSSS), nmnpoBepsieMblii B paMKax KOMILJIEKTa

ouneHo4YHoi nokymeHTanmuu Ne 1.1 (Tab6auna 1).

Ta6anna 1.
Paznen HaumenoBanmue paznena WSSS Ba:knocts (%0)
WSSS
1. Opranuszanus padoThbl U YIpaBJICHUS 0,6
2. KoMMyHuKanus 1 o01ieHne 1,6
3. KoHcyabTHpOBaHUE U MO/IEPKKA M0JIb30BaTeJ el 15
4. IloucK U ycTpaHeHHe HEUCIIPABHOCTEI 6,8
S. Jn3aiin 4.5
6. Hacrpoiika, o0HOBJIeHHe U KOHpUTypanus 15
ONePaIMOHHBIX CHCTEM
/. Kondurypauus cereBbIX YCTPOHMCTB 15
Tabanna 2.
Paznen HaumenoBanue pasaena WSSS
WSSS
L Opranmzaius pabOThI U yIIpaBJICHUE
CnenuanucT J0JDKEH 3HaTh U MOHUMATh!
* PernamMeHTHUpYIOIIUE HOKYMEHTHI B 00JIaCTH OXpaHbl Tpyjaa




1 0€30IIaCHOCTH KU3HEAEATEILHOCTH,

* B KaKUX  CUTyalusx  HeoOXOoauMo IPUMEHSTh
NEPCOHAIbHBIC 3alIUTHBIE CPECTBRA,

o Tlopsmox  paboTbl, XpaHeHUs, U  OOCITY>KUBaHUS
000pYyI0BaHUSA B YCIIOBUSIX aHTUCTATUYECKOTO OKPYIKCHHUS

* BaxHOoCTh COONIOACHUS  TEXHUKH  OE30MACHOCTH U
aKKypaTHOCTH MpuU padoTe C KIUEHTCKUM OOOpYyIOBaHUEM U
uH(popmanuen;

* BaxHocTh Oe30macHol nepepaboTKu 0TXO/I0B,;

*  MeToas! IIIAHUPOBAHUS U ONIPEACIICHHS IPUOPHUTETOB;

* BaxHocTh TOYHOW pabOTHI, MPOBEPKUA BBITOJIHEHHON
paboThI, a TaK)Ke BHUMAHUS K JCTAISIM BO BCEX acCIleKTaxX CBOEH
paboTHI;

* BaxHOoCTh oOpraHuzamyy TpyJa B COOTBETCTBHH C
METOAUKAMU;

* MeToabl ¥ TEXHOJIOTHUU UCCIIEIOBAHMS,

* BaxHOoCTh ympaBiieHUsS COOCTBEHHBIM TIPO(ECCHOHATHLHBIM
pa3BUTHEM,

Cxkopoctb n3menenust UT-cepbl u BaXXHOCTH COOTBETCTBUS
COBPEMEHHOMY YPOBHIO.

Cnenuanuct JOJKEH YMETh!

e (CnenoBarh TpEANHCAHUSIM B 00JIACTH OXpaHbl TpyAa U
0€30IMaCHOCTH KU3HEAEATEIbHOCTH,

* TloanepkuBaTh 6€30MaCHYIO pabouyto Cpeay;

e OmpenensaTh W NPUMCHATH MOAXOAAIINE IEPCOHATBHBIC
3allUTHBIE CPEICTBA [JJIi OpPraHU3AIMH  AHTHUCTATHYECKOTO
OKPY’KCHHS;

* BriOupaTh, IpUMEHATh U OOCITY)KHWBAaTh MHCTPYMCHTAPUH U
o0OpyIOBaHWE B COOTBETCTBHM C TMpaBUJIaMU  TEXHUKH

0€30I1aCHOCTH,




e I[lnanmpoBath  cBOIO  paboTy ISl  JOCTHXKCHUSA
MaKkcUMadbHOUH S()PEKTUBHOCTH W TOJACPKUBATH YHCTOTY Ha
pabouem mecTe;

* PerynspHo mimaHuUpOBaTh W KOPPEKTHPOBATh IUIAHBI B
COOTBETCTBUH C U3MCHSIIOIIMMHUCS TPHUOPUTCTAMH,

* Paborarh 3pPEeKTUBHO U PETYIAPHO OICHUBATDH PE3YJIHTATHI
CBOETO TPY/Ia,

e COOTBETCTBOBAaTh  pa3NIWYHBIM  TPEOOBAHUAM  TaKUX
oTpaciieBbIX cHUcTeM ceptudukamuidi kak Cisco (wim anaior),
Microsoft (nau ananor), Linux (nim anasor) (co crieruann3aiueit
XO0TsI ObI B OJTHOM M3 3TUX 00J1acTel);

* CooTBeTCTBOBaTh  TpPeOOBAaHUSM,  TNPEIBABIAEMBIM K
HOCHTEJISIM TTaHHOU KOMTIETCHIIHH, COOTBETCTBOBATH
COBPEMEHHOMY YPOBHIO;

* JlemonctpupoBaTh 3(G(PEKTUBHBIE U  BCEOOBEMIIIONINE
METO/IBI TTOJTyICHUS 3HAHUIA,

* JleMOHCTpPHpPOBATh SHTY3Wa3M B 00JIACTH BHEAPEHUS HOBBIX
METOJIOB, CHCTEM, ObITh TOTOBBIM K U3MEHCHUSIM;

DddhexTuBHO paboTaTh B COCTaBE KOMAaH/IBI.

KoMmmyHuKanms u oOuieHue

CrienmaivcT JOJKEH 3HATh U TIOHUMATh.

* BaxHOCTh yMEHHS CIymiaTh COOCCEIHMKAa KaK dYacTH
3¢ GeKTUBHON KOMMYHUKAITUH,

* Ponu, TtpebGoBanus koyier u Haubonee d(pPEeKTUBHBIC
MEeTOAbl KOMMYHHUKAITUH,

* BaxHOCTh TOCTpOCHUS W TOMJCPKAHHUS TPOTYKTUBHBIX
pabounX OTHOIICHHUH C KOJIJIETAMH M YIIPABJISIIOITUMU;

* Mertomnsl 3 PeKTUBHON KOMAHTHOMN paOOTHI;

* CnocoObl pa3pelieHrs HEMOHUMAaHUSI M KOH(MIUKTYIOIINUX

TpeOOBaHMIA;




MeTobl yIIpaBiIeHUs CTPECCOM U THEBOM JJISI PA3pELICHUS CII0KHBIX
CUTYaIHM.

Crnenranuct JOJDKEH YMETh:

e JleMOHCTpUpPOBAaTh pa3BUTBIE CIIOCOOHOCTH CIyIIaTh U
3a/1aBaTh BOIPOCHI JIsA Oojiee TIyOOKOrO TMOHMMAHHS CIIOXKHBIX
CUTYyallNH;

* BrictpauBath 3()@PEKTHBHOE TIHMCHBMEHHOE U  YCTHOE
OOIIIeHE C KOJJIETAMHU;

* [lonumaTh UW3MEHSAMOIIMECS TPeOOBAaHUSA  KOJUIET W
aJIaIITHPOBATHCS K HUM,;

* AKTHBHO NPHHHMAaTh Y4acTHC B (POPMHPOBAHUU CHIIBHOW U
3¢ PeKTUBHON KOMaH/IbI;

e OOMeHMBATBECS 3HAHUSAMU M OIBITOM C KOJUIETaMH W
MO/IJICPKUBATH aTMocdepy CaMOCOBEPIIIEHCTBOBAHUS B
KOJUIEKTUBE,

praBJI}ITB CTpCCCOM U PaA3paKCHUCM, JdaBaTb YBCPCHHOCTD
OKPYXKAKIIUM B TOM, YTO UX HpO6JI€MI>I MOT'yT OBIThH Pa3pCUICHBI.

KOHCYJIBTPIpOBaHI/IG " IIoAOCPKKaA I0JIb30BaTeIICH

CrienmaivcT JOJKEH 3HATh U TIOHUMATh.

* OcHOBHBIE BO3MOYKHOCTH ompeneneHHoro kpyra UT-cucrem
JUTsl 0OecTriedeHus] Ka4eCTBEHHOM TOIIEPIKKH;

* Tlogxonsl K MIaHUPOBAHHIO pabOdYero Mpoiecca ¢ IeNbI0
obecriedeHUsT BBICOKOTO YPOBHS OOCIYKHBaHHUS, CIOCOOHOIO
yIOBJIETBOPUTH MOTPEOHOCTH MOJIH30BATENS M OPraHU3aIINY;

* PaznuunHble METOMBI JEMOHCTpPAIMA WU TPE3CHTAIUU IS
MOIICPKKH Pa3BUTHS HABBIKOB Y 3HAHUM TTOJTH30BATE]IS,

* PaznuyHBIC METO/IBI OIICHKH BO3MOKHOCTEH IMOJIB30BATENS C
IIEJBI0  YAOBJICTBOPEHUSI €ro HEMEIJICHHBIX TOTPEeOHOCTEH W
MOOIIPEHUS K CAMOPa3BUTHIO;

* Paznuunble METOIMKHU oOydeHwus, MTO3BOJISIFOIITHE

aJanTUpOBaTh Tpollecc OOy4YeHUsT C YYETOM HaBBIKOB U




BO3MOXHOCTEH MOJIL30BATEICH,
* TpeHnsl U BBI30BBI cCOBpeMeHHOU | T-uHAYyCTpHUN U CrIOCOOBI

Pa3BUTHA, KOTOPBIC MOT'YT OBITH IIPCaCTaBJICHBI II0JIB30BATCIIAM,

Crioco0bl BeJIeHHUs TEPErOBOPOB JIJIsl PA3IUYHBIX CHTYAIIHH.

Crnenranuct JOJDKEH YMETh:

* 3a0iaroBpeMEHHO MNOJAEPKUBATh YPOBEHb COOCTBEHHBIX
no3HaHui B chepe nHOOPMAIIMOHHBIX TEXHOJIOTUH;

* CBoeBpeMeHHO (B YCTaHOBJICHHBIX PEIrIIAMEHTOM paMKax)
OTBEYAaTh HA 3ampochl KaK JIOKAJbHBIX, TAaK H YyJAAJICHHBIX
M10JIL30BaTENEH,

e IlmaHupoBaTh ¥ TIOCTOSIHHO aKTyaJU3UpPOBATh IUIAHBI
BBITIOJTHCHHS TTOJTh30BATEIBCKAX 3allPOCOB K TIOMIEPIKKE IS
0aylaHCUPOBKH MOTPEOHOCTEH MOIB30BaTENIEH U OpraHu3alliu;

e Touno ompenmenatb TpeOOBaHWS  TMOJB30BATENA U
OTPaB/IbIBATH OXKUJIAHUS;

* TloacuuThiBaTh BpeMsi 1 CTOUMOCTD BBITIOJIHEHUSI paOOTHI;

* BriOupaTs HauboJIee MOAXOASIINE CIIOCOOBI IEMOHCTPAIUU
Jutst 60Jiee TOYHOTO COOTBETCTBHS MOJIaYM MaTepualia HaBbIKaM M
3HAHUSAM ayJIUTOPUH;

* DddexTuBHO JEMOHCTPUPOBATH uH(pOpMaIMOHHBIE
CHUCTEMBI TOJB30BATENsIM W TPYIIaM I[OJb30BaTEICH s
NPENOCTaBIICHUSI WM BO3MOXXHOCTEH K YJY4YIICHUIO CBOUX
HABBIKOB ¥ 3HAHUIA,

* VYcmemHo oOyd4aTh TOJIB30BATEIE OYHO M 3a0YHO IS
yCIEITHOTO  paspemieHus  mpobirem B obmactm  UT-
UHGPACTPYKTYPHI, MPEICTABICHUS HOBBIX MPOAYKTOB, YIyUIICHUS
MOJIb30BATEIHLCKUX HABBIKOB U 3HAHW;

* OmpenensaTe BO3MOXHOCTH K YJIYYIICHHIO TPOAYKTa U

oO11el y10BIETBOPEHHOCTH MOJIb30BATENS,;




e ®opMHPOBaTh TOYHBIE, CBOCBPEMEHHBIC PEKOMEHMIAINU B
obsactT OOHOBJICHHMsSI M TIpHOOpeTeHHs HOBBIX |T-mpoaykToB U
CEPBUICOB IS yIIyUIICHHS KA4eCTBa MIPUHSITHSI PEIICHUH;

* ®opMHpOBaTh KOPPEKTHBIE, OTBEYANOIINE TPESOOBAHHSIM U
OTpaHWYCHUSIM, pPEKOMEHJAIlMd Ha OCHOBE 3alpoCOB U
OTPEOHOCTEN;

o HpI/IHI/IMaTb Y4aCTHUC B TCHACPHBIX M 3dKYIIOYHBIX ITPOLCAYpax.

IIonck M yCTpaHEHHE HEUCIIPABHOCTEN

CrenuanucT JOKEH 3HaTh U IIOHUMATh.

* BaxXHOCTh CIOKOMHOrO U C(HOKYCHPOBAHHOTO MOAXOAa K
peneHuto npoOJIeMsl;

e 3pauynMocTh |T-cucTeM M 3aBHCHMOCTHL IIOJIB30OBaTeled U
OpraHu3alyi OT UX IOCTYIMHOCTH;

* [lomynspHble anmapaTHbie U MPOTPaMMHBIC OIIUOKH,;

* AHQJIMTUYECKUA M JUArHOCTUYECKUHN MOJIXOAbI K PEIICHUIO
pobJieM;

* ['paHuIilbl COOCTBEHHBIX 3HAHUM, HABBIKOB U TTOJITHOMOYUIA;

e Curyanuu, TpeOyroIMe dCKaJallui HHITUACHTOB,;

o CrangapTHOe BpeMsi pellieHHs HanOosiee MOMyJISIPHBIX MPoOJIeM.

Cnenuanuct JOJKEH YMETh!

e Tlogxomute K mpoOJEME C HEOOXOIUMBIM YPOBHEM
YBEPEHHOCTH [UJIi  YCIIOKOGHHS  TOJB30BaTelii B  Cllydae
HEOO0XOUMOCTH,;

* PerynspHo npoBepsATh pe3yibTaThl COOCTBEHHOU PabOTHI BO
n30exanue mpoOJieM Ha MOCIIEeAYIONIUX dTarax;

*  VTOYHATH HEKOPPEKTHYIO uHGOpMAITHIO TUTST
MPEAOTBPAIEHUS WM MUHUMH3AIUN TPOOIIeM;

* JleMOHCTpHpOBaTh yBEPEHHOCTh W YMOPCTBO B pEHICHUHU
npo0JieM

e bricTpO Vy3HaBaTh W IIOHUMAaTh CYTh HEHUCIIPABHOCTEU U
Yy Yy




paspelarh UX B X0JI€ CAMOCTOSITENIbHOM yIpaBiisieMOil paboThI

* TmarensbHO pacciienoBaTh M AHAJIU3UPOBATH CIIOKHBIE,
KOMIUIEKCHBIE CHUTyallud U HpoOJEeMbl, NPUMEHSTb METOAUKH
ITIOMCKa HEUCIIPABHOCTEM;

* BpiOupate u npuHuMate auardHoctupyrouiee [0 wu
MHCTPYMEHTBHI JIJIS IOMCKA HEUCIIPAaBHOCTEN;

* [loanepxuBarh MOJIB30BATENIEH B PELICHUH IPOOJIEM Yepes
COBETHI, YKa3aHUS U UHCTPYKIIHH;

* lckarp momomp B TeX Ciydasx, Korjga TpeOyercs Oomee
THIATEJbHAs OJKCIEpPTHU3a, H30eratb Ype3MEPHOIO YBIICUCHUS
po0JIeMOi;

* VYTOYHATHP YPOBEHb YAOBIECTBOPEHHOCTH IOJIb30BATENS
nocie peuieHus npoOIeMbl;

e To4HO ONUCKHIBATH MHITUACHT U IOKYMEHTHPOBATH PEIICHUE
POOJIEMBI.

Jn3aitn

CrenuanucT T0KEH 3HaTh U IIOHUMATh.
* (CeTeBbl€ TOMOJIOTUU U OKPYKEHUSI,
e Jlornueckue u GyHKIIMOHAIBHBIC THATPAMMBI;
e Tumbl aKTUBHBIX CETEBBIX YCTPOMCTB (MapIIPyTHU3aTOPOB U
KOMMYTATOpPOB U T.JI.) U TPeOOBaHUS K UX PACIIOTIOKCHHIO,
e Pemrenus B 0071acTH 0€30IIACHOCTH U UX BIIUSHHUE,
* (CxeMsbl agpecaluy;

o JlokyMeHTaluIO 10 HACTPOKKE 00OPYAOBAHMS M IPOTPAMM.

Hacrpoiika, 0OHOBJICHHE ¥ KOHPUTYpAIUsl OTIEPAIIMOHHBIX CUCTEM

CrienmaaucT JI0JDKEH 3HAaTh U TOHUMATh.
e PasznooOpasue oInepanroHHBIX CHUCTEM, X BO3MOXKHOCTH K
yAOBJIETBOPEHUIO MOJIB30BATEIBLCKUX TPEOOBAHUIA,
e Ilpomecc BbIOOpa MOAXOASIIUX JApPAaMBEpPOB IS Pa3HBIX
THUIIOB anmapaTHBIX CPEJICTB;

* bazoBpie GyHKIMM anmapaTHOTO OOECIEYEHHUsS M TMPOIECC




Ha4yaJbHOU 3arpy3KH;

* BaxHOoCTb ciileqoBaHUS MHCTPYKLUSAM U MOCIIEACTBHUS, LIEHY
npeHeOpeKeHUs: UMY,

* Mepsl NperOCTOPOKHOCTH, PEKOMEHIYEMBIE K MNPHUHSATHIO
nepen yctanoBkoi [10O nmm oOHOBICHUEM CUCTEMBI;

HCHB JOKYMCHTUPOBAHUA ITPOLICCCOB OOHOBJICHMS U YCTAHOBKH.

Crneuuaiuct JOJIKEH YMETh:

* BuuMarenpHO chymiaTh M ONPENENSATh MOJb30BATEIbCKUE
3aMpOoCkl 7151 YOBJIETBOPEHUS OXKUIAHUIA;

* BriOupaTh onepaoOHHYIO0 CUCTEMY — HNPONPHUETAPHYIO WU
OTKPBITYIO;

* ToyHO ompenensaTe yCTPOWCTBO M COOTBETCTBYIOIIMM €My
Ipaunsep;

* TlocnegoBaTenbHO MPOBEPSTH YKA3aHHBIE MPOU3BOJUTEIIEM
WHCTPYKIUU MPU BBIOTHEHUN OOHOBJICHHUS,

* BriOupare posu M BO3MOXHOCTU ONEPALMOHHBIX CUCTEM
(taxue xax Kontpomnep Jlomena u T.71.);

* OOcyxaaTb MPEIJIOKEHHBbIE PEIICHUs ISl BBIOPAHHBIX
pojieli M BO3MOXKHOCTEH, COrjamarbcs € KOHCTPYKTHBHBIMHU
MPEAIOKEHUSIMU OT TMOJIb30BaTENEi, MEHEIPKEPOB U KOJIJIET;

* [loAroTOBUTHP TEXHUYECKUM JOKYMEHT, OTPaKAOLIHAN
NPUHATOE PEUICHNE JUIsl COTJIAaCOBAHUS U MOJINCH;

* KoudpurypupoBarb HEOOXOAMMBIEC POJH\BO3MOKHOCTH B
COOTBETCTBMM € MHCTPYKLUMSIMU  pa3padOTUYMKOB WM B
COOTBETCTBUU C HAWITYYIIIUMHU NMPAKTHUKAMU,

* TectupoBaTh CUCTEMBI, YCTPaHATh MPOOJIEMbI U POBOJUTH
KOHTPOJIbHBIE POBEPKH;

JloOuBaThCs MOJIB30BATENIHCKOTO 0JI00pEHUS.

Kondurypaius ceTeBbIX YCTPOUCTB

CHCHI/IaJII/ICT JOOJDKCH 3HATh U IOHUMATh.
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* (CeTeBO€ OKpPYKEHHUE,

* (CereBbl€ NPOTOKOJIBI,

* Ilpouecc mocTpoeHHs CETH M KaK CETEBbIE YCTpOICTBa
MOTYT OBITh HACTPOEHBI 1J1s1 3(HPEKTUBHOTO B3aUMOACIHCTBUS;

TuIbI CETEBBIX YCTPOUCTB.

Crnenranuct JOJDKEH YMETh:

* HHTrepmpeTupoBaTh  MOJIB30BATEIBCKHE  3aMpOChl U
TpeOoBaHUS C TOYKH 3peHUs WH/TyCTPHUATHHBIX
cepTU(UKAIIMOHHBIX TPEOOBaHUM;

e IlpumensaTh Bce TUMbl KOHGUTypaluid, TPOrpaMMHBIC U
anmapaTHble OOHOBIICHHSI Ha BCE THIIBI CETEBBIX YCTPOMCTB,
KOTOPBIE MOTYT OBITh B CETEBOM OKPY>KEHUH,

* TlpoekTupoBaTh U peaIM30BBIBATH MPOIETYPHI JIUKBUIAIIUU

WHIIUJIECHTOB,

[TognepxuBath 0a3y NaHHBIX KOH(GUTYpaLIUH.
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2. ®opMart /leMOHCTPAUMOHHOTIO IK3aMeHa:

Ounplii / Pacupenenennblii/ JIncTaHIMOHHBIH

3. ®opma yyacTus:

NuauBuayanbHas

4., Buag arrecTalnuu.

I'IA / IllpomMe:xkyTroyHas

5. O000meHHAa" OLHEHOYHAA BEJIOMOCTD.

B JaHHOM pa3aciic OIpCACIAIOTCA KPUTCPHU OLCHKHM W KOJIHYCCTBO

HaYHCIIsIeMbIX 0a/uToB (cyneiickue u o0bekTHBHBIC) (Tadmuma 3).

O6HICC MaKCUMaJIbHO BO3MOKHOE KOJMYECTBO OaJlIOB 3aJaHus 110 BCCM

KPUTEPUSM OLICHKU COCTaBISET 45.

Ta6auna 3.
Mojtyib, B KOTOpOM Bpems IIpoBepsn Banael
Ne . BbINIOJIHEH eMble . Oo0nbek
HCIO0JIb3YeTCH Kpurepuii Cypneiic
n/n . usi pa3aennl THBH | O01mme
Kpurepun Mopys WSSS e ble
ITyckonananka A Linux 24
UHPPACTPYKTYPHI :
1. | maocnoseOC | ENVITOMENS (s 6 0 15 | 15
cemeiicTBa Linux anaror)
(vm aHaior)
Ilyckonananka B Windows 24
uHPPACTPYKTYPHI :
2. na ocnose OC Enviroments o 12,345 0 15 15
cemeiicrBa Windows amaror)
(nm aHasor)
ITyckonanangka C Cisco 24
3. | TCICKOMMYHMEAMMO | Enyiroments (nm 7 0 15 15
HHOTO aHaJor)
000py10BaHNs
HTtoro 45 45
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6. KoJsuyecTBO  3JKCHEPTOB, YYacTBYWIIHX B  OIEHKe
BBINOJIHEHHUS 3a/IaHUs, 1 MUHUMAJIbHOE KOJIHYECTBO PA0OYNX MeCT Ha
nJjaolaaKe.

6.1. MUHUMAJbHOE KOJMYECTBO IKCIIEPTOB, YUYACTBYIOUIUX B OI[CHKE
JEeMOHCTpAaIMOHHOTO »JKk3aMmeHa mo kommeTeHnuu Ne 39 «CereBoe u
CHCTEMHOC aJJMUHUCTPUPOBAHHE» - 3 YEl.

6.2. PacueT koJM4YecTBA SKCIEPTOB UCXOAS M3 KOJIMUECTBA Pabodux

MECT M YYaCTHUKOB OCYIIECTBISICTCS MO CXeMe corjacHo Tabmnume 47*:

Taoauna 4.

0JINYECTBO IMOCTOB-PA0OYUX MECT 1-4 5-8 9-12 13-16 | 17-20 | 21-25

KonnuecTBO yuacTHUKOB

Orlnob 3 3
Ot 6 o 10 3 3
Or 11 no 15 3 6
Ot 16 10 20 6 6 6
Ot 21 no 25 6 6

*BO3MOJKHAs IIOJIHASI aBTOMATU3alKs IPOBEPKH pabOUYMX MECT YYaCTHUKOB, YTO
UCKJIIOYaeT He0OXOJUMOCTb B JIMHEMHBIX IKCIIEPTAX.
/. Cnucok o00opyaoBaHHS H MATEPHAJIOB, 3alpelleHHbIX HAa
miaomanake (Mpu HAJUYIHNH)
K nmponocy 3anpeniatorcs Takue 3J€KTPOHHBIE YCTPOMCTBA KaK MOOMIIbHBIE
TenedoHbl, cMAapT(OHBI, IJIEEPhl, HAYIIHUKH, TUKTO(OHBI, KaMepbl, HOYTOYKH,

IJIAHIIETHBIE KOMIIBIOTEPHI U MPOYHE NIEPCOHAIBHBIE AJIEKTPOHHBIE YCTPOMCTBA.
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3ajanue ISl 1EMOHCTPAMOHHOIO JK3aMeHAa M0 KOMILIEKTY
oueHouHoM noxkymMeHTaunu Ne 1.1 mo komnerenuuu Ne 39 «CereBoe u
CHCTEMHOE A IMUHUCTPHPOBAHHUE

(obpasey)

3amanne BKIIOYAST B CE0S CIIEMyIONTHE pa3Ieiibl.
1. ®opmar JleMOHCTpalMOHHOIO dK3aMeHa
2. ®opMbl ydacTus
3. Bug arrecranuun
4. Mopnynu 3a1aHusl, KpUTEPHUH OIIEHKH U HEOOXOIUMOE BpeMs
5. HeobOxoauMmblie IPUI0OKEHUS

HpOI[OJDKI/ITCJ'IBHOCTB BBIIIOJIHCHUS 3a1aHU. 6 4.



1.®opmat /leMOHCTPALIMOHHOTI0 IK3aMeHa:

Ounplii /Pacnpenenensblii/ JIncTaHIMOHHBIH

2. ®opMa yyacTus:

HuauBuayaabHas

3. Buag arrecranum:

I'IA / llpomMe:xkyTOoOYHAS

4.Monayiau 3aJaHNsl, KPUTEPUH OLEHKU U HE0OX0AUMOe BpeMsl

Monynu u Bpemsi cBenieHsl B Tabnuiie 1.

Ta6auna 1.
Mojtyib, B KOTOpOM Bpems IIpoBeps Bajibl
Ne . BbIIIOJIHEH eMble . | O0bek
HCIOJIb3yeTCsI Kputepuii Cyneiic
n/n KpHTepuii usi pa3naeiibl KHe THBH | O01ue
Monyas WSSS ple
Ilyckonanagka A Linux 24
UHPPaCTPYKTYPHbI ;
1. | maocnoseOC | ENVITOMENS (s 6 0 15 | 15
cemeiicTBa Linux ananor)
(vm aHaior)
IIyckonanagka B Windows 24
HHPPACTPYKTYPHI :
2 na ocnose OC | CNVIFOMENtS (s 12345 | 0 15 | 15
cemeiicrea Windows anaror)
(vm aHasor)
ITyckonananka C Cisco 24
3, | TCICKOMMYHMEANHMO | Fnyviroments (wm 7 0 15 15
HHoro aHayor)
000opy10BaHus
HTtoro 45 45




Moayiu ¢ onucanuem pador

Moayas A: «Ilyckonanaaka uHppacTpykTypbl Ha ocHoBe OC cemeiicTBa
Linux» (unm anamor)

BBEJIEHUE

YMmeHue paboTarh € CHCTEMaMH Ha OCHOBE OTKPBITOIO HCXOJHOTO KOJa

CTAaHOBUTCS BCcE 00Jiee BaXKHBIM HABBIKOM JUJISl TEX, KTO JKEJIAET MOCTPOUTh YCIIEIIHYIO
kapbepy B UT. /laHHOe DK3aMEHAaMOHHOE 3aJlaHHUE COJEPKUT MHOXKECTBO 3aJ1ad,
OCHOBAaHHBIX Ha ONBITE PEAJBHOM OHKCIUTyaTallud HHPOPMAIMOHHBIX CHUCTEM, B
OCHOBHOM, HWHTErpallMd U ayTcOpcuHre. Eciau Bbl MOXKETE BBINOJIHUTH 33JaHUE C
BBICOKHM pPE3yJbTaTOM, TO BBl TOYHO CMOXETE€ OOCITYyXHBaTh WH(OPMALMOHHYIO
UH(PacTpyKTypy OOJIBLIOrO MPEAPUITHS.

OIIMCAHUE D9K3AMEHAIIMOHHOTI' O 3AJTAHUSA

JlanHoe DK3aMEeHAI[MOHHOE 3a/laHue Pa3padOTaHO C UCIIOJIb30BAaHUEM Pa3INYHbIX

OTKPBITBIX ~TEXHOJIOTMH, C KOTOPHIMM BBl JIOJDKHBI OBITH 3HAKOMBI  I1O
ceprudukarronasiM Kypcam LPIC u Red Hat. 3ajganus moneieHbl Ha CIEIyIOIIHE
CEKIIMH:
bazoBas koHurypamus
Kongurypanus cereBoit HHPpPacTpyKTyphbI
Cy>x0bl HEHTPAIM30BAaHHOTO YIPABIEHUS U KypHAIUPOBAHUS
Konduryparus ciyx0 yganeHHOro 10CTyma
Kouduryparus Be6-ciryx6

Konduryparus cinyx0 XxpaHeHus: JaHHBIX

Kouduryparus napameTpoB 6€300aCHOCTH U CITYKO ayTeHTHU(PUKALIMH
CeklMM HE3aBUCHMBI JpPyr OT Jpyra, HO BMECTE€ OHU OOpa3zyloT IOCTATOYHO
CIIOXHYI0 MH(ppacTpykTypy. HekoTopble 3aaHusi JOCTATOYHO MPOCTHI U MOHSTHBI,
HEKOTOphIE MOTYT OBITh HEOYEBUAHBIMHU. MOXKHO 3aMETUTh, 4YTO HEKOTOpbIE
TEXHOJIOTMM JOJKHBI paboTaTb B CBA3KE WIM TMOBEPX JPYTUX TEXHOJOTHUHM.
Hampumep, auHamuueckas MapuIpyTH3alMsl JODKHA — BBIMOJHATHCS — MOBEPX
HAaCTPOCHHOI'0 MEXIy OpraHU3alMsIMU TYHHEN. Ba)kHO MOHMMATh, 4TO €ClIi BaM He
YAAJIOCh HACTPOUTH MOJIHOCTBIO TEXHOJOTMYECKUH CTEK, TO ATO HE O3HAYAET, 4YTO

pabotra He Oymer oleHeHa. Hampumep, mis yIajaeHHOTO JOCTyNa HEOOXOIUMO



HacTpouTh |PSec-TyHHenb, BHyTpu KoToporo opranu3oBatb GRE-TynHens. Ecnwy,
HaIrpuMep, BaM He yaanoch HacTpouTh IPSec, Ho Bbl cmoriu Hactpouth GRE, TO BB
BCE €III€ MOJIyYnTe OBl 32 OPraHU3aIHMI0 YIAJICHHOTO JOCTYIIA.

NHCTPYKLUHUU IJI51 YHACTHUKA

B mepByro ouepenh HEOOXOAMMO MPOYHTATH 3aJaHUE TMOJHOCTHIO. Cremayer
oOpaTuTh BHMMAaHHUE, YTO 3aJIaHWE COCTaBJICHO HE B XPOHOJIOTHYECKOM IMOPSIJIKE.
Hekotopsle cexkuuu MOTYT MOTpeOOBaTh ACHCTBUNA M3 APYIHX CEKLHHA, KOTOpHIE
M3JI0KEeHBI HIDKe. Ha Bac Bo3maraercs OTBETCTBEHHOCTH 3a PACIpPECICHUE CBOETO
pabouero BpemeHu. He Ttparbre Bpems, €ciu y Bac BO3HHUKIM MPOOJEMBI C
HEKOTOPBIMH 3aJ[aHUsMHU. BBl MOXKETe HCIOJb30BaTh BPEMEHHBIC pelicHus (eciau y
Bac €CTh 3aBHUCHUMOCTH B TEXHOJOTHYECKOM CTEKE) M IPOJOJKHTH BBITIOJHCHHE
Ipyrux 3aaa4d. PekoMeH 1yeTcs TIIAaTeIbHO MPOBEPSATh PE3YIbTAThl CBOEH paOOTHI.

JlocTyn Ko BceM BUPTYaJIbHBIM MAIIMHAM HACTPOEH M0 aKKAayHTy root:toor.

Ecim Bam TpebyeTcsi yCTAaHOBHUTH MapoJib, (M OH He YKa3aH B 3aJaHUH)
ucnoab3dyiire: “P@sswO0rd”.

Bupryanbnas wmammHa ISP npeanacTpoena. YnpaB/siloOlMii  10CTYH
YUYACTHHKA K JAHHOH BHMPTYaJbHOIl MalllMHe /Ui BBINOJHEHUS 3aJaHHUs He
npeaycmotped. [Ipu nmonbiTKe ero copoca BOZHUKHYT MP00JIeMBbI.

Opraams3anus LEFT Bxmrouaer Bupryansabie Mammebl: L-SRV, L-FW, L-RTR-A,
L-RTR-B, L-CLI-A, L-CLI-B.

Opraam3arus RIGHT Bximrowaer Buptyanbabie mammabl: R-SRV, R-FW, R-RTR,
R-CLI.



HEOBXOJIUMOE OBOPYJAOBAHHUE, IIPUBOPbBI, 11O H

MATEPHAJIBI

Oxupmaercss, 4YTO OK3aMEHAIIMOHHOE 3aJaHHU€ BBINOJIHAUMO YYAaCTHHKOM C
npuUBJICYCHHEM OOOpPYIOBaHUS W MAaTEpPUANIOB, yKa3aHHBIX B HMHpacTpykTypHOM
JIucre.

B kauectBe cucremuoii OC B opranuzamuu LEFT ucnonesyercs Debian

B xauectBe cuctemuoit OC B opranuzanuu RIGHT ucnons3yercs CentOS

Bam noctynen muck CentOS-7-x86_64-Everything-1810.iso

Bawm noctynen auck debian-10.0.0-amd64-BD-1.iso

Bam noctynen auck debian-10.0.0-amd64-BD-2.iso

Bawm noctynen muck debian-10.0.0-amd64-BD-3.iso

Bam noctynen auck debian-10.0.0-amd64-BD-4.iso

Bam nmocrynen amck Additional.iso, Ha KoTopoM pacroyiararoTcsi HeJIOCTArOIIHe

RPM makeTst

Buumanue! Bce ykazaHHble KOMIIOHEHTBI NPeJIOCTABISIOTCH YYaCTHUKAM B
Buje 1SO-¢daiijioB Ha JIOKAJILHOM WJIH YAAJ€HHOM XPaHUJIHIILE.

Y4yacTHMKM He HMMEKT NpaBa MOJb30BaThCS JIOOBIMH YCTPOiicTBaMHu, 3a
HCKJII0YEHHEeM HAXOASIUXCH HA pado4YnX MecTaxX YCTPOMCTB, MPeA0CTABICHHbBIX
OPraHHU3aTOPAMH.

Y4acTHMKHM He HMCEIOT NPaBa NPHUHOCUTH € cO00ii Ha padodyee MecTO 3apaHee
MOATOTOBJICHHbIEC TEKCTOBbIC MATEPHAJIBI.

B urtore y4acTHMKM JOJIKHBI 00ecleYnTh HAIUM4YHEe U QYHKUMOHUPOBAHUE B
COOTBETCTBHM C 3aJaHHEM CJIYKO0 M posie Ha YKa3aHHBIX BHPTYAJbHBIX
mMamuHax. IIpym 3TOM yYaCTHHKH MOIYT CaMOCTOSITEJIbHO BBIOHpPaATh CHOCO0
HACTPOWKHN TOr0 MJIM HHOIO0 KOMIIOHEHTA, MCIOJIb3yfl NPeA0CTABJICHHbIE MM

pecypchl 10 CBOeMY YCMOTPEHHIO.



CXEMA OLHEHKHA

Kaxxnpiii cyOkpuTepuil nMeeT npuOIN3UTENBHO OJUHAKOBBIN Bec. ITyHKTHI BHYTpH
KQKJIOTO KPUTEPHUsS] UMEIOT Pa3HbId BEC, B 3aBHCHMOCTH OT CJIOKHOCTH IyHKTAa U
KOJINYECTBA ITYHKTOB B CYOKpUTEPUHU.

CxeMa OIIEHKa TMOCTPOSHAa TaKUM 00pa3oM, YTOOBI KaXKIbIM MYHKT OIICHUBAJICS
TOJIbKO OoMH pa3. Hampumep, B cekinu «ba3oBas KoH(pUTypanus» mpeAanuchIBaeTCs
HaCTPOUTh UMEHA JJI BCEX YCTPOMCTB, OJHAKO 3TOT IyHKT OyAET MPOBEPEH TOJIBKO
Ha OJHOM YCTpOMCTBE U OlleHEeH ToNbKO 1 pa3. OnMHAKOBbIE MyHKTHI MOTYT OBIThH
IPOBEPEHBI U OLIEHEHBI Ooblie ueM 1 pa3, eciau JUisl UX BBIIOJIHEHUS IPUMEHSIIOTCA
pa3Hble HACTPOMKH MJIM OHU BBIIOJIHAIOTCS HAa Pa3HBIX Kjaccax yCTPONCTB.

[logpoObHOE omucaHue METOAMKHA MNPOBEPKH JOJKHO OBITH pa3paboTaHO
HKCIIEPTAMM, MPUHUMABIIUMH y4acTHE B OLICHKE 3K3aMEHAIMOHHOTO 3aJaHUs, U
BBHIHECEHO B OTACNIBHBIN JOKyMEHT. JlaHHBIM MOKYyMEHT, KaKk M CXeMa OIICHKH,

aBiIsieTcs 00bekToM BHECeHUS 30% M3MEHEHU.

Kondurypauus xocros
1) Hacrpoiite nmeHa X0CTOB B COOTBETCTBUU ¢ JAuarpammoi.
2)  VYcranosure cieayomniee [10 va BCE BupTyanbHbIe MaIlIUHBL
a) Tcpdump
b) Net-tools
c¢) Curl
d) Vim
e) Lynx
f) Dhclient
g) Bind-utils
h) Nfs-utils
1) Cifs-utils
j) Sshpass
3)  Ha xocrax copmupyiite daiin /etc/hosts B coorBeTcTBHY C

Juarpammoii (kpome aapeca xocta L-CLI-A). Jlanublii daitn OyaeT IpuMEHIThCS



BO BpeMsl MpoBepkH B cirydae HegocTymHocT DNS-cepBucos. ITposepka mo IP-
aJipecaM BBITIOTHATHCS HE OyeT.

4) B ciyuae koppekTHO#H paboTel DNS-cepBucos orBetst DNS momxHbI
UMETH 00Jiee BEICOKHIA TPUOPHUTET.

5)  Bce xocmbl 00.13icHbl Oblmb_ 0oCcmynhbl akKayumy Yoot no SSH na

cmanoapmuom (22) nopmy

Kongurypauus cereBoii UHGpacTpyKTyphbI
1)  Hacrpoiite IP-ampecaruio Ha BCEX xocTax B COOTBETCTBHHU C
JlnarpamMmoHu.
2)  HacrpoliTe cepBep MpoTOKOjIa TUHAMHYECKONH KOH(PHUTYPAIIMH XOCTOB
g L-CLI-A u L-CLI-B
3) B kauectBe DHCP-cepBepa opranmszanmu LEFT ucnons3syiite L-RTR-A.
a) Hcmonp3yiite myn agpecos 172.16.100.65 — 172.16.100.75 mis cetw L-
RTR-A
b) Hcnone3yiite myn agpecon 172.16.200.65 — 172.16.200.75 mis cetu L-
RTR-B
4)  Hcnoassyete agpec L-SRV B kauecTBe agpeca DNS-cepsepa.
5)  Hacrpoiite DHCP-cepBep Takum odpazom, utobsl L-CLI-B Bcerna
nosryvain pukcupoBanbiii IP-agpec B coorBeTcTBUU ¢ JlMarpaMMoii.
a) B kadecTBe 1UII03a 10 YMOJTYAHUIO UCIIOJB3YHTE aapec nHTepdeiica
COOTBETCTBYIOIIIETO MapIIPYTHU3aTOPA B JTOKAJIBHOM CETH.
6) Ucnons3yiite DNS-cydduxc skill39.wsr.
a) DNS-3anmcu Tima A 1 PTR cOOTBETCTBYOIIET0 XOCTa JOJDKHBI
OOHOBIISATHCS MpU NosydeHun uM ajpeca or DHCP-cepsepa.
7)  Ha L-SRV nacrpoiite cinyx0y pa3penieHus JOMEHHBIX UMEH
a) Cepsep noimkeH oocimyxuBath 30HY SKill39.wsr.
b) ConocraBneHne UMEH OPraHU30BaTh B COOTBETCTBUM ¢ Tabmuiei 1.
C) 3anpocsl, KOTOpbIE BBIXOAAT 3a paMKu 30HbBI SKill39.Wsr momkHbI
nepecwsuiatbess DNS-cepBepy ISP. [lns mpoBepku UCTIONB3YHTE JOMEHHOE UMSI

ya.ru.



d) Peanusyiite momaepKKy pa3peicHusi 0OpaTHOM 30HBI.
e) daiinbl 30H pacnosarats B /opt/dns/
f) 3amperure xnmentam u3 cetu 31.33.7.0/24 oOpamarbes K 3TOM 30HE
8) Ha L-FW u R-FW nacTtpoiiTe nHTepHET-IIUTIO3bI JJIs1 OpTraHU3alluu
KOJUIEKTUBHOTO J0cTyMa B IHTEepHET.
a) HacrtpoliTe TpaHCISIHMIO CETEBBIX aJPEeCOB U3 BHYTPEHHEH CETH B aJIpec
BHEIIHETO UHTepdeiica.
b) Opranusyiite nocrymHocth cepBrca DNS Ha L-SRV 1o BHemHeMy
anpecy L-FW.
¢) Cepsep L-FW nomken nepenamnpapiath BuelrHrue DNS 3ampocs! ot
OUT-CLI na L-SRV. www.skill39.wsr nomkeH npeoOpa3oBbIBATECS BO
BHemHMUH aapec R-FW.
9) Ha L-FW peanu3yiite cCHHXpOHHU3AIUIO BpeMeHH 1o npoTokoay NTP Ha ocHOBe
cepsepa Chrony.

a) Yacosoii mosic Bcex xocto: MSK.

b) Pasperaercs cuHXpoHHM3AIMS TOJIBKO i KiareHToB cetd LEFT u RIGHT.

C) B ciydae, eciu OTKJIIOHEHHE OT CepBEpa COCTABIISIET O0Iee ABYX ThICSY CEKYH/I
- MaIlIMHA BBITIOJTHSIET KECTKYIO CHHXPOHHU3AIIUIO BPEMCHH.



Cay:k0bl HEHTPATU30BAHHOIO0 YIPABJIEHUS U KYPHAJTHPOBAHUS
1)  Passepuure LDAP-cepBep s OpraHu3anuu IeHTPaaIn30BaHHOTO
YIPaBJICHUS YUYETHBIMH 3AITUCIMH
a) B kaudectBe cepBepa BoicTymaeT L-SRV.
b) YueTHble 3amucu co31aTh B COOTBETCTBUH ¢ Ta0nuiei 2.

¢) I'pynmei(LDAP) u ons3oBareei co3aath B COOTBETCTBHU ¢ Tabmuriei

d) L-CLI-A, L-SRV u L-CLI-B nomxHbI ayTeHTUDUITPOBATHCS Yepe3
LDAP.
2)  Ha L-SRV opranmsyiite IIeHTpaJIM30BaHHBINA COOP KYpPHAIOB C XOCTOB
L-FW, L-SRV.
a) JXypHausl J0/DKHBI XpaHUThCS B aupekTopuu /opt/logs/.

b) XKypuanupoBaHue JODKHO IPOU3BOAUTCS B COOTBETCTBHU ¢ Tadimreit 3



Kondurypauus ciayx0 y1ajeHHOro 10CTyna
1) Ha L-FW mHacrpoiiTe cepBep YIOaJIEHHOTO JOCTylla Ha OCHOBE
texHosioruu OpenVPN:
a) B kauectBe cepBepa BoicTymaeT L-FW
b) IMapameTpsl TyHHEIS.
1)  Ycrpoiicteo TUN.
i)  IIporokon UDP.
i)  IIpumensiercs cxarue.
Iv) TIlopt cepsepa 1122.
¢) KimroueBas nundopmarius 10KHA OBITH creHeprpoBana Ha R-FW.
d) B kadecTtBe aapecHOro MpOCTPAaHCTBA IOAKIIOYaeMbIX KIHUCHTOB
UCIIOJIb30BaTh ceTh 5.5.5.0/27.
e) XpaneHnue Bceld HeoOxomumon (Kpome KOH(MUTYPAIMOHHBIX (ailyioB)
uHpOpMaIMK OpraHu30BaTh B /opt/vpn.
f) IonkmroyuBIIKHCS KJIMEHT  JIOJDKEH OBITh aBTOMATUYECKHU
CKOHUTYpHPOBaH Ha ucnoiib3oBaHne DNS-uHppacTpyKTypsl IpeanpusITHs.
2) Ha OUT-CLI HacTpoiiTe KIHMEHT YJAJICHHOTO JOCTyNa Ha OCHOBE
texHosorun OpenVPN:
a) 3amycK yIaJICHHOTO IOAKIIOUEHUS JIOJDKCH BBIMOJHATHCS CKPUIITOM
start_vpn.sh
) Otxmouenue VPN-TyHHENnsT JTOMKHO BBIMOJHATBCS CKPUIITOM
stop_vpn.sh.
1)  CkpunThl JOJDKHBI pacnojarathes B /opt/vpn.
I1l)  CkpunThl JOJDKHBI BRI3BIBATHCS U3 JIIOOOTO KaTanora 6e3 yka3zaHus
MyTH.
Iv) Hcmonp3yiTe CAemyrONIMi KaTaJlor JUIsl pactojiokeHus (aiaos
ckpurito /opt/vpn/.
3)  Hacrpoiite 3amuineHHbli KaHaa mepeaayd AaHHbIX Mexnay L-FW u R-
FW ¢ nomomrro Texnosoruu |PSEC:
a) IMapameTpsl moauTHkH epeoii ¢assr IPSec:

) [TpoBepka nenoctaoctd SHA-1



i)  Iludposanue 3DES
i) I'pynna JIuddu-Xemmmana — 14 (2048)
IV)  AyrenTudukanus no odmemy kiroay WSR-2019
b) ITapameTrpsl npeodpa3zoBanus Tpaduka ajast BTopoit dhassel IPSec:
) [Tporoxon ESP
i)  [udposanue AES
ii)  IIposepka memoctaoctrn SHA-2
c) B xauecTtBe Tpaduka, pa3pemieHHOro K mnepemade depe3 |Psec-tyHHeb,
JOJDKEH ObITh yka3aH Tobko GRE-Tpaduk mexay L-FW u R-FW
4)  Hacrpoiite GRE-Tynnens mexay L-FW u R-FW:
a) Hcmounp3yiite cieayromyto aapecaiuio BHyTpu GRE-TyHHES!
) L-FW: 10.5.5.1/30
i) R-FW:10.5.5.2/30
5)  Hacrpoiite nuHaMUYECKyI0 MapiipyTusanuio 1o mpotokoiny OSPF ¢
ucrnolyib3oBanueM nakera FRR:
a) AHOHCHpPYHTE BCE CETH, HEOOXOJHMMBIC JUIA JOCTHXKECHHUS IOJHOM
CBSI3HOCTH.
b) IlpuMeHeHHE CTATUYECKUX MAPIIPYTOB HE JIOITYCKAETCH.
c) B oOmene mapmpyTHO# nHpopmarmeii yuactyoT L-RTR-A, L-RTR-B,
R-RTR, L-FW u R-FW.
d) CocenctBo u 0OMeH MapmpyTHOH nHpopMmanueit mexay L-FW u R-FW
JIOJIKHO OCYIIECTBIISITHCS UCKITIOUUTENBHO Yepe3 HacTpoeHHbI GRE-TyHHEN®.
e) AHoHcupyiiTe ceTn ToKaabHbIX HHTepdeiicoB L-RTR-A u L-RTR-B.
6) Ha R-SRV Hactpoiite ynaieHHbIH JOCTY 110 MPOTOKOIy SSH:
a) JlocTym orpanuyeH mosb3oBatessiMu SSh_p, root u sshuser
) B kauecTBe mapoiis mojb3oBaTeNb (Kpome [r0O0t) HCIOJIb30BaTh
ssh_pass.
i) root ucmosb3yeT CTaHIAPTHBIN apOoJIb
b) SSH-cepBep nomken padoTaTh Ha IOPTY 22
7)  Ha CLI-2L ckoudurypupyiite SSH kiueHr.

) ABTOMaTHYECKOE TOKITI0YeHHE K mopTy 2222 cepeepa R-FW



i)  CepBep R-FW BbInonHATH NepeHanpaniicHie Ha 22 MOPT cepBepa
R-SRV

Ili)  CkoHpurypupyiite ayTeHTH()UKANNIO MPH TTOMOIIM KITFOUYEH s
noJb3oBares sshuser.

Iv)  OOecrnieubTe BO3MOXKHOCTH BXOJIa Ha CEpBEpP C HCIIOIb30BAaHHEM

armmacoB R-SRV.skill39.wsr.

Kondurypauus Bed-ciayxod
1)  Ha R-SRV ycranoBute u Hactpoiite Be6-cepep NGINX:

a) HactpoiiTe BeO-caiiT 1j1s1 BHEIIHETO MoJib30Banus WWW.SKill39.wst.

1)  Hcnone3yiite mupekroputo /var/www/html/out.
i)  Hcnons3yiite mopt 80.
1)  CaiiT mpenocTaBisieT JOCTYH K ABYM (haiiiam.
2) JokymenT index.html momxen comepxarth:
a) “Hello, www.skill39.wsr is here!”
Kondpurypauus ciayk0 XxpaHeHUs1 JTaHHBIX
1) Peanu3yiiTe CHHXpOHHU3AIIUIO KATATOTOB HA OCHOBE JIeMOHa Isyncd.
a) B kadecTBe cepBepa CHHXpOHM3AIMH HcToNib3yercs L-SRV.
) Jns  paGoTbl  CHHXpOHHM3AIMM  CO3JaiiTe  CIEeNHUaIbHOTO
HOJIB30BaTENs MISYNC
2) B kadecTBe mapoJis HCIob3yiTe toor.
a) JlomanrHuit KaTanaor JaHHOTO MOJIb30BaTENIsl JJOJDKEH OBITh PACIIONIOKCH B
/opt/sync/. JlaHHbIi KaTaJor UCIONB3YHTE KaK KaTajJor CHHXPOHU3AINN
b) JlomamHuii Karajsor He JODKEH COJIEPKaTh HUKAKOH MOCTOPOHHEH
uHbOopMaIUu.
C) Jlnst BBIOJTHEHMSI CHHXPOHU3AIUK CO3alTe ISYNC-mobp3oBaresst Sync ¢
napoJsieM parol666.
d) IMoaxaroueHue k rsyncd A0KHBI OBITH pa3pelieHbl UCKIIOYUTEIBHO OT
kiuenToB L-CLI-A u L-CLI-B
3) B kauectBe kimeHToB ucnoib3ytores L-CLI-A u L-CLI-B

a) CHMHXpOHH3HMPYEMBIH KaTaJlor pacrojaraercs mo aapecy /root/sync/


http://www.skill39.wsr/

b) Karaymoru 10JKHBI OBITh 3epKAJIbHO UJCHTUYHBI 110 COACPKUMOMY.
C) PeanusyiiTe CHHXPOHU3AIMIO B BUJIE CKPUIITA:
) CKpHIIT HaXOAUTCSA 110 axpecy /root/sync.sh
)  ABToMaru3amus CKpPHUITa pealM30BaHa CpPEACTBAaMU  Cron
[10Jb30BaTess root.
Iii)  BpImonHEeHNE MPOU3BOAUTCS KaXIYI0 MUHYTY.
Kondurypanus napaMmeTpoB 0e30aCHOCTH U CJIYxK0 ayTeHTH(UKAIUT
1) Hacrpoiitre CA na R-FW, ucnonszys OpenSSL.
a) Mcmonb3yiite /etc/ca B kauecTBe KopHEeBOU AupekTopun CA
b) AtpuGyThl CA N0JKHBI OBITH CIICIYIOIIMMH:
) Crtpana RU
i)  Opranmszamus WorldSkills Russia
i)  CN nomken ObiTh ycTaHoBIeH kak WSR CA
c) Cosnaiite kopHeBol ceptudurar CA
d) Bce kiMeHTCKHE ONepalMOHHbIC CUCTEMBI JOJDKHBI J0BepsITh CA
2)  Hactpotite mexceteBoii okpaH iptables na L-FW u firewalld na R-FW
a) 3amperute npsAMoe Tonaaanue Tpaduka u3 cereit B Internal
b) Paspemmre ynaneHHbIe MOAKIIOYCHHS ¢ Hcmoib3oBanueM OpenVPN Ha
BHEIIHUI uHTEepdeiic mapupytuzatopa L-FW
) Paspemute HeoOxoaumbIit Tpaduk mist co3aanus IPSec u GRE tynuenei
MEX/y OpraHUu3alUsSIMH
d) Paspemute SSH noakrodeHuss Ha COOTBETCTBYIOIININ TTOPT
e) s VPN-KIMeHTOB A0/DKEH OBITh MPEI0CTABJICH MOJHBIN JOCTYI K CETH
Internal
f) Paspemmrte HeoOxoaumblii Tpaduk k cepBepam L-SRV u R-SRV s
pabOoThI HACTPOCHHBIX CEPBUCOB.
g) OcTanbHBIC CEPBUCHI CIICAYET 3alPETHUTh.
h) B orHomennn Bxoasaiux (u3 BaemnHen cetr) ICMP 3anpocos nmoctynath
10 CBOEMY YCMOTPEHUIO

Taoauna 1 — DNS-umena



XocT DNS-umsa

L-CLI-A A,PTR: I-cli-a.skill39.wsr

L-CLI-B A,PTR: I-cli-b.skill39.wsr

L-SRV A,PTR: I-srv.skill39.wsr
CNAME: server.skill39.wsr

L-FW A I-fw.skill39.wsr

R-FW A: r-fw.skill39.wsr
CNAME: www.skill39.wsr

R-SRV APTR: r-srv.skill39.wsr

Tadauna 2 — Yuetnsle 3anucu LDAP

I'pynna CN IHapoan

Admin tux toor

Guest user P@sswOrd

Ta6auna 3 — [IpaBuna xypHaTHpOBaHUS

YpoBeHb :KypHaja

HcTouHuk dDaiin

(cTporoe cooTBeTCTBHE)
L-SRV auth.* /opt/logs/<HOSTNAME>/auth.log
L-FW *.err /opt/logs/<HOSTNAME>/error.log

*<HOSTNAME> - Ha3zBanue TUPEKTOPHUH JJIs KYPHATUPYEMOTO X0CTa

**B  nupexropuu /opt/logs He m0WKHO OBITH (AMIOB, KpOME TEX, KOTOPHIC

yKa3aHbl B Ta0JIMIIE
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Moayas B: «Ilyckonanaaka mHppacTpykrypbsl Ha ocHoBe OC ceMmeiicTBa
Windows»
BBEJAEHUE

Ha BpImosiHeHWE 3aaHUsl OTBOJWTCS OTPAHUYEHHOE BpeMsi — IMOAyMailTe, Kak
HCITOJIB30BaTh €ro MakCcuMaiabHO 3(dexkTnBHO. COCTaBhTE TUIAH BBIOJTHEHUS PalOT.
Brionxe BO3MOKHO, 4TO AJisI MOJTHOM paboTOCIIOCOOHOCTH CUCTEMBI B UTOTE JIEUCTBUS
HY>KHO BBIIIOJIHATH HE CTPOTO B TOM MOCJIEIOBATEIBHOCTH, B KOTOPOM OHU OIKUCAHBI B
JAHHOM DK3aMEHAIIMOHHOM 3aJIaHHH.

B pamkax sereHasl 3K3aMEHAlMOHHOTO 3aJaHusi Bbl —  CUCTEMHBIH
aJMUHHUCTPATOP KOMITAHWH, Haxojsiueicss B ropoae Kazans. B rmaBHOM oduce Bbl
ynpasisere jgoMmeHoM Kazan.wsr. Bam HeoOX0oAMMO HAacTpOUTh CEpPBHUCHI B
JIOKaJIbHOM CeTH roJIOBHOTO oduca.

Kommanus, B KOTOpo# Bel paboTaeTe, XO4eT BBIMTH Ha PbIHKM ceBepHON EBpomHI.
JIns 3TOrO0 OHA YCTaHABIMBAET MAPTHEPCKUE OTHOLICHUS C OJAHOM M3 KOMIIAHUH,
Haxoxasuieicas B Cankt-lIletepOypre. Bam Hy»XHO TMNOMOYb aJIMHHUCTPATOPY
MapTHEPCKOH KOMIIAHMHM C HACTpOuKoW cBoero momena (SPB.wse), a morom
HaCTPOUTh MEXKIY JOMEHAMH JIOBEPUE.

Taxxe BaMm mpeacTouT HACTPOUTH KaHall CBA3M MEXKAY oducaMu ¢ MOMOIIbIO
CTaTUYECKUX MapIIPyTOB.

BaumaTenpbHO mpoYTHTE 3a/laHue OT Hadaja 0 KOHIIa — OHO MPEJCTaBISIET cOO0U
LeNOCTHYI0 cucteMmy. [Ipu mepBOM AOCTyne K OMNEpalMOHHBIM CHCTEMaM JIHOO
CIeNyHTe YKa3aHWsIM MacTepa, JU0O0 HCIONB3YHUTE CIEAYIONUE PEKBU3UTHI
Administrator/P@sswOrd.

Ecnmu mnpepgocTaBieHHbIE BUPTyaldbHbIE MAallMHBI HAYHYT CaMOMPOU3BOJIBHO
OTKJIIOYAThCS B Tporiecce paboThl, MONpOoOyiTe BBHIMOJHUTh HA HUX KOMaHIy Slmgr
/rearm uau 00paTUTECh K TEXHUYCCKOMY DKCIIEPTY.

KOMIUIEKTAIIUSA DK3AMEHAIIMOHHOTI'O 3AJTAHUSA
1. TekcToBble (aiiibl:

® JIaHHBIN (aiia ¢ DK3aMeHAIIMOHHBIM 3aJJaHUEM;



e (aiin jomosHEHUH K DK3aMEHAIIMOHHOMY 3aJaHUI0, COJIep KaIllUiA:
OMHUCAaHWE BUJIA TPEAYCTAHOBOK, OINHUCAHUE MCIOJIb3YEMbIX ONEPalMOHHBIX
CHUCTEM, a TaKXK€ PEKOMEHJAIUK MO BBIICICHUIO PECYPCOB I BUPTYaIbHBIX
MaIII1H.

2. IlporpammHoe obecrieueHue:

e Windows10.ADMX (nm aHaJor).

Y4YacTHHUKM He HMEKT IMpaBa MO0Jb30BAaThCH JIIOObIMH YCTPOMCTBAMH, 32
HCKJIIOYEHHEM HAXOASIIUXCHA HAa pad04uX MeCTaxX yCTPOWCTB, NPeA0CTABICHHBIX
OpPraHu3aTopamm.

Y4acTHMKM He HMEIOT NpPaBa NPUHOCUTHL € cO00il Ha padodyee MecTO 3apaHee
MOATr0TOBJICHHBIE TEKCTOBbIC MAaTePUAJIbI.

B uTOre yyacTHUKM A0J/IKHBI 00eCHeYUTh HAJIUYUE U PYHKIIMOHMPOBAHHE B
COOTBETCTBHM C 3aJaHHEM CJIYyKk0 M poJieH HAa YKA3aHHBIX BHPTYAJbHBIX
MamunHax. IIpy 3TOM y4YacTHHKHM MOrYyT CaMOCTOSITEJIbHO BbIOMPaTh CIOCO0
HACTPOMKM TOI0 MJIM HHOI0 KOMIIOHEHTA, HCIOJIb3yfl MPeI0CTABJICHHbIC UM

pecypchbl 10 CBOEMY YCMOTPEHHIO.



Hactpoiika DC1

ba3oBas HacTpolika

1) nepenMenyite kommnetotep B DC1;

2) B kadectBe anmpeca DCI1l umcmonb3yiiTe MepBbIii BO3MOXKHBIA ajpec U3
noncetu 172.16.19.64/26;

3) obecneupte padboTocrnocobHocTh mpoTokoiaa ICMP (ams ucnoab3oBaHus
koMaHabpl ping), mpu srom Windows Firewall (wm anamor) momkeH OBITH

BKJIIOYCH JJIA BCCX CCTCBLBIX HpO(i)I/IJ'IeI\/'I.

Active Directory

1) c/enaiTe cepBep KOHTPOJUIEpOM JoMeHa Kazan.wsr.
DHCP
1) HacTpoiite mpotokon DHCP nmns aBTOKOH(QHrypanuu KIHNEHTOB — B

Ka4CCTBC JHAIla30Ha BbIJaBACMBIX aApPCCOB I/ICHOJ’IB3}’I>1TC BCC HCEC3AHATHIC
CCpBCpaMu aapceca B IMOJCCTHU,

2) Hactpoiite failover: mode — Load balancer, partner server — SRV1, state
switchover — 5 min;

3) HACTPOMTE MOMOJHUTEIbHBIE cBOKicTBa obaacT (agpeca DNS-cepBepoB

1 OCHOBHOTO IILJI034).

DNS
1) HaCTPONTE HEOOXOIMMbIE 30HBI MIPSMOT0 U OOPATHOT'O MPOCMOTDA,;
2) co3maiite Bce HeoOxomumble 3amuck Tuna A m PTR mms cepepoB

JIOMEHAa U HEOOXOMMBIX WED-CepBHCOB,;

3) obecrieubTe pa3pelieHue UMEH CaiTOB 00CHX KOMITAaHHUH.



GPO

1) 3aMpeTUTe aHUMALMIO TIPU NEPBOM BXOJE MOJIb30BATENEH B CUCTEMY Ha
BCEX KIIMEHTCKUX KOMITbIOTEPAX JOMEHA;

2) wieHsl Tpynnbel |T J0/KHBI OBITH YJ€HAMU TPYNIBl  JOKATbHBIX
aAMUHUCTPATOPOB HA BCEX KIIMEHTCKUX KOMIIBIOTEPAX TOMEHA,

3) B Opaysepax |E Explorer u Microsoft Edge momkna ObITH HacTpoeHa
CTapToOBas CTpaHuIIa — WWW.kazan.wsr;

4) MOJIb30BaTENM JOMEHA NpPU OOpallleHMU K OONIMM mamkam, Ha JOCTYII
KOTOPBIM y HHMX HET pa3pelieHH, JOJKHBI IMOJydaTh BMECTO CTaHIAPTHOIO
yBEIOMIICHUE clieayromniero Buaa: «You do not have permissions to use this path -

[myTs k manke]! Do not try it again!».

JIeMEHTbI JOMEHHO HHPPACTPYKTYpPbI

1) cosmaiite moapaszaencuus: IT u Sales;

2) B COOTBETCTBYIOUIUX MOJPA3JCICHUSIX  CO3/IaliTe  OJHOMMEHHbIC
JIOMEHHBIE TPYIIIIHI.

3) B KaKJIOW TPYIINE CO3/IaiTe ¢ MOMOIIbI0 ckpunta o 30 mojb3oBaTese.
Bce yuerHble 3amucu DOTKHBI UMETh BO3MOXKHOCTh BXOJla B JIOMEH C JIOTHHOM,
CO3JaHHBIM o [ (14%10)11 (S0 % maoJIOHy
Haszeanuel pynnoi_IlopsiokosviiiHomepllonv3osamens@kazan.wsr. B kauecTse
naposs ucrnonb3yire P@sswOrdX, roe X — HoMep monb3oBaTelss Bee ydeTHbIe
3aIIMCH TI0JIH30BATENICH JOJDKHBI OBITh BKIIFOUCHBI. BX0O B cCTEMY JOJKEH OBITH
obecriedeH JIsl BCeX MoJib30BaTeiel O BCEX KIMEHTCKUX KOMITBIOTEPOB JIOMEHA U
PSAIOBBIX CEPBEPOB.

4y JUTSL KKI0TO TI0JIB30BaTels, uieHa rpynmsbl | T, co3maiiTe aBTOMaTHYeCKA
HOJKIIOYaecMyl0 B KauecTBe aucka U:\ nomaliHio0 manky BHYTPU MalKH I10
anpecy SRV1—d:\shares\IT;

5) BCE IOJB30BATEIM MPHU MEPBOM BXojA€ B JoMeH ¢ kommbioTepa CLI1

JOJIKHBI BUAETh HA paboueM CTOJIE SPIBIK MPOrpaMMbl KanbKyasamop.



Hactpoiika SRV1

ba3oBas HacTpolika

1) nepeuMenyite kommnbroTep B SRV,

2) B kadecTBe ampeca SRV ucmonp3yiiTe BTOpPOM BO3MOXKHBIA aapec W3
noncetu 172.16.19.64/26;

3) obecneupte padboTocrnocobHocTh mpoTokoiaa ICMP (ams ucnoab3oBaHus
koMaHabpl ping), mpu srom Windows Firewall (wm anamor) momkeH OBITH
BKJIFOUEH JIJIS1 BCEX CETEBBIX MPOduieH.

4) C TOMOIIBIO JOIMOJHUTEIbHBIX KECTKUX IUCKOB co3naiite RAID-5

MacCHB; Ha3Ha4ybTe eMy OykBy D:\.

Active Directory

1) c/enaiTe cepBep JOMOIHUTEIbHBIM KOHTPOJIEPOM JoMeHa Kazan.wsr;

2) CEpBEP JIOJKEH OBITh KOHTPOJJIIEPOM JJOMEHA TOJBKO JJIsl YTEHUS.
DHCP

1) HacTpoiite nporokos DHCP nmns aBToKOH(bUTYpaluu KIHEHTOB,

2) Hactporite failover: mode — Load balancer, partner server — DC1, state

switchover — 5 min.

DNS

1) caenmaiite cepep aAomonHuTenbHBIM DNS-cepBepom B 1momene
Kazan.wsr;

2) 3arpy3ute C DC1 Bce 30HBI IpAMOTo U 00paTHOTO MPOCMOTPA;

OO0mue mankKu
1) co3maiite obmue manku s noxapasaenenuit (1T, Sales) mo anmpecy
SRV1—d:\shares\departments. IIpocmaTpuBaTh H pemaKkTUpoBaTh (aiibl B

mankKax MOT'YT TOJIBKO YJICHBI COOTBGTCTBYIOHICﬁ I'pYyIIIbI.



2) o0OecrieubTe  MPUBA3KY  OOWIEd  Mankd  HoJApa3leNieHus K
COOTBETCTBYIOIIICH TPy MMOJIb30BaTe/eH B kKadecTBe Aucka G:\.
3) Hactporite mnepeHanpasinenue karamoroB Documents u Desktop B

aupekropuio SRV1: D:\Shares\Redirected mis Bcex monb3oBateneit rpymimst Sales

KBoTbl/®aiiioBble 3KPaHbI

1) YCTAaHOBUTE MaKCHMalbHBIA pasmep B 2 Gb i Kaxmoi aomariHei
nanku nojas3osarens (U:));

2) 3alpeTHTE XpPaHEHHWE B JOMAIHUX IMalKaxX IoJb30BaTeNei (ailioB ¢
pacuMpeHusIMU.MP3 u.Wav; yutute, 4To (ailiibl OCTAIBHBIX THUIIOB MOJH30BATE/IH

BIIpaBC XpaHUTh B JOMAIIHHUX IIAIIKaX.

1S
1) CO3JaiTE CaWT KOMIIAHWM CO CTapTOBOM CTPAHUIIEH CIIECAYIOLIETO
COIEPHKAHMUS:
<htmlI>
Welcome to Kazan!
</html>;
2) CaiT MOJDKEH OBITH TOCTYIIEH IO UMEHH WWW.Kazan.wsr mo mpotokoiam

http u https B 00oux ceTeBbIX CerMEHTaX C HCIOJIb30BAHHEM CEPTU(HHUKATOB,

BeImaHHbIX DCA.

Hacrtpoiika DCA

ba3oBasi HacTpoiiKa
1) nepeumenyiite komnbtotep B DCA;
2) B kadectBe aapeca DCA wucmonws3yiliTe TpeTHil BO3MOXXHBIA aapec U3

noaceru 172.16.19.64/26;



3) obecneubte padboTocrnocooHocTh mpoTokoiaa ICMP (ams ucnonab3oBaHus
koMaHabpl ping), mpu srom Windows Firewall (wm anmamor) momkeH OBITH
BKJTFOYCH JIJISI BCEX CETEBBIX MPOPUIICH;

4) IMPUCOCAUHUTC KOMIIBIOTCP K JOMCHY Kazan.wsr.

Cuy:xk0b1 cepruduxkannu

1) YCTaHOBUTE CITy>KOBI CePTH(PHUKAINH,

2) HACTPONTE OCHOBHOM JIOMEHHBIN LIEHTP cepTUDUKAIINH;

3) uMs 1ieHTpa ceptudukanuu — RootKazanCA,;

4) CpOK JeiicTBUs cepTudukara — 8 ner,

5) HACTpoWTe 11abJIOH BBIJIaBaeMOro ceprudukara g KIMEHTCKUX
xommbproTepoB ClientComps: subject nhame=common name, aBTo3ampoc TOJIbKO
Uit komnerotrepa R1;

6) HacTpolTe 1m1a0bioH BbIaBaeMoro ceptudukara ITUsers: subject

name=common name, aBTO3ampoC TOJBKO IS IOJIb30BATEICH — YIECHOB I'PYIIILI

IT.

Hacrtpoiika CL11

ba3oBast HacTpoiiKa

1) nepenmMenyiite kommetorep B CLI1;

2) obecrieubTe paborocnocooHOCTh npotokoiaa ICMP (mis ucrnonb3oBaHus
koMaHabpl ping), mpu srom Windows Firewall (wm anamor) nokeH OBITH
BKJIFOYCH JJIs1 BCEX CETEBBIX POQUIICH;

3) NPHUCOCIMHUTE KOMIIBIOTED K TOMEeHY Kazan.wsr;

4) 3allPETUTE UCTIOIB30BAHUE «CIISIIIETO PEKUMa» TaKUM OOpa3oM, YTOOBI
MOJIb30BATEIM JIOMEHA HE MOTJM W3MEHUTh OTy HACTpPOWKy O0e3 ydJacTus
aJIMAHUCTpATOpa JOMEHa,;

5) UCIIOJIB3YHUTE KOMITBIOTEp JIJIsi TECTUPOBAaHUS HACTPOCK B JIOMCHE

Kazan.wsr: mosb3oBareseil, 001uX Mamnok, rpyninoBbIX MOJUTHK.



Hactpoiika DC2

ba3oBast HacTpoiika

1) nepenMenyiite kommnetorep B DC2;

2) B KkadecTBe anapeca DC2 wmcmonp3yiiTe TepBBIi BO3MOXKHBIA aapec M3
nonceru 172.16.20.96/27;

3) obecnieubte paborocrocoOHOCTh TpoTokoiaa ICMP (s ucnonab3oBaHus
komauael ping), mpu stom Windows Firewall (umu anamor) mgomkeH OBITH

BKJIFOYEH JIJIs1 BCEX CETEBBIX MPOQUIIEH.

Active Directory

1) CeIIaiiTe cepBep KOHTposuiepoM nomeHna SPB.wse;
2) HACTPOWTE ABYCTOPOHHEE TI0BEepUe JoMeHOM Kazan.wsr.
DHCP
1) HacTporte mnporokon DHCP nans aBTokoHUrypaluu KIUEHTOB — B

Ka4CCTBC JHAIIa30Ha BbIJaBACMbIX aApPCCOB HCHOJ’IB?;yfITC BCC€ HCE3AHATBIC

cepBeEpaMH ajipeca B MOJICETH.

DNS
1) HACTPOWTE HEOOXOAMMbIE 30HBI MPSIMOTO U OOPATHOTO MTPOCMOTPA,;
2) co3JlaiiTe BPYUYHYIO Bce HeoOxoaumbie 3amucu Tuna A u PTR s

CepBEpOB JIOMEHA U HEOOXOIUMBIX WED-CepBHCOB,;

3) obecrieubTe pa3pelieHue UMEH CaiTOB 00CUX KOMITaHHUH.

JJIeMeHThI JOMEHHOIl HHPPACTPYKTYpPbI
1) CO3JIaliTe YYETHYIO 3aluch moJb3oBaTens aomeHa Userl\P@sswOrd,

UCIIOJIB3YHTE TPYIITY 110 yMoir4anuto — Domain Users.



2) IUI BCEX I0JIb30BATEIbCKUX YYETHBIX 3allUCEd B JJOMEHE HCIOJb3YyHTE
nepemMeniaeMbie PO UITH;

3) IS XpaHEeHUs TpoQuIIel MOJIb30BaTeNeH UCTIOIB3yHTE 00IIYIO MANKy MO
aapecy SRV2—c:\profiles;

4) KXl TIOJIB30BaTENb JODKEH UMETh JIOCTYI K (aiiiaM TOJIBKO CBOETO
npo¢uist; npu oOpalleHUH K yKa3aHHOM OOLIel Marke CpelcTBaMU MPOTrpaMMbl

HpOGOdHuK IMOJIb30BaTCJIb HOJIZKCH BHACTH B CIIMCKC TOJIBKO IIAIIKy CO CBOHM

npoduem.
GPO
1) HAcCTpOiTe HEOOXOANMBIE MOJIUTUKH, 00ECIIEUMBAIOIINE HCIIOJIb30BAHNE

cepsepa DCA kazan.wsr B kauecTBe TOBEPEHHOIO IICHTPa CePTUDUKALINH.
RDS

1. Ha cepsepe DC2 pa3zsepuute RDS
a. Onyonukyiite npunoxenne WordPad mms rpynmsr 1T
b. V monws3oBateneii rpynmel | T Ha paboyem cTolie TOHKEeH
npucyTcTBOBaTh PNk RDS mpunoxxenus WordPad

Hacrpoiika SRV?2
ba3oBast HacTpoiiKa

1) nepenMenyiTe kommeiorep B SRV2,;

2) B kadecTBe agpeca SRV1 ucnonb3yiiTe BTOpOH BO3MOXKHBIN ajgpec u3
nonceru 172.16.20.96/27;

3) obecnieubte paboTocrnocoOHOCTh TpoTokoiaa ICMP (s ucnonab3oBaHus
komaHael ping), npu srom Windows Firewall (win anamor) momkeH OBITH
BKJIFOUCH JIJIS1 BCEX CETEBBIX MPODUIIEH;

4) MPUCOECTMHUTE KOMIThIOTED K JoMeny SPB.wse.



1S

1) CO3/IalTE€ CaWT KOMIIAHUM CO CTApTOBOM CTPAHULEN CIIEAYIOLIErO
COIEp KaHUS.
<html>

Welcome to Saint-Petersburg!
</html>;

2) CalT JOJKECH OBITH AOCTYIICH IIO UMCHHU WWW.SDb.WSG, 10 IIPOTOKOJIaM

http https B 00omMX CeTEeBBIX CErMEHTaX C HCIIOJIb30BAaHUEM CEPTU(PHUKATOB,

BeimaHHBIX DCA.


http://www.spb.wse/

Hacrtpoiika CL12

ba3oBast HacTpoiika

1) nepenMenyiTe kommpiotrep B CLIZ;

2) obecneupte padboTocrnocodbHocTh mpoTokoiaa ICMP (mis ucnonas3oBaHus
komauael ping), mpu stom Windows Firewall (umu anamor) mgoimkeH OBITH
BKJTFOYEH JIJISI BCEX CETEBBIX MPOPIIICH;

3) MPUCOEAUHUTE KOMIBIOTEP K JoMeHy SPB.wse.

4) 3aMpeTUTe MCTIOIB30BAHUE «CIISIIETO PEKMMa» TaKUM 00pa3oM, YTOOBI
MOJIb30BATEIM JIOMEHa HE MOIJIM M3MEHUTb J3TYy HACTpOMKy ©0e3 yuacTus
aJMUHUCTpPATOpa JIOMEHA,;

5) PICHOJ'IB3y1>iT€ KOMIIBIOTCP JJIA TCCTHUPOBAHWA HACTPOCK B JOMCHC

SPB.wse.

Hacrtpoiika R2

ba3oBas HacTpoiika

1) nepeuMeHyiTe koMmmnbioTep B R2;

2) 3a/laiiTe HACTPOWKH CETHU CIEIYIOIUM o0pa3oM: [Jisi CETeBOTO
uHTepdelica, TMOAKIIOUYEHHOTO K KommyTtaropy ISP, wucmome3yiite aapec
200.100.100.1/30; mms cereBoro aapeca B moacetn SPB.wse wucmonb3yiiTe
MOCIIEHUI BO3MOXKHBIN aipec U3 UCTOIb3yEeMOr0 aApeCHOTO MPOCTPAHCTBA,;

3) obecnieubte paboTocrnocoObHOCTh TpoTokoiaa ICMP (a1 ucnonab3oBaHus
koMmaHael ping), nmpu srom Windows Firewall (win anamor) momkeH OBITH
BKJIFOUCH JIJIS1 BCEX CETEBBIX NMPOdHIIeH;

4) MPUCOECTMHUTE KOMIThIOTED K JoMeHny SPB.wse.



Hactpoiika RRAS
1) yctanoBute ciryx0y RRAS;
2) HACTPONTE CTATUYECKUE MAPIIPYTHI IJIS1 CBA3H C CETEBBIM CETMEHTOM B

Kazaumu.

Hactpoiika R1
ba3oBast HacTpoiika

1) nepeuMenyiTe komnsiorep B R1;

2) 3alaiiTe HACTPOMKHM CETHU CIEIYIOIUM o0pa3oM: [Jisi CETeBOro
uHTepdelica, MOAKIIOYEHHOTO K TOJIKIIOYEHHOr0o K KommyTtaropy ISP,
ucnoan3yiite aapec 200.100.100.2/30; mns cereBoro aapeca B moaceTu Kazan.wsr
UCIIOJIB3YMTE TMOCHEAHUN BO3MOXHBIA aJpec U3 HCIOIb3yEMOTO aJpPEeCHOT0
MIPOCTPAHCTBA;

3) obecrieubTe paborocnocooHoCcTh npotokoia ICMP (s ucrnonb3oBaHus
koMaHael ping), mpu srom Windows Firewall (wm anamor) mokeH OBITH
BKJTFOUCH JIJISI BCEX CETEBBIX MPOQUIICH;

4) IMPUCOCAUHUTC KOMIIBIOTCP K JOMCHY Kazan.wsr.

Hacrtpoiika RRAS
1) yctaHoBuTe cityk0y RRAS;
2) HACTPOMTE CTATUUYCCKHUE MAPIIPYTHI IJIs CBS3U C CETEBBIM CETMEHTOM B

Cankr-IletepOypre.



JIMATPAMMA BUPTYAJIBHOM CETH

Kazan.wsr
172.16.19.64/26

SRV1 DCL

-

vSwitch: Kazan

ISP

—ll
WO

CLIl

vSwitch: ISP

SPB.wse
172.16.20.96/27

w
z
(%]
A
_.
=
=]

vSwitch: SPB

Ll
|E|
_I

o]
=
=]
_)



Monyas C: «IlyckoHanaaka TeJJeKOMMYHUKAIIHOHHOTO 000PY/10BAHM S
BBEJAEHUE
3HaHWE CETEBBIX TEXHOJIOTMA HA CETOMHSIIHUIN JIEHb CTAHOBUTCS HE3aMCHHUMBIM
Ui TeX, KTO XO4YeT TIOCTPOUTH YCIeNIHyl Kapbepy B obmactm UT. JlanHoe
DK3aMEHAIIMOHHOE 3aJaHHE COACPKUT MHOXKECTBO 3a]a4, OCHOBAHHBIX Ha OIIBITE
peaIbHON AKCIUTyaTaluu WH()OPMAIIMOHHBIX CHUCTEM, B OCHOBHOM HHTETPAIMH U
ayTcopcuHre. Eciii BBl MOXKETE BBITIOJHUTH 33JJaHUE C BBICOKUM PE3YJIHTaTOM, TO BBI
TOYHO CMOXXETe€ OOCITyXuBaTh HWHGOPMAIMOHHYI0 WHOPACTPYKTYPY OOJIBIIOTO
TPEIITPHSITHSI.
OIIUCAHUE DK3AMEHAIIMOHHOI'O 3AJJAHU S
JlanHoe DK3aMEHAIMOHHOE 3aJlaHue Pa3pabOTaHO C YYETOM PA3IMUYHBIX CETEBBIX
TEXHOJIOTUH, COoOTBeTCTBYOImUX ypoBHsAM ceptudukaiuun CCNA R\S 3amganue

Ppa3oUTO HA CIIETYIONINE CEKIIUHU:

bazoBas HacTpolika

Hacrtpolika koMMyTanmuu

Hacrpoiika noakiiro4eHuii K r100aabHbIM CETSIM
Hacrpolika mapmpyruszanun

Hacrpoiika ciryx0

Hacrpoiika MexaHn3MOB 0€301aCHOCTH

Hacrpoiika napaMeTpoB MOHUTOPUHIA U PE3EPBHOTO KOMTUPOBAHUS

Kouduryparus BUpTyaabHbIX YaCTHBIX CETEH

Bce cexumu sBASIOTCS HE3aBUCMMBIMU JPYr OT ApPyra, HO BMECTE 00pa3yroT
JIOCTATOYHO CJIOKHYIO CeTeBYI0 MH(ppacTpyKTypy. HekoTopele 3aaHus JOCTAaTOYHO
MPOCTHI U TIOHSTHBI, HEKOTOPHIE MOTYT OBITh HEOUEBUAHBIMU. MOKHO 3aMETUTh, UTO
HEKOTOpPbIE TEXHOJIOTHH JOJKHBI pa00TaTh B CBA3KE WJIM MOBEPX APYTUX TEXHOJIOTHUH.
Hampumep, moxer nonapasymeBathes, uto IPV6 mapmipytusarust 1omkHa paboTaTh
MOBEPX HACTPOCHHOW BUPTYAILHOW YACTHOM CETH, KOTOPAsi, B CBOKO OUEPEb, OJKHA
pabotath oBepx |IPv4 mapuipyTusaiuu, kKoTopas, B CBOIO 04epe/ib, 10 KHA paboTaTh

noBepx PPPOE u Multilink u T.1. Odenb Ba)XHO MOHMMATh, YTO €CJIM BaM HE yIaeTCsI



PELINTh KaKy0-1100 U3 3a7a4 M0 CEPeIMHE TAaKOro TEXHOJIOIMYECKOTO CTEeKa, ITO He
3HAYWT, YTO PEIICHHBIC 3a/1aud HE OYyIyT OlleHEeHbl. Hampumep, eciu Bbl HE MOXKETE
HACTPOWUTh TMHAMHYECKYIO MapiipyTu3anuto |Pv4, kotopas HeoOxoauma i paboTh
BUPTYaJbHOM  4YaCTHOM  CETH, BBl MOXETE  MCIOJb30BaTh  CTATUYECKYIO
MapIIpyTU3AIMMAIO ¥ TIPOJO0JIKATh Pab0OTy HaJl HACTPOMKOMN BUPTYaIbHOM YaCTHOM CETH
M BCEM 4TO JIOJDKHO paboTaTh MmoBepx Hee. B 3ToM citydyae Bbl He MoayuuTe 0asuibl 3a
JUHAMUYECKYI0O MapUIPyTHU3allMi0, HO BBl TOJy4HMTE Oamibl 3a BCE YTO JOJIKHO

pabotath moBepx Hee (B ciaydae ecinu (yHKIIMOHAIBHBIC TECTHI TPONACHBI YCIICITHO).



NHCTPYKIUU ]I YHACTHHUKA

B nepBy1o ouepeab HEOOXOAMMO NPOYNTATH 3aaHUE NMOJHOCTHIO U COCTABUTH
AJITOPUTM  BBINOJIHEHUsI PadoThbl. BaMm TmpeACTOUT BHOCUTH W3MEHCHUS B
JIEUCTBYIOIIYIO, TPETHACTPOCHHYIO CETEBYI0 HWHOPACTPYKTYpy MNpEANpUSITHS,
cocrosryo u3 rojoBHoro opuca HQ u ygamennoro oduca BR1. Oducer nmeroT
cBs13b uepe3 nposaitiepoB ISP1 u ISP2. Bel He uMmeere mocTyna kK 000pyI0BaHUIO
NpOBailIepOB, OHO TMOJHOCTbIO HACTPOCHO W He TpedyeT IOMOJHUTEIHLHOTO
KoH(urypupoBanusi. Bam HeoOxXoauMo HacTpauBaTh 00OpYIOBaHHE MPEATNPUATHS, a
umenno: SW1, SW2, SW3, HQ1, FW1 u BR1.

Y Bac OTCYTCTBYeT KOHCOJbHBIH AOCTYNn K ycTpoiicTBaM, OyIbTe OYeHb
BHMMAaTe/IbHbI NPH BbINOJHeHHMH 3aganus! B cioydae mnorepu CBs3M  C
o0opysnoBaHueM, Bbl Oyzaere BUHOBaThl camu. Pa3pemaercsi mnepe3arpyska
o0opyaoBaHMS — TOJNHKO TEXHMUYECKUMMHU OKcrmepTamu. Hampumep, HpuUMeHUIH
HenpaBuibHblii ACL, koropwiii 3akpeir goctynm 1o telnet, Ho Bl He ycmemnu
COXPaHUTh KOH(PUTYPALUIO.

PykoBonctBylitech nocnoBuiieii: CeMb pa3 oTMepb, OAUH pa3 OTpexb. s
BBIMOJIHCHUS 3a/laHus y Bac ecTh ojxHa (usmueckas mammuaa (PCLl ¢ moctymom 1o
Telnet u ycranoBnenasiM ASDM), KOTOPYIO BBI IOJIKHBI HCIIOJIb30BaTh B KAYECTBE:

PC2 Bupryansubiii [IK, Windows 10 (unmm awnanor), Putty (wiu anasor).
[MTonw3oBatens User maposs P@sswOrd

SRV1 Bupryanensiii I1K, Debian mnonp3oBarens root maposns toor, ¢
MPEeTyCTaHOBIECHHBIMH CEPBUCAMHU

1) SysLog nmamnka qis nposepku /Cisco_Log

2) RADIUS - FreeRadius

3) SNMP — miis mpoBepku ucnonbyetcs naket Net-SNMP ucnosnb3yiite KoMaHy
snmp_test

4) NTP

5) TFTP manka mnst nposepku /Cisco_TFTP



Cnenyer oOpaTuTh BHUMAaHHE, YTO 3aJJaHUE COCTABIIEHO HE B XPOHOJOTMYECKOM
nopsinke. HekoTopble cekimu MOTYT MOTpeOOBaTh NEHCTBUN W3 JPYTUX CEKIUH,
KOTOpBIe M3J0XKeHbl Hike. Hampumep, 3amanne 3 B cekumu «Hacrtpoiika ciyx0»
IPEINUCHIBAET BaM HAaCTPOUTH CIIy>KOy IPOTOKOJIa aBTOMAaTHYECKON KOH(pUTYypaluu
XOCTOB, KOTOpas, pa3dymeercs, He OyaeT paboTaTh TMoka HE OyAyT BBITOJHEHBI
HeoOxonumble HacTpoilku B cekuuu «Kondurypanus kommyrtauum». Ha Bac
BO3J1araeTcsi OTBETCTBEHHOCTD 3a PacHpe/IeIEHUE CBOET0 pabo4yero BpeMEHHU.

He tpatbTe Bpems, ecinu y Bac BO3HHUKIIN MPOOJIEMBbI ¢ HEKOTOPHIMU 3aJaHHSIMH.
Bbl MoXxeTe HCIoNnb30BaTh BPEMEHHBIC peleHus (eciu y Bac €CTh 3aBUCHMOCTHU B
TEXHOJIOTUYECKOM CTEKE) U TPOJIOJDKUTH BBITIOJHEHHE IPYTUX 3a7a4. Pekomenyercs
THIATeJIbHO NPOBEPATH PE3YJIbTAaThl CBOEH pabOTHI.

VYb6enurech B TOM, 4TO Ballld HACTPOMKHU HA BCEX YCTPOMCTBAX (PYHKIMOHUPYIOT

oCJIe Iepe3arpy3Ku Bcero 000py10BaHuUs.



MOJKJIOYEHHUE K YCTPOUCTBAM

JIisi TepBOHAYANBHOTO TIOAKIIOUEHUS HWCIONIb3yHTe mpotokon Telnet. [lns
nonkaroueHuss kK FW1 ucnonp3yere ydeTHy0 3amuch C JIOTUHOM: CISCO W TapoJieM:
CISCO, JuIsl BXOJa B TPUBUIICTUPOBAHHBIN PEXHM HCIOJIB3YHTEe Mapoib CISCO. Jlis
MOJKITIOYCHUSI K OCTAJILHBIM CETEBBIM YCTPOWCTBAM HCIIONB3YHTE Mapoib. CISCO |
HapoJib JIJIsl IPUBHIICTUPOBAHHOTO PEKUMa; CISCO

JIist moAKIroueHus K ycTpoicTBaM B miaBHOM oduce HQ, moaxmrounTe padouyio
crarnuio k opty FO/10 kommyTtatopa SW2 u HacTpoiiTe ajpec B COOTBETCTBHU C
auarpaMmont L3, ycTpoicTBa JOCTYIIHBI MO CIAEAYIOIIHUM aJIpecam:

SW1 -192.168.254.10

SW2 -192.168.254.20

SW3 -192.168.254.30

HQ1 - 192.168.254.1

FW1 -192.168.254.2

BR1 -192.168.254.3

OLEHKA

Onenka ocymectrisercss mo SSH wiu Telnet ¢ yerpotictea PCL. IIpoBepounas
rpynmna He OCYIIECTBISIET MEPEKOMMYTAIIUIO HA CTEHJIE, TO3TOMY OyIbTe MPEeeIbHO
BHUMATENbHbBI, TE€pe]] 3aBEPIICHUEM BBINOJIHEHUS 3K3aMEHAIMOHHOIO 3aJaHusl |
BEPHUTE KOMMYTAIIMIO B UICXOJAHOE COCTOSIHME. A Takke yOeauTech, UTO yCTPOICTBA
JOCTYNHBI MO cleAyomuM aapecam, o SSH wimm Telnet ¢ y4yeTHbIMH 3amucsMu
COOTBETCTBYIOIIMM HK3aMEHALIMOHHOMY 33/1aHUIO:

SW1 -10.100.100.10 mim 192.168.254.10

SW2 -10.100.100.20 nnum 192.168.254.20

SW3 -10.100.100.30 nyn 192.168.254.30

HQ1 - 30.78.21.1 unm 192.168.254.1

FW1 —30.78.87.2 nnu 192.168.254.2

BR1-172.16.3.3 wim 172.16.1.2 unm 3.3.3.3 nnn 192.168.254.3



ba3oBast HacTpoiiKka

1) 3anaiiTe UMs BCEX YCTPOMUCTB B COOTBETCTBUH C TOMOJIOTHEH.

2) HaznaubTe mis Bcex ycTpoiictB fomernoe umst Worldskills.ru

3) Co3paliTe Ha BCeX YCTpOMCTBax MOJIb30OBaTeNEd WSIUSEr ¢ maposiemMm
network

a) Ilapons monb3o0BaTens JOJKEH XPAaHUTHCS B KOHGUTYpallud B BHJIE
pe3yibTaTa X31-QyHKIUH.

b) [lomb3oBarens HOKEH 001a1aTh MAaKCUMaIbHBIM YPOBHEM MPUBUJICTUH.
4) Ha Bcex ycTpolicTBax yCTaHOBUTE TMapojib WSl Ha BXOJI B

MPUBIIICTUPOBAHHBINA PEKUM.

a) [laponp nomkeH XpaHUTbCS B KOH(QUIYpallUd B BUJAE pe3yJbTaTa XdIl-
byHKIUH.

5) HactpoiiTe pexum, mpu KOTOPOM BCE MapOIU B KOH(OUTYPAITUN XPAHSITCS
B 3amudpoBannom Buje. Ha FW1 ucnons3yiite mmdpoBanue AES.

6) Jl71st Bcex yCTpoucTB peanusyite Mmoaens AAA.

a) AyTeHTH(UKAIMS Ha JHHUSIX BUPTyalbHbIX TepMmuHaioB ¢ 0 mo 15
JOJDKHA TPOU3BOJUTBHCS € MCIOJIb30BAHUEM JIOKAJIBbHOM 0a3bl yu4ETHBIX
3amuceit. (kpome mapipytuzatopa HQ1L)

b) Ilocrne ycmnemHo ayTeHTHQHUKAIUK TpU YAAIEHHOM MOAKIIOUYEHUU
MOJIb30BATENM Cpa3y OJDKEH MOJydyaTh MpaBa, COOTBETCTBYIOIINE UX YPOBHIO
NPUBUJICTUH WU poiiu (KpoMe MexceTeBoro skpana FW1).

¢) Hactpoiite HEOOX0UMOCTh ayTeHTU(PUKAIIUY HA JTIOKATHLHOW KOHCOJIH.

d) Ilpu ycnemHol ayTeHTU(UKAUU HA JIOKAIBHOW KOHCOJIM MOJIb30BaTeNN
JIOJDKHBI Cpa3y [OJDKEH TMOydaTh IpaBa, COOTBETCTBYIOIIME HX YPOBHIO
IIPUBUJIETUN WA POJIH.

7) Ha ycrpoiicTBax, K KOTOpPBIM paspelleH I0CTYH, B COOTBETCTBUU C
toniosiorusimu L2 u L3, co3gaiite BupTyanbHbie HHTEpPEich, moauHTEpPEch 1
uHTepdeiicel ThNa e, Ha3HaubTe IP-aapeca.

8) Ha mapmipytuzatope HQ1 Ha BUpPTYalIbHBIX TEPMUHAIBHBIX JTUHUAX C 0

o 15 Hactpoiite ayreHTudukamnuio ¢ ucnoiabzoBanrnem RADIUS-cepsepa.



a) Mcnonbsyiite Ha nuHuUsAX Vty ¢ 0 o 15 oTaenbHbIA CIUCOK METOOB C
Ha3BanueMm method _man
b) [lopsmok ayTeHTHUKALINU:
i) [To mpotokonry RADIUS
i) JlokanbHas
¢) Hcmonb3yiiTe 0OIIMiA KiTt04 CiSCO
d) Mcnonwsyiite Homepa noptoB 1812 u 1813 mist ayrentrdukanuy u
ydeTa COOTBETCTBEHHO
e) Anpec RADIUS-ceppepa 172.16.20.20
f) HacTpoliTe aBTopHU3anuio MpU yCNEIIHON ayTeHTU(PUKALINH
9) IIpoBepwTe ayrentudukanuto no mnporokoay RADIUS nipu ynanenHom
HOJKIFOUYEeHUH K MapuipyTu3aTopy HQL, ucrons3ys yueTHyro 3amnuch radius ¢
napoJieM CisCo
9) Bce ycrpoiicTBa 10JKHBI OBITH JOCTYITHBI JIJIS1 YIIPABICHUS 110

npotokoiry SSH Bepcun 2.

HacTtpoiika koMMyTanuu
1) Jlnst uentpanuzoBanHoro kougurypupoBanus VLAN B kommyTHpyemMoii
CETH MPEANPHUATHS UCTIONB3YHTE mpoTokos VTP.
a) B xauectBe cepBepa VTP nactporite SW1.
b) Kommyrtaroper SW2 u SW3 nactpoiite B kauectBe VTP knueHTa.
¢y Tabmuma VLAN momkHa comepiKaTh CIICIYIOMHNE CETH.
i) VLAN100 ¢ umenem MGT.
i) VLANZ200 ¢ nmenem DATA.
i)  VLANS300 ¢ umenem OFFICE.
iv)  VLANS00 ¢ umenem NATIVE.
V) VLANG600 ¢ mmenem SHUTDOWN.

2) Mexnay BceMu KOMMYTaTOPaMHU HACTPOWTE TPAHKU C UCIIOJIb30BAHUEM

nporokona |IEEE 802.1q.



a) ITopter FO/10 kommyTaTopoB SW2 u SW3, a taxke mopt FO/1
koMmmyTtaTtopa SW1 nomkabl paboTaTh 6€3 UCTIOIB30BaHUS COTIIACOBAHUS.
Otximrounte nporokon DTP sBHBIM 00pazom.

b) Tpank mexay kommyTtaropamu SW2 u SW3 noimkeH ObITh HACTpOEH 0e3
UCIIOJIb30BaHuA coraacoBanusd. OTkiounte npotokos DTP sBHBIM 00pa3om.

¢) Tpanku mexay kommytatopamu SW1 u SW2, a taxke mexay SW1 u
SW3, nomxusl Ob1Th corntacoBanbl o DTP, kommyTtatop SW1 nomken
MHUIIMUPOBATH CO3/IaHKE TpaHKa, a kommyTaTtopbl SW2 u SW3 10mkHbI
O’KHJIaTh Hayaja COTrJlaCOBaHUS MMapaMeTPOB OT COCeNla, HO CaMH He
WHUIIUAPOBATH COTIIACOBAHUE.

d) JIus Bcex MarucTpalibHBIX KaHaloB HasHaubTe Native vlan 500.

e) 3ampeTuTe NePEeChUIKY M0 MarucTpabHBIM KaHallaM BCeE
Heucnosb3dyembie VLAN, B Tom unciie VLAN1
3) Hacrpoiite arperupoBanue KaHAJIOB CBSI3U MEXKITY KOMMYTaTOPaMHU.

a) Homepa nmopToBBIX Ipyr:

i) 1 — mexy kommyTtaTtopamu SW1 (FO/5-6) u SW2 (F0/5-6);
i) 2 — Mexny kommyrtatopamu SW1 (FO0/3-4) u SW3 (FO/3-4);

b) ArperupoBaHHbIi KaHal Mexay SW1 u SW2 nomxeH ObITh OpraHU30BaH
C UCIOJIb30BaHKEM MpoTokoa coriacoBanus LACP. SW1 nomxkeH ObITh
HACTPOEH B aKTUBHOM pexxume, SW2 B macCUBHOM.

c¢) HactpoiiTe 6aiaHCUPOBKY Harpy3ku Ha BCEX KOMMYTAaTOpax Ha OCHOBE
IP-anpeca nucrounuka

d) ArperupoBannbiii kaHan mexay SW1 u SW3 nomkeH ObITh OpraHn30BaH
C UCTIOJIb30BaHUEM TIpoToKoa cornacoBanus PAQP. SW1 nomken ObITh
HACTPOCH B NMpeanouTuTeIbHoM, SW3 B aBTOMAaTHYECKOM.

4) KoHpuryparus npoTokoia 0CTOBHOTO JiepeBa:

a) Hcnonb3yiite mpotokon PVST.,

b) Kommyrtarop SW1 nomkeH sIBASTHCS KOPHEM CBSA3YIOIIETO I€pEBA B
cetsax VLAN 100, 200 u 300, B ciydae otkaza SW1, kopHeM 107KEH CTaTh

kommyTatop SW2.



¢) Hacrpoiite mopt FO/1 kommyTtaTopa SW1, Takum 00pa3zom, 4To MpH
BKITIOYCHHH OH Ccpasy repexonui B coctossaue forwarding ve moxxumasceb
nepecyeTa OCTOBHOTO JIepeBa.
5) Hactpoiite mopter FO/10 kommyTtaTtopoB SW2 u SW3 B COOTBETCTBHUU C

L2 nuarpammoii. [TopThl 1OM&KHBI OBITH HACTPOEHBI B PEKUME JIOCTYTIA.

6) Mexnay HQ1 u FW1 nactpoiite B3auMoericteue o nporokony IEEE
802.1Q.
7) Otxmrounte naTepdeiic FO/24 xommyraropa SW1 u ES mexcereBoro

skpaHa FW1, koTopeie HCTIOIB30BANIMCH JIJIs IEPBOHAYAILHOTO

KOH(UTYpHpPOBaHUS ceTeBor HHGpacTpyKTypsl odpuca HQ.

8) Ha Bcex ycTpoiicTBax, OTKIIOUNUTE HEUCIIONbh3yEeMbI€ MTOPTHI.
9) Ha Bcex koMMyTaTOpax, HEUCIOIb3yeMble MOPThI nepesenute Bo VLAN
600.

Hacrpoiika noak/JIH04YeHni K riio0ajbHbIM CeTAM
1) [Toaxmouenne FW1 k ISP1 u ISP2 ocymectBisiercst ¢ momorisio |POE,
HACTpOWTe HHTEP(ENCHI B COOTBETCTBUU ¢ quarpammamu L2 u L3.
a) Ilepemaua nmanHbIx Mexay FWI1 w ISPl ocymectBisieTcss He
TErUPOBAHHBIM TPAPUKOM.
b) IMepenaya nanubix Mexay FW1 u ISP2 ocymiecTBiseTcss TerupoBaHHBIM
TpadukoM ¢ ucrosb3oBanueM VLAN 901.
2) ISP3 npenocrasnsier L2 VPN mexny opucamu HQ u BR1.
a) Hactporite mnepemauy wmexay HQL, FW1 u BR1 rterupoBaHHOTrO
Tpaduka.
b) B3aumoneiictBue nomkHO ocymiecTisaThes mo VLAN 10.
3) Hacrpoiite noaxmouenne BR1 x mnposaiimepy ISP1 ¢ mnomoinbto
npotokona PPP.
a) Hacrpoiite Multilink PPP ¢ ucnionp3oBanuem nByx Serial-untepdericos.
b) Ucnone3yiite 1 HOMep uHTEpdeiica.
C) He ucnone3yiiTe ayTeHTH()HUKALIHIO.

d) BR1 nomkeH aBToMaTu4ecku mojydaTh aapec ot ISP1,



4)  Hacrpoiite mnoxakmouenue BR1 x mposaiigepy ISP2 ¢ mnomoripio

nportokona HDLC.

Hacrpoiika Mmapmipyru3anuu

BAXHO! Ilpu HacTpoiike MpOTOKOJIOB ITWHAMHYECKOW MapIIpyTH3aIuu, OyIbTe
OpEACIbHO BHUMATENbHBI MU AHOHCHUPYHUTE MOJICETH B COOTBETCTBHHM C JUarpaMMoun
MaplipyTH3alliuy, WHA4Ye HE MOJIyduTe Oajuibl 3a MPOTOKOJ, B KOTOPOM OTCYTCTBYET
HeoOXxoaumasi TMOJCeTh, WU 3a TOT MPOTOKOJ, B KOTOPOM 3Ta TMOJCETh OKa3alach
JIAILIHEN.

Takxe, CTOUT y4decTh, UTO MPOBaiaepbl QUIBTPYIOT MApPUIPYTHI MOIYUYECHHBIEC MO

BGP, ecnu oHu HE COOTBETCTBYIOT AMAarpaMMe MapIIpyTH3AIHH.

1) B oduce HQ, nma ycrporicteax HQLl u FW1 mHactpoiitTe mpoTOKOI
auHamuueckoi maprpytuzanun OSPF.
a) BxirounTe B OOHOBICHHS MAapUIPYTHU3allMAd CETH B COOTBETCTBHH C
Routing-muarpammotii.
b) HQ1 u FW1 mexay coboii TOKHBI YCTaHABIUBATH COCEJICTBO, TOJIBKO B
cetn 172.16.3.0/24.
C) OTkirounTe OTNPaBKy OOHOBJIIGHWH  MapimipyTH3allid Ha  BCeX
uHTepdelicax, rae He NpeyCMOTPEHO (OPMUPOBAHUE COCEICTBA.
2)  Hacrpolite mporokos guHamudeckoi mapripyTtu3anuun OSPF B oduce
BR1 c rnaBabM opucom HQ.
a) Bxirounte B OOHOBICHHS MAapUIPYTU3allMd CETH B COOTBETCTBHH C
Routing-muarpammotii.
b) Ucnonb3yiite MaructpanbHyto obomacts 111 GRE TyHHenel.
¢) Cocencra mexay obucamu HQ u BR1 moimkHbI ycTaHaBIMBAaTHCS, KaK
yepe3 kaHan L2 VPN, Tak 1 uepe3 3aluieHHbI TYHHEb.
d) Yoenurech B TOM, uTro Tpu OTKase BbiaeiaeHHoro L2 VPN, tpaduk

Mexay opucamu OyaeT nepegaBatbes yepes 3amuinéHabiii GRE TyHHens.




e) OTkIoUNTe OTIpaBKy OOHOBJICHWI  MapuIpyTH3allMd Ha  BCeX
uHTepeiicax, rae He IpeIyCMOTPEHO (OPMUPOBAHNE COCE/ICTBA.
3)  Hacrpoiite nporokon BGP B opucax HQ u BR1 miis B3anmopeiicTBus ¢
npoBaiigepamu ISP1 u ISP2.
a) Ha ycrpolicTBax HacTpOWTE MPOTOKOJ AWHAMHUYSCKOH MapIIpyTH3AIUH
BGP B coorBeTcTBHUU ¢ Tabnuiei 1

Taomuma 1 — BGP AS

YcerpoiicTBo AS
HQ1 65000
FW1 65000
ISP1 65001
ISP2 65002
BR1 65010

b) HactpoliTe aBTOHOMHBIE CHUCTeMBI B COOTBeTcTBMM ¢ Routing-

JTAArpaMMOM.

4)  Mapmpytuzaropsl HQL u FW1 nomkHBI OBITH CBSI3aHBI C MOMOIIBIO
IBGP. Hcnonp3yiiTe /Ui 3TOr0 COCEICTBA, UHTEP(EHCH, KOTOPhIE HAXOIATCS B
noaceru 30.78.87.0/29.

5) Bxirouute B OOHOBICHHS MAapIIPYTHU3alMM CETH B COOTBETCTBHH C
Routing-auarpammoii.

6) Hacrpolite mpoTokon muHammueckoi mapripytusaimuun EIGRP mosepx
3aIMIEHHOTO TYyHHENss ©  BblIeneHHoro kanama L2 VPN wmexny
mapmpytuzaropamu HQ1 u BR1.

a) Briounte B OOHOBJICHHS MAapIIPYTH3allMH CETH B COOTBETCTBHU C

Routing-auarpammoii.

b) Hcnonw3yiite HOMep aBToHOMHOM crucTembl 6000.



Hacrpoiika ciy:k0

1) B cereBoli WHQPACTPYKTYpe CEPBEPOM CHHXPOHHU3ALUN BPEMEHU
asisgercs SRV1. Bee octanbHble ceTeBble YCTPONWCTBA TOKHBI UCTIOIB30BATh €T0
B KaueCTBE cepBepa BPEMEHHU.

a) Ilepemaya TaHHBIX MEXTYy OCYIIESCTBISICTCS O€3 ayTeHTHU(UKAIIHH.

b) Hacrpoiite BpemMeHHYIO 30HY ¢ Ha3BaHMeM MSK, ykakuTe pasHUILy C
UTC +3 yvacos.

C) Ybenurech, B TOM, 4YTO €CTh BCE€ HEOOXOJWMBIC MapIUIPyTHl, HWHAYE
IPOBEPUTH  KOPPEKTHOCTh HACTPOCHHOW TPAHCIALMU TOPTOB, OyAeT
HEBO3MOJXKHO.

2)  HactpoiiTe mNpoTOKON JAWHAMHYECKOH KOH(UTypalud XOCTOB CO
CJIETYIOIIMMU XapaKTePUCTUKaMMU:
a) Ha mapmpyrusarope HQL mis moacern OFFICE:
1)  Anpec cetu — 30.78.21.0/24.
1)  Anpec nuiro3a o yMmoia4aHuro uatepdeiic poyrepa HQL.
i)  Anpec TFTP-cepsepa 172.16.20.20.
Iv) Kommnbsrotep PC1 nomken nmony4vats aapec 30.78.21.10.
3) B oduce BR1 ucnonw3yercs ayTeHTUDUKAIMS KIMCHTOB C MOMOIIBIO
nporokona PPPOE. [Ins atoro nacrpoiite cepsep PPPOE na BR1.

a) Ayrentudukarms PC2 Ha cepBepe PPPOE noimkHA OCYIIECTBIATHCS 110

JIOTHHY PC2USEr u mapostro PC2pass.

b) PC2 nomxken nomy4ats ip aapec oT PPPOE cepBepa aBTOMaTHUYESCKH.

Hacrtpoiika MexaHU3MOB 0€30IaCHOCTH
1)  Ha mapmpyrtusarope BR1 HacTpoiiTe monb3oBareneil ¢ OrpaHUUYCHHBIMU
IpaBaMH.
a) Cosmaiite moabp30oBaTeleii USerl u user2 ¢ maposem Cisco
b) HasnaubTe mosb3oBatento USerl yposenb npuswieruii 5. [Toms3oBaTens

JOJDKCH HMMCTBh BO3MOJXHOCTL BBIIIOJHATH BCE KOMAHABI ITOJB30BATCIBCKOI'O



pEeKMMa, a TaKXKe BBITIOJIHSITH MEpe3arpy3Ky, a TakKe BKIFOUATh U OTKJIIOYATh
OTJAJIKy ¢ TIOMOIIbI0 KomMan 1 debug.
¢) Co3zmaiiTe u Ha3HaYbTE VIEW-KOHTEKCT Sh_View Ha moJib3oBatens User2
1)  Komanmy show cdp neighbor
i)  Bce komaner Show ip *
1)  Komannay ping
Iv)  Komannmy traceroute
d) Yo6enurech, 94TO MOIB30BATEIIM HE MOTYT BBINOJIHATH APYTHEe KOMaH/IbI B
paMKax MPUCBOCHHBIX KOHTEKCTOB U YPOBHEH IPUBUJICTHIA.
2) Ha mopry FO0/10 xommytaropa SW2, Bkmrounte W Hactpoiite Port
Security co cieayoumMu napaMeTpamMu:
a) He Oosee 2 ampecoB Ha uHTEpdeiice
b) agpeca MOJDKHBI JHHAMHYECKH ONPEICIATHCS, M COXPAHATHCS B
KOH(UTYpaIIHH.
C) IpH TIOMBITKE TMOJAKIIIOUEHUS YCTPOMCTBA C aJpPecoM, HapYIIAIOIIHM
MOJINTUKY, HA KOHCOJIb JIOJDKHO OBITh BBIBEJACHO YBEIOMJICHHE, TOPT HE

JOJIDKCH OBITH OTKJIFOYCH.

HacTtpoiika napaMeTpoB MOHMTOPHHIA U Pe3ePBHOI0 KONMPOBAHUS
1)  Ha wmapmpyruszatope HQLl u mexcereBom skpane FW1 wHactpoiite
KYpHAJIUPOBAaHHE CHCTEMHBIX cooOmeHnit Ha cepBep SRV1, Bxmouas
uH(OPMAIMOHHBIE COOOIIECHUSI.
2)  Ha wmapmpytuszarope HQLl u mexcereBom skpane FWI1 Hactpoiite
BO3MOXKHOCTh YJAJIGHHOTO MOHUTOpPHUHTA 10 poTokory SNMP v3.
a) 3amaiite MmecTonosoxenue ycrpoiicte MSK, Russia
b) 3anaiite koHTakT adMin@wsr.ru
c) Ucnonw3yiite ums rpymmbsl WSR.
d) Cosznatite nmpoduib ToJIbKO 1 uyTeHus ¢ umeHeMm RO.
e) Ucnonp3yiite g 3amutel  SNMP  mmdposanne AES128 wu

ayreatudukammo SHAL.


mailto:admin@wsr.ru

f) Hcnonw3yiite uMs mojib30BaTels: SNMPUSEr U apoJib: SNMpPPass

g) Juist mpoBepKH BBl MOXKETE MCITOJIB30BaTh KoMaH Iy Snmp_test na SRV1.
3) Ha wapmpytuzatope HQLl HacTpolite pe3epBHOE KOIMUPOBAHHE

KOH(pUrypamnuu

a) PesepBHast komus KOH(MUTYpaLIMU JOJDKHA COXpaHAThCS Ha cepBep SRV1
no mporokoiy TFTP mpu kaxmoM coxpaHeHWH KOHQPUTYpallUM B TaMATH
YCTPOMCTBA

b) lns w©Ha3Banus (aiima pe3epBHOM KOIMWU HCIOJIB3YHTE MIaOJIOH
<hostname>-<time>.cfg

4) Hactpoiite nTMHAMHYECKYIO TpaHCsuio moptos (PAT):

a) Ha wmapmpyruszatope HQLl wu BR1 HacTpoiiTe JMHAMHYECKYIO
tpancisnuto moptoB (PAT) mns cetn 192.168.2.0/24 B cOOTBETCTBYIOIIHE
azpeca MeTiaeBbIX NHTEPENCOB.

b) Y6enurecr B TOM, uto s PC2 nns BeIXoJa B MHTEPHET HCIOJB3YET
omnH m3 kaHajoB no ISP1 wm ISP2 or BRI, mpu HemoctymHOCTH 000MX
kaHanoB, PC2 nmomkeH OCyIIECTBISTh BBIXOJ B CEThb MHTEPHET Yepe3 KaHAJbI
oduca HQ.

C) Yoenurech, B TOM, YTO €CTh BCE HEOOXOIWMBIC MAapIIPYThl, HWHAYE
IPOBEPUTH  KOPPEKTHOCTh HACTPOCHHOW TpPAHCIAIMU TIOPTOB, OyaeT

HCBO3MOZKHO.

Kondurypauus 4acTHbIX BUPTYaJIbHBIX ceTel
1)  Mexnay HQLl u BR1 mnactpoiite GRE tyHHen» co ciemyrommmu
napamMeTpamu:

a) Wcnone3yiite B kauectBe VT untepdeiic Tunnell

b) Hcnonw3yiiTe agpecanuio B COOTBETCTBHHU ¢ L3-auarpamMmori

¢) Pexxum — GRE

d) Unatepdeiic-uctrounnk  —  Loopback-untepdeiic  Ha  kaxaom
MapuIpyTU3aTope.

e) ObecrieubTe pabOTy TYHHENS ¢ 00CHX CTOPOH uepe3 mpoBaiiaepa ISP1



2) 3ammTa TyHHENS JOJDKHA o0ecrneunBaThbes ¢ momolnbio IPSEC Mexmy
BR1 u FWL.
a) Ob6ecmieupte mmppoBanue Tobko GRE tpaduxka.
b) Hcnonp3yiiTe ayTeHTH(PHKAIUIO 110 O0LIEMY KITIOUY.

c) IMapamerpsr IPSec mponsBosIbHEIE.
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TOIIOJIOI'Us L3

PPPoE
192.168.2.0/24 3
2001:A:B:ACAD: /64 e

Loopback0
3.33.3/%2
2001:A:B:3::1/64

Tunnell
172.16.1.0/24
2001:1:/64

7]
HDLC
22.84.4.0/30
Loopback0
ISP2 77.88.8.8/32

Loopback0O
8.8.8.8/32

ISP3 12 VPN
: VLAN 10
: 172.16.3.0/24

) gl 2001:4+/64

30.78.87.0/29
2001:3:/64

Loopback0
1.1.1.1/32
2001:A:B:1::1/64

MGT
WVLAN 100
10.100.100.0/24

OFFICE
VLAM300
30.78.21.0/24
2001:A:B:DEAD::/64

2) RADIUS
3) SNMP
4) NTP
5) TFTP




ROUTING-AUAT'PAMMA

BGP AS65010

3.3.3.3/32
=190.4.5-.5.0_/39_
22.84.40/30

'BGP AS65002

BGP AS65001

77.88.8.8/32
22.84.4.0/30
22.84.4.4/30

8.8.8.8/32
100.45.5.0/30
100.45.10.0/30

BGP AS65000

1.1.1.1/32
30.78.87.0/29
30.78.21.0/24
100.45.10.0/30

22.84.4.4/30



5. HeoO0xoaumblie NMPUJI0KEHUS

1
2
3

[Tpunoxxenue 1 JlononHuTEIRHBIE HACTPOITKK MOIyIs1 B
[Mpunoxxenune 2 ®aitnet RC2021_TP39  ModulB_Addons
[Mpunoxxenne 3 Paitner RC2021_TP39  ModulC_Preconf



IpumepHbIii 1an padorel’ IlenTpa nposenenns

AeMOHCcTpanuMoHHOro 3k3aMena nmo KOJI Nel.l mo komnereHuu

Ne 39 «CeTeBoe M CHCTEMHOE AIMUHUCTPUPOBAHH E»

IIpumepHoe Bpems Mepornpusarue
08:00 [onmyuyeHue rIaBHBIM 3KCIIEPTOM 3a1aHUS
JICMOHCTPAIIMOHHOTO 3K3aMCHA
08:00 - 08:20 [TpoBepka rOTOBHOCTH MIPOBEICHUS
JIEMOHCTPAIIMOHHOTO 3K3aMEHa, 3aI0JIHCHHUE
AKTa 0 TOTOBHOCTH/HE TOTOBHOCTH
08:20 - 08:30 Pacnpenenenne 00s3aHHOCTEH 1O MTPOBEACHUIO
9K3aMeHa MEXy WICHAMHU DKCIEPTHON
rpymnsl, 3anonHenue [Iporokoia o
pacrnpeielIeHun
O T e — 08:30 - 08:40 HHCcTpyKTaK DKCHEPTHOM TPYIIIBI IO OXpaHe
[leHb TpyJa U TEXHUKE 0€30MacHOCTH, COOp
noanuceit B [Iporokosie 06 03HaKOMIICHUHU
08:40 — 09:00 Perucrpanust y4acTHUKOB I€MOHCTPAIIMOHHOTO
9K3aMeHa
09:00 - 09:30 MHCTpyKTaX y4aCTHHUKOB IO OXpaHe TpyJa 1
TEeXHHMKE 0€3011acHOCTH, COOp MOANUCEN B
[TpoTokoJie 00 O3HAKOMIICHHH
09:30 - 11:00 Pacnipenencnue pabounx mect (>kepeObeBKa) U
03HAKOMJICHHE YYaCTHUKOB C pabOYHMHU
MecTaMu, 000py1oBaHHEM, rpadpukomM paboTHl,
WHOU JIOKyMEHTAIIMEH U 3aIl0JIHCHHUE
IIpoTokoia
09:00 - 09:30 O3HakoOMJIEHHE C 33JJaHUEM U IPaBUIIAMHU
09:30 - 10:00 Bpuduar sxcepToB
10:00 - 12:00 Brimonnenue moaynst A
12:00 — 14:00 Brinonnenue moayns B
14:00 —15:00 O6en
Hens 1 15:00-17:00 Brinmonaenue moayns C
17:00 - 19:00 Pabora skcriepToB, 3amoiiHeHue GopM U
OLIGHOYHBIX BEJIOMOCTEH
19:00 - 20:00 ITonBeneHye UTOrOB, BHECEHHUE TIIABHBIM
skcnepToM 6amioB B CIS, 610kupoBKa, cBEpKa
0aJuIOB, 3aIOJIHEHNE UTOTOBOTO MTPOTOKOJIA

! Ecnu nutaHmpyeTcst mpoBesieHne JIEMOHCTPAIMOHHOTO JK3aMeHa UTsl JIByX M 0OJiee HK3aMEHAIIMOHHBIX
rpymm (3I') u3 ofHO#H yueGHOM TPy OMHOBPEMEHHO Ha OHOM MIIOMIAKE, TO 3TO TAKXKE JOIKHO OBITH OTPaKEHO
B IraHe. lIpuMepHBIH IUTaH PEKOMEHIYETCS COCTaBHTh TaKUM 00pa3oM, YTOOBI IMPOAOJDKHTEIBHOCTH PaboTHI
9KCIIEPTOB Ha IUIOLIAJAKE HE IPEBbIIAJa HOPMBI, YCTAaHOBIIEHHBIE JECHCTBYIOLIMM 3aKOHOIATENBLCTBOM. B ciyuae
HEOOXOJIMMOCTH TIPEBBIIICHUS] YCTAaHOBICHHOW MPOJOIDKUTEIBHOCTH MO OOBEKTHUBHBIM INPHYMHAM, TpeOyeTcs
COTJIacOBaHHUE C IKCIEPTAMH, 3a/IeHiCTBOBAaHHBIMU JUIsl paOOTHI HA COOTBETCTBYIOMIEH IIIOIIA/IKE.



IlaH 3acTpoiiKu MJIOMIAAKH JJI5A MPOBeAeHUA TeMOHCTPAIMOHHOIO
3k3amMeHa o KOJI Nel.1l mo komnerenmun Ne 39 «CereBoe u
CHCTEMHOE aIMUHUCTPUPOBAHME»

Homep komnerentiun: 39

Ha3sBanue koMneTeHIHH.

CeTteBoe 1 CHCTEMHOE aJIMUHUCTPUPOBAHUE

OO01mas wiomab miomanku; 250 m?

[Tnan 3actpoiiku TuOmMAAKU (IJIaH 3aCTPOMKM TaKXKe IMPEIOCTABICH Kak

otaenpHBIN (aiin k KOJ):
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puioxenus

. Undpactpykrypusiii auct st KO Ne 1.1
. Ilman 3acTporiku
. OcoOble  ycrmoBusi mpoBelneHUs J[eMOHCTpalMOHHOrO JK3aME€Ha B

muctanimonHoM Gopmare gyt KOJI Nel.l



Ipunoxenne 4 k KOJ Ne 1.1
nmo komnerennuu Ne39
«CeTeBoO€ U CHCTEMHOE A IMUHUCTPHPOBAHH E»

OcoOble yciioBusi mpoBeAeHusi J{eMOHCTPALIMOHHOI0 IK3aMEHA 110
cranaapram Bopaackmiic Poccus B iuctanniuonunom gopmare

Hactosmue  ycnoBus  ompeAensioT  MOPAJOK  OpraHuM3allud W MPOBEICHUs
JEMOHCTpAallMOHHOrO  9Kk3amMeHa 1o  kommereHuu Ne39  «CereBoe UM CHUCTEMHOE
aJIMUHUCTPUPOBAHUE» B COOTBETCTBUH C KOMIUIEKTOM OlleHOUHON nokymenTanuu (KOJI) Nel.l
B JMICTAaHLIIMOHHOM (hopmate paboThl BO BpEMs IK3aMeHa.

1. Texnuueckmue Cpeacrna, NMPpUMEHAECMbIC IJIsA OpraHu3anuu H NnpoBeaACHUSA
AEMOHCTPAIIMOHHOI'0 3K3aMEHa

YcaoBusi BUIEOTPAHCIANNH Pazpemenne He menee 720p, moaxmodyeHue nmo USB

C/1a4¥ IEMOHCTPANIMOHHOT O Bepcun He MeHee 2.0, BO3MOXKHOCTh TpaHcasaiuu Buneo B BKC
K3aMeHa cucTtemy uepes Opaysep.

Ha BuaeoTpaHCIAIMU JTOJDKHO OBITH XOPOIIO BHIHO JIMIO H

Onmxaiiiee IIPOCTPAHCTBO Y4aCTHHKA. B ciryyae

YcaoBust BUI€03alUCH CAAYHU HEOMPEAETEHHBIX CI/ITyauHﬁ, YYaCTHHK  JIOJDKCH 6y):[eT

JIEMOHCTPAIMOHHOT0 IK3aMeHa | IPOJEMOHCTPUPOBATh CBOE pabodee MecTO AJIs MPOBEPKH, UTO
Ha HEM HET 3alpelleHHBIX MpeaAMEToB (0 TpeGOBaHUIM
OpUIOKEHHS 3)

Pabouuii cTton sK3aMEHyeMOro JOJKEH TpaHCIMpOBAaThbCS Ha
3aKpbIThI YOUTUbe-kaHas, yepes3 OeCIUIaTHYIO MPOrpaMMmy st
Yci0Bust TpaHCAsIUMHA dKpaHa | | pueorpaHcIsmii OBS-Studio.
pabouero mecra 3k3aMenyemMoro | Ha TpaHcnsanuu 10JKHO OBITH BUAHO JIMIO YYaCTHHUKA, pabounit
CTOJI, TIPYU HAJIMYUHM HECKOJIBKUX PabOYMX CTOJOB, OTOOpasuTe
UX Ha TPAHCISIMHY,

3anuce paboyero croyia BeAETCS TakkKe, C HCIOJIb30BAHUEM

Ycaosus 3anucu sxpana / nporpaMMHOro  obecredenusi  mporpammbel  OBS-Studio.
pabouero mecta 3xk3amenyemMoro | OOs3aTenbHas 3aMucCh ayJIM0 U BHUJIEONOTOKA C pabouero mMecra
YYaCTHUKOB.

YcioBus nepeaayum 3agaHui

J€MOHCTPALMOHHOI0 IK3aMeHa DKcrmepTaM, TPHUCYTCTBYIOIIMM Ha IUIOMIAJKE, HA IOYTY
OTIMpaBJseTCs 3ajJaHue JEeMOHCTpAIlMOHHOTO »Jk3ameHa. [lpu
pabore uepe3 uHppactpykrypy VDI, pabouee 3amanmue
pacmonaraeTcst Ha paboyeM MecTe YYaCTHHKA.

JKCIEPTAMH YYaCTHUKAM, a
TaK:Ke pe3yJIbTaTOB PadoThI
Y4ACTHHMKAMM JKCIepTaM

YyacTHUK BBIMONHSET 3aJaHue Ha pabodyeM MecTe, TO
HCTEYEHUIO HK3aMEHAIlMOHHOIO BPEMEHM, TIpymna JIUHEHHBIX
DKCIIEPTOB  MpOBEpsieT pabouyee MecTo BpyuHyto. llpu
WCIIOJIb30BAHUN CHCTEMBI aBTOMAaTHUECKOTO cOOpa pe3ysIbTaToB
JTUHEWHBIE JKCIEpTHl HE TpeOyeTcs, a cCuUcTemMa 3alycKaercs
['1aBHBIM DKCEPTOM IEMOHCTPAIIMOHHOTO YK3aMEHA.

YcaoBust AeMOHCTpaLuu
pe3yJbTaTa BbINOJHEHHO
padoThl y4YaCTHUKAMHU IK3aMeHa

JlonoHHTeIbHOE Tporpammuoe | 1Ipu ncmonbsoBannn uHppacTpykrypsl VDI Ilporpamma s
MOJIKITFOYEHUS] K HMH(QPACTPYKTYpe BHPTYAIBHBIX pabodnx

crosos (Vmware Horizon Client).
[Tpu ucnone3oBanuu uHGpacTpyktypsl ESXi: IIporpamma st
NOAKIIOYEeHUs] K rumepBuzopam  Vmware ESXi  (Vmware

o0ecneueHue He0OX0AMMOE ISt
padoTthl Ha /D, BriIOUan
NpOrpaMMbl COBMeCTHOI padoThl




HA/l TOKyMEHTaMH, 00JIauHbIe
XpaHUJIMIIA, cienuduyeckne
NporpamMmMbl He0OXO0AMMBbIE 1JIl

Workstation, Vmware Remote Console)
[Tpu ucnons3oBaHuM yaaneHHONW UHGpacTpyKTypsl: [Iporpamma
s ynanenHoro noakmoueHus (OpenVPN, Cisco AnyConnect,

Huawei SecoClient u mpouee)
peaau3anum 3aaanus 19

YcioBusi OKa3aHUs IOMOIIHU B
YCTAHOBKe U 00y4eHus padore ¢
NMPOrpaMMHBIM 00ecreuyeHueMm,
TEXHUYECKOH MOJAeP:KKH BO
Bpemsi npoBeaeHus /19

OT 5uua KOMIIETEHIMH OINyOJMKOBAaHbl MHCTPYKLHMM 10
YCTAaHOBKE U HACTPOIKE BCEro MpOrpaMMHOI0 0oOecledyeHHUs, B
cillyua€  BO3HUKHOBEHHS  CIIO)KHOCTEH, aKTHUBHO  BeJeTCs
oOuienue B Tenerpam-kaHajie KOMIETEHLIUN

2. Oco0blii IJIaH MPOBeIeHHUsI IeMOHCTPANIMOHHOTI 0 SK3aMeHa (IIPUMEP)

Meponpusitue
e IIpumepHoe
BpeMst HeiicTBUSA IKCIIEPTOB JeiicTBUS y4ACTHMKOB 3K3aMeHa
JlesTenbHOCTh  OCYIIECTBISIETCS COTJIACHO NYHKTY S «JlomonHUTEIbHBIE — YCIOBUSY,
ONKMCAaHHOMY B JJaHHOM JOKYMEHTE
Pabora ¢ s3xcnepramu /1D
1. Tlomyuenue IJIABHBIM
3KCHEPTOM 3a1aHUs
JEMOHCTPALIMOHHOTO  JK3aMeHa
(manee J13).
08:00 — 08:30 | 2. Pabora B cucreme 1o mposepke K paBoTe He IPUBEKAIOTCH
MPaBUILHOCTH BHECEHHBIX
JTAHHbIX.
3. T'enepupoBaHue  MEPBUYHOTO
MpPOTOKOJIa O  OJIOKUPOBKE
CXEMBI OLIEHKH U3 CUCTEMBI
1. Ilpoepka oOopymoBaHud U
NOAKIIYEHNH  TexXHUYecKuM
IToaroros
skcneptom / IT sxcieprom
UTeIbHbI 2. IlpoBenenue perucTpanuu
— TJIaBHBIM 3KCIEPTOM JMHEMHBIX
skcnepToB /IO Ha BBIOpaHHOM
C-1! SIIEKTPOHHOM peCypce:
2.1. TectupoBaHHe 3KCIEPTHOM
rpynmnou paboTocrnocoOHOCTH
08:30 - 08:50 BBIOPaHHBIX AIIEKTPOHHBIX K paboTe He MpUBJIEKAIOTCS
pecypcoB
2.2. 3amonHeHWe W 3arpys3ka
JIOKYMEHTaIluU JKCIIEPTHOM
TPYIIION
1. Onosermienue IJIaBHOTO
JKCIIepTa O 3aBEpIICHUH U
pe3ynbTarax NpoBEPKH
2. TlonTeepxacHue I'maBHBEIM
9KCIIEPTOM T'OTOBHOCTH
08:50 — 09:20 | 1. TIpoBepka TIaBHBIM JKCIIEPTOM K paboTe He MPHUBJIEKAIOTCS

! Eciu TpebyeTcs, MOAroToBKa MOYKET HAYaThCs 32 HECKOJIBKO JIHEH 110 MpoBeieHus JleMOHCTPALMOHHOTO 3K3aMeHa

2




COBMECTHO C  TEXHHUYECKHUM
aIMUHUCTPATOPOM  TUIOIIAJKH
TOTOBHOCTb MECT JIMHEHHBIX
IKCTIEPTOB K OLICHOYHOI
JIESITENLHOCTH COIJIaCHO
HH(ppacTpyKTypHOMY JUCTY
KOJl 1.1 mo KoMIIETCHIIUU
«CeteBoe H CHCTEMHOE
aIMUHUCTPUPOBAHHED

CocraBnenue I'’IaBHBIM
OKCIICPTOM IIpOTOKOJIa 0
TOTOBHOCTH MECT OJOKCIIEPTOB K

hile)

09:20 - 10:00

[TpoBenenue TJIaBHBIM
DKCIIEPTOM HHCTPYKTaxxa
DKCIEepTHOM IpyMIibl IO OXpaHe
TpyJa U TeXHUKE 0€3011aCHOCTU

OTBeThI Ha BOMPOCHI JTMHEHHBIX
3KCHepTOB TJIAaBHBIM BKCHepTOM
C HCIIOJIb30BAaHHUEM PECYpCOB
ZOOM wunu ananor

3.1. Cioco0 nmoamucanus
3.2. Hcmonb3yembie pecypchbl
3.3.  Cnocob 3arpysku

3.

[IpoBepka TIJIaBHBIM 3KCHEPTOM
noxnuceir B IIporokone 06
osHakomsienun ¢ Thb u OT
JKCIIEPTOB c IIOMOUIBIO
pecypcos Google Drive,
Snnexc./Juck U po4ue
o0JauHble XpaHUJIMILA.

Pacnipenenenue TJIaBHBIM
IKCTIEPTOM  OO0SI3aHHOCTEH U
CYIEUCKUX poien 1o
MPOBEICHUIO iiC) MEKTY
YleHaMu DKCIEPTHOM IPYIIIIbI €
nomorniplo  pecypcos  ZOOM
WJIM aHAJIoT

5.1. Cnoco6 noanucanust
5.2. Ucnonb3yeMbie pecypchl
5.3. Criocob 3arpy3ku

5.

O3HakoMIIEHHIE JTMHEHMHBIX
JKCIEPTOB c MpaBUJIaMU
npoBeaeHus /9, oneHku padot
y4acTHUKOB [/|D B COOTBETCTBHUH
¢ 3amaamem KOJ[ 1.1 mo
komnereHmn  «CeTeBoe M
CHCTEMHOE
aJIMUHUCTPUPOBAHUE

Tloanucanune JKCIIEpTaMu
MIPOTOKOJIA OJIOKUPOBKHU

K pa60Te HC IIPUBJICKAIOTCA




KpUTEPUEB OICHKHU:
6.1. Cmnoco0 noanucanns
6.2. Hcnonb3yemsie pecypchl
6.3. Cnoco0 3arpy3ku

6. Pacmpenenenue TJIABHBIM
AKCTIEPTOM MEXKIY JHUHEHHBIMH
JKCIIEPTAMH  YYAaCTHUKOB  JIS
OCYIIIECTBJICHUS KOHTPOJISI 32
XOJ0M BBIIIOJHEHHS AMU
3aganus /IO B COOTBETCTBHHU C
KOJ 1.1 mno KoMIeTCHIUU
«CeteBoe H CHCTEMHOE
aIMUHHCTPUPOBAHUE» — HA
OJIHOTO JIMHEHHOTO DKCIIepTa He
0osee 3 Y4aCTHHKOB.

7. CocraBneHue MPOTOKONA O
pacnpeneneHuu YYaCTHUKOB
MEXIy AKCIIEPTaMHU TUIS
KOHTPOJIA 3a X0JIOM
BBIIIOJIHEHUS 3ajgaHus /1D B
coorBerctBuu ¢ KOJ[ 1.1 mo
koMmrereHmn ~ «CeteBoe  H

CHCTEMHOE
aJIMUHHUCTPUPOBAHUE»
Padora ¢ yuactHukamu 19
1. OrtBeTcTBEHHBIH oT
o0pa30BaTe/bHOI OpraHu3aluu
3a MIPOBEACHUE pliC)
OCYIIECTBIISIET ~ KOHTPOJIb 34
MOJIKJIFOYEHUEM BCEX

y4acTHUKOB /IO k BeIOpaHHOMY
pecypcy Google Meeting, wiu
Zoom-koHbepeHIus, WU
mo00i Ipyro UMEIOIIHicsS y

1. TlomkmodyeHne K  BBHIOpAaHHOMY
pecypcy B yKa3aHHOE BpeMsi

10:00 = 11:00 y4eOHOro  3aBEJEHHUS]  CEPBUC
Ui BUACOKOH(epeHLUH B
yKa3aHHOE BpeMsi
2. IlpuBercTBeHHOE CJIOBO
2. 3HAKOMCTBO C TJIaBHBIM IKCIIEPTOM
TJIABHOTO DKCIIEpTa
3. Pabora TEXHUUYECKOTO
aIMUHUCTpartopa tiomanku c | 3. Paborta c TEXHUIECKUM
ydacTHHKaMu /I3 mo oOyueHuto aJIMUHUCTPATOPOM IUIOIIAJAKH U C
pabote c BBIOpAaHHBIMU pecypcamu:
pecypcamu: ZOOM wunu ananor
3.1. ZOOM wunm aHaior
1. TI'maBHBI »SKCHEpT OOBACHSAET
TIOPSI/IOK perucTpaIu
YYaCTHHKOB 1. TIpociymmBamOT WHCTPYKIHIO TI0
11:00 - 11:30 JIEMOHCTPAIMOHHOTO DK3aMEHa. perucTpanuM 4epe3  BHIOpaHHBIH
2. IlIpoBepka JMYHOCTH c pecypc Google Meet
MTOMOIIIBIO CIIMYCHUS TAaHHBIX U3
CHCTEMBI " nacropTa




(ycrpanenue  ommbOOK, 1O
HEOOXOIUMOCTH).

I'maBHBI SKcnepT OOBICHAET
npouenypy 3aTI0JTHCHUS
NPOTOKOJA O PErHCTpalid |
3arpy3Ky ero Ha BbIOpaHHBIN
pecype Google Drive Tlposepka
[JIABHBIM OKCIIEPTOM MOJIUCEH

B [Iporokose perucrpauuu
YYaCTHUKOB a2 yepes
BBIOpaHHBIN pecypc
[IpoBepka JUYHOCTH c
MOMOIIBIO CIIMYCHUS TaHHBIX U3 2. Hewoncrpupysor ¢ TTOMOTIBIO Beb-
KaMephl uepe3 BBIOpaHHBIA pecypc
CUCTEMBbI u nacropra
(yeTpamemme  ommbox, o JIOKYMEHTOB, yIOCTOBEPSOLIIX
HEOOXOAUMOCTH). JTHHHOCTR
I'maBHBIA dKcnepT OOBICHSIET
— ATLOM IS 2.1. 3BanonHsioT HpOTOK_OJI 0
perucrpauu nytem Google Drive
MPOTOKOJIA O PETUCTpAllud |
. | 2.2.  3arpyxawot Ilpotokona Ha
3arpy3Ky 4epe3  BBIOpaHHBII 3 .
BeIOpaHHbIi pecypc Google Drive
pecypc
IIpoepka rnaBHBIM 3kcrepToM | 3. CooOleHHe TIaBHOMY 3KCHEPTy O
HoANMCen B IIpoTokoite 3aBEpLICHUN 3arpy3Ku
perucTpanyu y4acTHukos J1O HOJNMCAHHOTO  HPOTOKOJIA  Ha
4yepe3 BRIOpaHHBIN pecypc BeIOpaHHbIi pecypc Google Drive
[IpoBepka TIaBHBIM SKCIEPTOM
W JUHEWHBIMH  JKCIIEpTaMHU
COBMECTHO C  TEXHMYECKUM
aaMuHUCTparopoM  Twiomaaku | 1. TlogxmrouaroTcst B yKa3aHHOE BpeMs
TOTOBHOCTH MECT YYacTHHUKOB K KOH(EepeHIUH, CO3JaHHOM Ha
st ipoBeAeHust /1D cormacHo BbIOpaHHOM pecypce Google Meet,
UHPPACTPYKTYPHOMY JIUCTY U 10 OYepeu JAEMOHCTPUPYIOT yepes
mia”a 3actpoiiku KOJI 1.1 mo BeO-Kamepy Wi HHOE
komnereHiuun  «CereBoe U BUJICOYCTPOICTBO pabouee MecTo
CHCTEMHOE yuactHuka JID (3apaHee umwu
a/IMUHUCTPUPOBAHUEY NoAroToBjieHHOe, corinacHo WMJI u
(ocyrecTBisieTcst yepes I13 ykazanubix B KOJI 1.1)
BBIOpaHHBII pecypc) — Ha
11:30 - 14:00 Ka)kZ0ro ydvacTHuka gaercs 10
MHUHYT.
ITpoBepka OTBETCTBEHHBIM
JMHEHHBIM SKcHepToM (MOXXKHO
CaMOCTOSITEITEHO WA c
MIOMOIIBIO TEXHUYECKOTO
aIMUHHCTpaTopa  Iomanku) | 2. JlarloT  mocTym ¢ TOMOIIBIO
pabouero KOMIIbIOTEpa nporpamMmmbl  Vmware  Horizon
yuactHuka /1D (BBINONHSAETCS C Client
MIOMOIIIBIO, Hanpumep,
NIPOrPaMMBI COBMECTHOMN
ylaJeHHOU paboThI
TeamViewer win aHAJIOTHYHO# )
I'maBHbIN  9KkcnepT  odopmiisieT | 3.




MPOTOKOJI O TOTOBHOCTH MECT
YYaCTHUKOB K JID

[IpoBenenue TJ1aBHBIM
AKCTIEPTOM BBOJIHOI'O
HHCTPYKTaxa O TOpsSJIKE U
ocobeHHocTsax xoma JID 1o

[TpocinymuBarOT HMHCTPYKLHIO IO
perucTpalMu 4epe3 BbIOpaHHBIN

. . kommnereHnuu ~ «CeTeBoe U
14:00 - 14:30 1 pecypc Google Meet
CUCTEMHOE
aJIMUHUCTPHPOBAHUEY qyepes
BBIOpaHHBIN pecypc
OTBeTHl TIIABHOI'O JKCHEpTa Ha 3aparor BOIIPOCHI IJIaBHOMY
BOIIPOCHI YUaCTHUKOB AKCIIEPTY.
[IpoBenenue TJ1aBHBIM
JKCIIEPTOM HWHCTPYKTaxa
[IpocaymmBanue HHCTPYKTaxa I10
y4acTHUKOB J|D 1o oxpaHne
OXpaHe  Tpyda W  TEXHHUKE
TpyJa U TEXHHUKE OE30MacCHOCTH N
0e30MmacHOCTH 4Yepe3 BBIOpPAHHBIN
(ocyrecTBisiercst yepes
. pecypc Google Meet.
BeIOpaHHbIii  pecypc  Google
Meet)
Pa30op BO3HHMKIIMX BOMPOCOB
Pa300p BO3HUKIIINX BOIIPOCOB
OT y4acTHUKOB /1D
['maBHBIA dKCHEpT OOBACHSAET
14:30 - 15:00 npouenypy 3aI0JIHEHUS 3anonHsoT IIPOTOKOJI 00
MPOTOKOJIa 00 O3HAKOMIIEHUU C o3nakomsienud ¢ Thb u OT myrem
Th u OT u ero 3arpy3ky Ha Google Drive
BeIOpaHHbIi  pecypc  Google 3arpyxaroT Ha BbIOpaHHBIA pecypc
Drive B Hy»HBII pa3en Google Drive
[IpoBepka TIaBHBIM 3KCIIEPTOM
. Coo0mieHne riaBHOMY SKCIEPTY O
noanuceir B I[Iporokonme 006 B — SATDVSKH
osHakomsienun ¢ Thb u OT p Py
MOJAMUCAHHOTO  MPOTOKOJa  Ha
Y4aCTHUKOB i 6] qyepes 9 .
. BBIOpaHHbI pecypc Google Drive
BBIOpPAHHBIN pecypc
[IpoBenenue TJ1aBHBIM
9KCIIEPTOM  KepeObEeBKU  I10
pacrpenieNieHuo pabounx MecT,
O3HAKOMJICHHE YYaCTHHKOB C
o HaGmonenue / yyactue B mpoiiecce
rpa¢pukoM  paboOTBhI, WHOU
< XKepeObeBKM B 3aBUCUMOCTH  OT
JOKyMEHTaIUeH
OpraHu3aly rnpoiecca
(ocymiectBisiercs qyepes
BBIOpaHHBIH pecype) c
15:00 — 16:30 UCIOJb30BAHUEM  NPOTPAMMBI,
Hanpumep, Smart  Notebook

(nm anaJior).

3HaKOMCTBO C  OLEHOYHBIMH
MaTepuallaMd W 3a/IaHUEM ero
Ha BeIOpaHHOM pecypce Google
Drive, oTBeThl Ha BOMPOCHI OT
y4acTHUKOB 1D

3HAKOMCTBO C OIICHOYHBIMH
MaTepualaMd W 3aJlaHueM Ha
BeIOpaHHOM pecypce Google Drive,
BOIPOCHI TJIABHOMY SKCIIEPTY

I'maBHBI 3KcnepT OOBSICHSET
IpOLEAYPY 3aI0JIHEHUs

3anonHsoT MIPOTOKOJ 00
osHakomsieHnu ¢ Thb u OT nyrtem
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MIpOTOKOJIa O pacnupCaACICHUN

Google Drive

pabounx MecT U O3HakomJIeHHs | 4. 3arpykaroT Ha BBIOPAHHBIA pecypc
YYaCTHUKOB C JOKYMEHTAIHCH, Google Drive
obopynoBaHueM U paboOYUMU
MECTaMH M €ro 3arpy3ky Ha
BbIOpaHHbIE  pecypc  Google
Drive
[IpoBepka TJIaBHBIM 3KCHEPTOM
noanucerr B IIporokone o
pacnpenenenuu padbounx mecT v | 5. CooOlieHue IJIaBHOMY JKCHEpPTy O
O3HAKOMJICHUSI YYaCTHHKOB C 3aBepIICHUH 3arpy3Kku
JOKYMEHTaIueH, MOJAMUCAHHOTO  MPOTOKOJa  Ha
o0opyaoBaHneM U pabounMu BeIOpaHHbIi pecypc Google Drive
MECTaMH 4epe3  BbIOpaHHBIM
pecype Google Drive.
['maBHBIA dKCHEpT OOBACHSAET
npouenypy 3aIOJTHECHHS
MPOTOKONIa 00 O3HAKOMIICHHUH
6. 3amosHAIOT ~ TPOTOKON  IyTeM
YYaCTHUKOB .
Google Drive
JEMOHCTPAIIMOHHOTO  JK3aMeHa .
7. 3arpykarT Ha BBIOpaHHBIN pecypc
mo craHgapram Bopiaackuiuic .
Google Drive
Poccus c OLICHOYHBIMU
MaTepHallaMH U 3aJJaHUEM U €ro
3arpy3Ky Ha BEIOpaHHBIN pecypc
[IpoBepka TJIaBHBIM JKCIIEPTOM
noanuceir B IIporokonme 006
03HAKOMJICHUHT YYaCTHUKOB
8. Coo0mieHue riaaBHOMY 3KCIEPTy O
JIEMOHCTPAIlMOHHOTO  JK3aMeHa
3aBepIICHUH 3arpy3Ku
mo craHgapTam Bopiackumic
MNOJANMCAHHOTO  NPOTOKOJNAa  Ha
Poccus c OLIEHOYHBIMH " .
BeIOpaHHbIi pecypc Google Drive
MaTepuallaMH 1 33JaHieM Yepe3
BeIOpaHHbIl  pecypc  Google
Drive
3HaKOMCTBO JTUHEHHBIX
9. 3HAaKOMCTBO C  3aKpEIUICHHBIMH
HKCIEPTOB C 3aKPEIUICHHBIMU 32 o
JTUHEHHBIMU dKCIIEPTaMU
HUMU ydacTHHKamu J1D
Pabora rmaBHOTO SKCHEpTa Han
16:30 MIPOBEPKOM BceX MpOoTOKouoB 3a | 10. OTKiIroueHHe OT BUEO CBSI3U
«[ToATOTOBHUTENBHBIA JCHB»
IIpousBenenne  TexHuueckuM | 1. Ilogkirouenue ywactHukoB [ID u
aJIMAHUCTPATOPOM  TUIOIIAIKH TECTHPOBAHUE CTaOMIIHOCTH
TIOJIKITFOUEHUS CBSI3U c CUTHaJa c TEXHUYECKUM
08:00 - 08:30 yY4aCTHHUKaAMH a5 aJIMUHICTPATOPOM TUTOTIIA KA
(ocymecTBisieTcs yepe3 (ocymecTBisercs yepes
BbIOpaHHBI  pecypc  Google BeIOpaHHBIi pecypc Google Meet)
Henb 1 Meet)
[IpomsBenenne  texumdeckuMm | 1. Tlomkmrouenne ydactHukoB J1D m
aJIMUHUCTPATOPOM  TUIOINAIKH TECTUPOBAHUE CTaOMIIBHOCTH
08:30 — 09:00 TTOTKITFOUCHUS CBSI3U c CUTHaJIa c TEXHUIECKUM
' ' SKCHEepTaMH u TJIaBHBIM aJIMUHHUCTPATOPOM TIOIIAAKU
AKCIEPTOM IiC (ocymecTBisieTcs yepes
(ocymectisieTcs yepe3 BBIOpaHHBIH pecypc)
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BBIOpaHHBIN pecypc)

[IpoBenenue IJIaBHBIM
JKCIIEPTOB U JIMHEVUHBIMU
IKCTIEpPTaMH MPOBEPKU PabOdInX

V4acTHUKA JEMOHCTPUPYIOT
pabouee MecTo yepe3 BHIOpPAHHBIN
pecypc Google Meet u paGouwmii

MECT Y4aCTHUKOB KOMIIBIOTEp  4epe3  IMporpammy
3anoiHsAIT MPOTOKONI MyTEeM (BBIMTOTHSIETCSI c MOMOIIbIO,
Google Meet HarpuMmep, pOrpaMMBbl
3arpyxaloT Ha  BbIOpaHHBIN COBMECTHOM yJIaJeHHOH paboThl
pecypc TeamViewer win aHaJIOrHYHOM)

I'maBHBIA  SKCOEPT MNPOBOJUT
uHctpyktax no Thb u OT nns
YYaCTHUKOB U dKcrepToB 9.

[Tonnucanue IPOTOKOJIA 00
ozHakomsienun ¢ Tb wu OT
y4acTHUKOB [[9:

09:00 - 09:30 3anoyHAIT TPOTOKOJ  IyTEM 3amoMHAOT  MPOTOKON  IMyTEeM
Google Drive Google Drive
3arpyxaroT Ha  BBIOpaHHBIH 3arpyxatoT Ha BBIOpaHHBII pecypc
pecypce
O3HakomiieHHE C 3aJaHUeM | [TpocmymuBanue UHCTPYKIUU
IIpaBUJIAMH, 03BYUYHUBaeTCs 4yepe3 BbIOpaHHBIH pecypc Google
[JIaBHBIM ~ DKCIEPTOM  4epe3 Meet, npocmoTp amroputma 33 B
09:30 - 09:40 BeIOpaHHbIi  pecypc  Google BUJE JIOKYMEHTa Ha BBIOpaHHOM
Drive, otkpbiBacTcs B BHUjE pecypce Google Drive
JOKYMEHTa Ha  BBIOpAaHHOM
pecypcee
BpuduHr ydacTHMKOB: OTBETHI bpuduHr y4acTHHKOB: OTBETHl Ha
Ha BONPOCHI (OCYIIECTBIISCTCS BOMPOCH  TJIABHBIM  HKCIEPTOM
4epe3 BHIOpaHHBIN pecypce) (ocyriecTBisieTcs yepes
[Nonkmouenne qyepes BBIOpaHHBII pecypc)
09:40 - 10:10 Iporpammy COBMECTHOM OTKpBbITHE TOCTYIIa OTBETCTBEHHBIM
ynaineHHod pabotel Vmware JKCIEpTaM  4epe3  MpPOrpaMmy
Horizon Client x pabGounm COBMECTHOW yNaJ€HHOH paboThI
KOMIIBIOTEpAM  3aKpPETUICHHBIX Vmware Horizon Client
YYaCTHUKOB
CrapT Ha Ha4ajao BBIOJHEHHUS Y4acTHUKH MPUCTYTIAIOT K
3aJJaHMs J1aeT TJaBHbBIM HKCHEpPT BBIMTOJIHEHUIO  33/JaHUSl  COTJIACHO
yepe3  BBIOpAaHHBIH  pecypc KOl Nell mo xommeTeHIuu
Google Meet «CereBoe u CHCTEMHOE
JIuneitnbie JKCIIEPTHI aIMUHHACTPUPOBAHUE»
10:10-12:10 HaAOIOIAI0T 32 3aKPETIEHHBIMU
yuacTHuKamMu J1D (¢ momorisio
MIPOrpamMMbl COBMECTHOM
yIoajieHHol  paboTel,  dYepes
BeIOpaHHBI ~ pecypc  Google
Meet)
TexHu4ecKuil  agMUHUCTPATOP IIpoBepka BBINIOJIHEHHBIX 3aJaHUN
TUTOIIAJIKA TI0 HEOOXOAUMOCTH Ha BBIOPAaHHOM peCcypce — CKPHIITHI
obecrieynBaeT TEXHUYECKYIO aBTOIIPOBEPKH u 3arpyska
MOJIICPIKKY pe3yIbTaTOB MPOBEPKU HA PECYPCHI
12:10 -13:10 I'maBHBII JKCHEepT Google Drive
o0ecrnieuyrBaer KOHTPOJIb Coo0mieHne riaaBHOMY SKCIEPTY O
OKOHYaHUs BBITTOJIHEHHS 3aBepIICHUH OTIIPABKHU
3aJaHHs BBITTOJIHEHHOTO 3/1aHUS
OOeneHHBIM  mepepblB ISt




Y4aCTHUKOB

1. Crapt Ha Hayano BBINOJIHEHUS
BTOPOM YacTH 3aJaHus JaeT

1. VYyacTHUKM NPUCTYMAIOT K
BBITIOJIHEHUIO BTOPOM YacTH

rJ1aBHbBIN AKCIEPT yepes 3amanus cormacHo KOJI Nel.l
BeIOpaHHbII  pecypc  Google 1o komrnereHuu «CereBoe 1
Meet CHUCTEMHOE

13:10 — 15:10 2. Jlunelinsie JKCIIEPThI aIMUHUCTPUPOBAHUE»
HaOJI0AAI0T 32 3aKpEeIUICHHBIMU
yuacTHuKaMu J1D (¢ momoribio
IIPOrpamMMBbl COBMECTHOM
ylaneHHoW  paboThl,  4epes
BeIOpaHHbIE  pecypc  Google
Meet)

1. TexHuueckuii agMUHUCTPATOP [IpoBepka BBINOJHEHHBIX 3aJaHUN
IUIOLIAIKU TI0 HEOOXOIMMOCTH Ha BBIOPAaHHOM pecypce — CKPHIITHI
obecrieunBaer TEXHUYECKYIO aBTOIIPOBEPKHU U 3arpyska
MOJIICPIKKY pe3yJIbTaTOB MPOBEPKU HA PECYPCHI

15:10-16:10 | 2. T'naBHBII 9KCIEPT Google Drive
obecrieynBaeT KOHTPOJIb Coo0uieHue riaBHOMY SKCIEPTY O
OKOHYaHUs BBITOJIHEHUS 3aBepILECHUU OTIIPABKHU
3a/laHus BBITIOJIHEHHOTO 33/1aHUS

3. IlepepslB ajsl y4aCTHUKOB

1. Crapr Ha Ha4ajgo BBINOJHEHUS Y4acTHUKH HPUCTYHAIOT K
TpeThel wyacTu 3aJaHus JaeT BBIMIOJIHEHUIO  TpeThe  vactu
TJIaBHBIN AKCIEPT yepes 3aganus cornmacHo KOJI[ Nel.l mo
BeIOpaHHbIi  pecypc  Google KOMIIETEHIIH «CereBoe U
Meet CHCTEMHOC aAMUHUCTPUPOBAHUECY»

16:10 — 18:10 2. Jlunelinsle DKCIIEPTHI
HaOJII0/IAaI0T 32 3aKPEIIEHHBIMU
y4yactHukamu /19 (¢ momoribio
IIPOrpaMMBbI COBMECTHOMN
ylajleHHoW  paloTel,  dyepe3
BbIOpaHHBIE  pecypc  Google
Meet)

1. IloxBeneHue WUTOrOB, BHECEHUE
IJIaBHBIM 3KCIEpTOM OayioB B
CIS, OJIOKUPOBKA, CBEpKa
0aJuIoB, 3aMOJIHEHHE HUTOI'OBOTO
MIPOTOKOJIA

2. llommucanue  mpoToKONAa O
OJIOKHPOBKH OIIEHOK

2.1. Jluneiinble AKCIEPTHI

1810 — 20-00 | 3AHOIHSAIOT [TpoTokon 0 i

OJIOKMPOBKH  OIICHOK, nyTeM

Google Drive.

2.2. JluHeiiHble AKCIEPTHI

3arpyxarot MIPOTOKOJI Ha

BBIOpaHHEIA pecypc Google Drive.

3. CooOuenue TJIABHOMY
IKCIIEPTY 0 3aBepILECHUH
3arpy3Ku 3aI0JIHEHHOT O
NPOTOKOJIAa  HA  BBIOpaHHBIN




pecypc
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3. Heramu3anusi HHPPACTPYKTYPHOIO JIUCTA U 00yCTPOIicTBA paGounX MeCT YYACTHHUKOB
3k3ameHna u 3kcnepToB (IIPUMEP)

1. Cron
2. Cryn
3. TlepconanbHblii KoMIbOTEp (HOYTOYK, MOHOOJOK HIIH
aHaJor)
4. KoMmnbrOTepHas MBIl
5. Haymnuku ¢ MUKpohOHOM
6. TexHu4eckoe CPEICTBO JUIS 3aIllCU BUACOPOIIHKA, (eciu
Tpebyercs)
7. llporpammuoe  obecnedeHwe  JUIS  BO3MOXKHOCTH
yIQJICHHOTO MOJKITIOYEHHUS K KOMIIBIOTEPY
8. Bupryanenbiii  auck  (00mako) — NPHUBSI3AHHBIA K
ANEKTPOHHOM MMOYTE
9. Tlporpamma oHIAMH YaT
OcHamenue padouero mecra | 10. [Iporpammuoe obecrieueHue
YYacTHHKA IK3aMeHa 10.1. Vmware Workstation
10.2. OBS, Veyon Client
10.3. Google Chrome
11. CurHanpHble  KapToukd  (OKa3aHMs ~ [OMOLIM B
9IICKTPOHHOM BapHUaHTE)
12. nTepHeT (CKOpPOCTH Mepenaun AaHHbIX He MeHee 5 Mb
(pexomenyemoe 100 Mb))
13. Kannensapckre ToBapsl (pydka, KapaHjaall, JHHEHKa,
HOXXHUIIBI, MAJIIPHBINA CKOTY, Oymara A4)
14. Pa3mep "30HBI AeMOHCTpaluu" He MeHee 2M*2M
15. loctyn k OHJIaifH pecypcaM COBMECTHOM paboThbl
15.1. Google Meet
15.2. Google Drive
1. Cron
2. Cryn
3. TlepconanbHblii KOMIbIOTEp (HOYTOYK, MOHOOJIOK WM
aHaJjIor)
4. HaymHuku ¢ MUKpoOHOM
5. Unrepner mwmun Wi-fi (ckopocTe mepenaunm NaHHBIX He
meree 5 Mb (pexomenayemoe 100 Mb))
OcHamenue padovyero mecra
6. IIporpammuoe obecrieueHue U ero PyHKINU
IJIaBHOT0 IKCIepPTa 7. -Veyon Server
8. -.Vmware Workstation
9. -. Google Chrome
10. IIpunTep / ckanep u T.nI.
11. Kannenspckue TOBaphl (pyyka, KapaHpaall, JHHEHKa,

CTeriep, CKOOBI, HOXKHHUIIBI, MAaJSIPHBIA CKOTY, bymara
A4, ¢aiubl, nanka CKOPOCIINBATEIb)
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12. TocTyn K OHJIaliH pecypcaM COBMECTHOM paboThl
12.1. Google Drive
12.2. Google Meet

1. Cron

Cryn

3. IlepconampHblii KOMIBIOTEp (HOYTOYK, MOHOOJIOK HIIH
aHaJIOT) — 10 KOJIMYECTBY Y4aCTHUKOB JID

no

4. HaymHuku ¢ MUKpO(HOHOM
5. Unrepner umun Wi-fi (ckopocTs mnepenauyn JaHHBIX HE

M 100 M
Ocnamenne pagounx wecr menee 5 Mb (pexomenayemoe 100 Mb))

. 6. IIporpammuoe obecnieueHue u ero GyHKIUU
YJICHOB JKCIIEPTHOM I'PYIIbI

6.1. .Vmware Workstation
6.2. Veyon Server
6.3. Google Chrome
7. Jloctyn K OHIIAliH pecypcaM COBMECTHOM pabOThI
7.1. Google Drive
7.2. Google Meet
8. 8. Kanunenspckue ToBapsl (pyuka, KapaHjaalil, JHHEHKA)

4. YcaoBus pa6orel 3xcnepTHoii rpynnsl (IIPUMEP)

1. DkcnepThl 3aKpeIUISIOTCS 338 ydacTHUKaMu (He Oosiee 3 y4acTHHKOB Ha OJIHOTO JIMHEHHOTO
9KCIIEPTa) C 1IENbI0 KOHTPOJIsSI BBIMOIHEHHS 3aaHus (ocyiiecTBisercs yepe3 pecype Google
Meet).

2. TIpocMOTp IEMOHCTPUPYEMbIX Y4YacTHHKOM 3aJaHuii 4epe3 BblOpaHHBIH pecypc Google
Meet.

3. Orenka paboT y4acTHHKOB uepe3 BeIOpaHHbIl pecypc Google Meet.

4. B 3aBUCUMOCTH OT KOJMYECTBA YYAaCTHHKOB JEMOHCTPAIIMOHHOTO OJK3aMEHa MOXKET
YBEIIMYUBATHCS BPEMS Ha MTPOCMOTP U OLIEHKY pabOT y4aCTHUKOB.

5. Mudopmanus mo O3 B Bujie TOKyMEHTa PacIoiokKeHa Ha BeIOpaHHOM pecypce Google Drive,
JOCTYT K KOTOPOH OCYIIECTBIISIETCS TIIABHBIM 3KCIIEPTOM.

5. HMonoanurejabHbie ycaosusi (IPUMEP)
5.1. TpeGoBaHusl K 0TOOPY JIMHEHHBIX IKCIIEPTOB:
1. Hamuuwme ycTOWYMBOTO MHTEPHETA HA MECTE TIPOBEICHHSI OL[CHKH

N

CBob6osHoe nonb3oBanue [1K
3. Hanmuue tpeboBanmii cormacao WSR
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5.2. llesaiteabHocTh B pamkax /[ (ITIPUMEP)

HaumeHoBaHMe 1eSITEJIbLHOCTH

Jlam

c3|c2|c1]cL|c2

5.2.1. OO0s13aHHOCTH IJIABHOT0 IKCIIepTa
1. PabGota mo moArotoBke paboYMX MECT JTMHEHHBIX IKCIIEPTOB U
YY9acCTHUKOB, coriiacHo mH(ppactpykrypHoMy nucty KOJ[ 1.1
o KOMIIETCHLIUU «CeteBoe u CHCTEMHOE | ¢ X
aJIMUHUCTPUPOBAHUE» C TEXHUYECKHUM aJAMUHUCTPATOPOM
IUIOIAAKM M OTBETCTBEHHBIM  OT  00pa3oBaTesIbHOU
opraHusanuu 3a nposeaenue 10
2. TloarotoBka W mepejaya KOHTEHT-TIAIIKK B COOTBETCTBUH C
KOJ 11 mno xommereHimu «CeTeBOE W CHCTEMHOE
aJIMUHUCTPUPOBAHUE» JUIA 3arpy3Kd Ha BBIOpaHHBIA pecypc
Google Drive texHrYeCKOMY aJIMUHACTPATOPY IUIOMIAIKY
3. llpemocraBieHue TEXHHYECKOMY aIMHUHHUCTPATOPY IJIOLIATKU
MaTepuaabl JUIS 3arpy3ku Ha BeIOpaHHBIH pecypc Google
Drive:
3.1.  unctpykuus o Tb u OT,
3.2. TJIaH 3aCTPOUKH TUTOIIA IKH,
3.3. SMP, X
3.4. TEXHAYECKOE OIMMCAaHNE KOMIIETECHIINH,
3.5.  umHbpacTpykTypHSBI mUcT corinacHo KOJI 1.1
3.6.  obpazen KO/ no xommerenunn «CeTeBOE U CHCTEMHOE
aJIMUHUCTPUPOBAHHE»,
3.7.  KOIEKC 3THKH.
4. Cospmanne Google / owmaitn ¢opm / apyrux pecypcoB Iyis
mpoBefeHusT omeHouHo nearensHocTH mo KOJ 1.1 mo
KomreTeHIuu «CeTeBoe U CUCTEMHOE aIMUHUCTPUPOBAHHUE»
5. Tlposepka nannbix B cucreme CIS X
6. IloaroroBka mporokosioB (Ha Bce aHHM [ID) M CHUTHAJIBHBIX
KapTOYeK: X
6.1.  IPOTOKOJIBI JJIsk SKCIIEPTOB
6.2.  TPOTOKOIBI /I yIaCTHUKOB
7. lloaroroBka NOpPOTOKOJa O TOTOBHOCTH MECT SKCIEPTOB H
ygacTHHKOB K JID B coorBerctBumM ¢ KO/ 1.1 xommereHImu X
«CeTeBo€ U CUCTEMHOE aIMUHUCTPUPOBAHUE
8. Opranmzamust  pabOTBl ~ COBMECTHO  C  TEXHUYECKUM X X
aJIMUHUCTPATOPOM TLIONIAIKU IMHEWHBIX SKCIIEPTOB
9. Peructpauus riaBHBIM JKCIIEPTOM JMHEHHBIX 3KcnepToB D X
(ocymecTBisieTcst uepes BHIOpaHHBIN pecypc)
10. Perucrpanusi  TJIaBHBIM ~ JKCIEPTOM  ydYacTHHUKOB  JID X
(ocymecTBisieTcst uepes BEIOpaHHBIN pecypc)
11. IlpoBenenue raBHBIM 3KcniepToM HHCTpYKTaxa mo Th u OT ¢
JMHEHHBIMH dKciepTaMu (OCYIIECTBISIETCS Yepe3 BBIOpaHHBIH
pecypc)
12. TIpoBenenue rinaBHLIM dKcriepToM nHCTpyKTaxa mo Th u OT ¢ X
yuactHuKamu /1D (ocyecTBisieTcs: uepe3 BRIOpaHHbINA pecypc)
13. [IpenocraBieHre TEXHUYECKOMY aJIMHUHHCTPATOPY IUIOMAAKH | X

13




MaTepHaIbl 10 3aJaHuI0 IS 3arpy3KH Ha BRIOpAHHBIA pecypc
Google Meet

14.

Pacripenenierre  TIIaBHBIM =~ JKCIIEPTOM  OOSI3aHHOCTEH 110
npoBefieHnI0 /1D Mexay uwieHamMu OKCHEpTHOW TPYIIIBI
(ocymiecTBisieTcss 4epe3 BBIOpaHHBIA pECypc), 3alOJHEHHE
IIporokona o pacmpenenenun cyneiickux poseir B Google /
oHJaiH Gopm / Ipyrux pecypcos hopme

15.

PacripeniesieHne TJIaBHBIM JKCIEPTOM MEXKIY OKCIEpPTaMU
YYaCTHUKOB Ul HAONIONEHHS 3@  BBINOJHEHHEM
9K3aMEHAIIMOHHOTO 3a/IaHUsI C TIOMOIIBI0 Tporpammel Google
Meet (ocymecTBisieTcst uepe3 BEIOpaHHBIN pecypc)

16.

17.

O3HakOMIJIEHHE YYacTHHUKOB J/ID c 3amaHneM B COOTBETCTBHU C
KO/I 1.1 xoMmeTeHIHH
«CeTeBoe M CHCTEMHOE aIMUHHCTPHUPOBAHHEY

18.

[IpoBeneHue xepeObEBKHM MO PACHPEICIICHUI0 PabO4YUX MECT
yuacTHUKOB J[D (ocymiecTBisercs yepe3 BRIOpaHHbIH pecypc, ¢
nomoInkio nporpammel Google Meet)

19.

O3zHakoMJICHHE YYaCTHUKOB c JOKyMEHTAaIueH,
000py10BaHKEM M PabOYNMK MeCTaMH (OCYIIECTBIISCTCS Yepe3
BBIOpaHHBIN pecypc, Ha BbiOpaHHOM pecypce Google Meet +
VPN-cepBHCBI M  HACTPOCHHAs yNAJICHHOM  ILIOMIAJKOMN

uH(pacTpyKTypa)

20.

19. OznakomieHne y4acTHHKOB JID C CaHKOMAMH TIpH
HECOOJTFOICHUH MpaBWII TipoBeacHus 10

21.

Oznakomiienrne yq9acTHUKOB ¢ 30% W3MEHEHUs 1Mo 33/IaHUI0 B
cootBerctBun ¢ KOJI 1.1 kommereniuu «CereBoe U
CHCTEeMHOE aJMHUHHCTpUpoBaHue» (depe3 BBHIOpPAaHHBIN pecypc
Google Meet)

22. Coop npoToKoioB B JieHb C-1:

22.1. «IIpoToko.sl IkcnepToB aeHb C-1»

22.2.  IIpoTOKOJ perucTpamuy 3KCIepToB,

22.3. Tpotokon Thb u OT 3kcrepros,

22.4.  TlpoTtokon pacmpeneneHus CyIelCKuX polie,

22.5. TIpoTokoi 0 TOTOBHOCTH Pabo4MX MECT y4acTHUKOB [0,
22.6. IIpoTokoia GIOKUPOBKH KPUTEPUEB OICHKH.

22.7. «IIporokoasl yuacTHukos /I C-1»

22.8. IIpoTokoin perucTpaniy y4aCTHHKOB

22.9. IIporokon Th u OT yuacTHUKOB

22.10. TIpotokon pacmpeneneHus pabodunx MeCT H O3HAKOMIICHUS
YYaCTHHKOB C JIOKyMEHTAaIluel, 00OpyJoBaHHEM W pabouuMu
MeCTaMu

22.11. TIpotokon 00 03HAKOMJIEHUH YYaCTHHUKOB

ACMOHCTPALIMOHHOTO 3K3aMCHa 110 CTaHJapTaM BOpJ'II[CKI/IJ'IJ'IC

Poccus c OIICHOYHBIMU MaTE€pHraiaMU U 3alaHUEM

23.

23.1.
23.2.
23.3.
23.4.

Co6op mpoTokosoB B geHb Cl:

«IIpoToK0bI IKCepTOB AeHb C1»

[Iporoxon Th n OT skcriepToB

[IpoToxos 0 TOTOBHOCTH pabOYMX MECT YIaCTHHUKOB /1D
[Iporokosn yuera BpeMeHH
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23.5. HTOroBblii MPOTOKOJ OJOKHPOBKH
23.6. «IIporokoasl yuactHukoB /19 Cl»
23.7. TIpotokon Th u OT y4acTHHKOB

24. 3anecenue oreHoK B cuctemy CIS

25. Opranuzaiysl CBEpKH BHECEHHBIX OIICHOK OTBETCTBEHHBIM OT
00pazoBaTeNbpHOM OpraHm3aIuy 3a nmposeaeHue 19

26. brokupoBKa KpUTEpHEB OLIEHKU

27. TloaroroBka OTUETa IO MUTOTY MPOBeeHUs /[ B COOTBETCTBUH
¢ KOO 1.1 xommerennmun «CeTeBoe M CHCTEMHOE
aJIMHUHUCTPUPOBAHUEY

5.2.2.00s13apH0CcTH TexHn4yeckoro axMmuHUu

pa mwio

IHaaKn

1. Co3nanue BeTku Ha BbIOpaHHOM pecypce Google Drive mms
npoBeaeHus [, HeoOXoaMMEBIe pa3aeIib:

1.1. pa3aen 1. «HopmaTHBHBIE JOKYMEHTBHI» BKIIOYAET

clenyromme AOKYMEHTH: HHCTpykmms mo Tb u OT, mman

3aCTPOHKH IUIOMIAAKH, SMP, Texunueckoe OIIMCaHueE

KOMIIETEHIINY, WHQPacTpYKTypHBIA mucT cormacho KOJ 1.1,

Meronuka mpoBeaeHus /O, obOpazenr KOJl mo kommeTeHmHn

«CeTreBoe ¥ CUCTEMHOE aIMUHUCTPUPOBAHUE», KOJEKC ITHUKH,

1.2. pa3nen 2. «3apanue /19 B coorBercTBuu ¢ KOJI _mo 1.1

komnereHuuu «CereBoe M CHCTEMHOE aJAMUHHMCTPHPOBAHUE:

3arpy’KaeTcs II1aBHBIM dKCIIEpTOM B eHb C-1;

1.3. pa3nea 3. «<PagoTbl IK3aMeHyeMbIX»

1.4. pa3zzaea 4. «IIpoTokoJibl 3kcnepToB AeHb C-1»

1.4.1. Orser na 3amanue Ne 1 «[IpoTokon permcrpanuu

JKCTIEPTOB»

1.4.2. Ortser Ha 3amanue Ne 2 «[Ipotokon Thb u OT skcnepToB»

1.43. Ortser Ha 3amanme Ne 3 «[IpoTokon pacnpeneneHus

CyEUCKUX posen»

1.4.4. Ortger Ha 3amanue Ne 4 «I[IpoTOKOI O TOTOBHOCTH pabovnx

MECT y4aCTHUKOB [I9»

1.5. pazaea 5. «IIporokosbl yuactaukos /[J C-1»

1.51. OrBer Ha 3amanue No 1 «IIporokonm perucrpauuu

YYaCTHUKOB»

1.5.2. Ortger Ha 3amanue Ne 2 «[Ipotokon Th u OT y4yacTHHKOB»

1.5.3. Oter na 3amanme Ne 3 «IIporokonm pacmpeneneHus

pabounx MecT M O3HAKOMJIEHHSI YYAaCTHHUKOB C JOKYMEHTAaLUEH,

00opyZoBaHKEM M PaOOYMMH MECTaMU»

1.5.4. Ortser nHa 3amanue Ne 4 «[Iporoxon o0 03HaKOMIIEHHH

YYaCTHUKOB JICMOHCTPAIMIOHHOTO DJK3aMeHa [0 CTaHAapTaM

Bopaackuic Poceunst ¢ oieHOYHBIMU MaTepualiaMi U 3a1laHUeM»

1.6. pasnea 6. «IIpoTokoJibl 3xkcnepToB AeHb C1»

1.6.1. Ortger Ha 3amanue Ne 1 «[Ipotokon Th u OT skcrieproB»

1.6.2. Ortser Ha 3aganue Ne 2 «IIpoToKOI 0 TOTOBHOCTH pabodnx

MECT YYaCTHUKOB J[O»

1.6.3. Ortger Ha 3amanue Ne 3 «[IpoTokoI yuera BpeMeHN»

1.7. pasnea 7. «IIporokoJibl yauacTuukos /13 Cl»

1.7.1. Ortger Ha 3aganue Ne 1 «[Ipotokon Th u OT ygacTHUKOB»

1.7.2. OtBer Ha 3amanue Ne 2 «lIpoTokon pacnpeneneHus
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pabounx MECT M O3HAKOMIICHHS YYaCTHHKOB C JOKYMCHTAIIHCH,
o0opyoBaHUEM U PA0OYUMU MECTaMM»

2. 3arpy3ka JIOKYMCHTOB, NPHCIAHHBIX TJAaBHBIM JKCIIEPTOM B
yKa3aHHbIE pa3/ienbl Ha BEIOPaHHBIN pecype

3. Co3pmanue JUYHBIX  KaOWHETOB.  TJAaBHOMY  OKCIEPTY,
y4acTHHUKaM M JTUHEWHBIM dKcrieptam J[0.

4. TlpenocraBieHHE MOCTYIAa K JUYHOMY KaOHHETY: TJIaBHOMY
9KCIIEPTy, YYaCTHHKAM W JIMHEHHBIM dKcmepram [
(ocymiecTBisieTcs myTeM PacChUIKA Ha e-mail
IPEIOCTABICHHBIC OTBETCTBEHHBIM OT  00pa3oBaTeIbHON
opraHu3aluy 3a nposenenue 1)

5. Ocnamenne pabo4nx MeCT YYaCTHUKOB, THHEHHBIX IKCIIEPTOB
cornacHo  uH(pactpyktypuomy gucty KOJ 1.1 mo
KoMmreTeHIInu «CeTeBoe U CHCTEMHOE aJIMUHICTPHPOBAHKEY

6. IloaroToBka IMe4aTHOro Makera MpoTokosos (Ha Bce auu [19) u
CUTHAJIbHBIX KAapTOUYCK IMEPCOHAJIBHO JIA Ka)XKAOTI'O0 y4JaCTHHKaA
U JuHeiHOro H“Kcmepra mo JID (mpHchLIaeTCs TIIaBHBIM
IKCIIEPTOM)

7. TlpoBepka U MJONOJHUTENbHAas HacTpoika/ycraHoBka (1m0
HEOOXOMMUMOCTH)  MPOTPAaMMHOTO  OOecredeHus:  paboumx
KOMIBIOTEPOB Y4acTHUKOB J19D

8. IlpoBepka ® [ONOJHHUTENbHAs HACTpoiika/ycTtaHoBka (IO
HEOOXOMMMOCTH)  MPOTPAaMMHOTO  OOecredeHus:  paboumx
KOMIIBIOTEPOB I'NIaBHOI'O 3KCIICPTA U JIMHEMHBIX OKCIICPTOB

9. OOyuenme paboTe C MPOrpaMMHBIM OOECIEYeHHEM TIIABHOTO
3KCIIepTa U JIMHEHHBIX 3KcnepToB J[2

10. OOyueHue paboTe ¢ MPOrpaMMHBIM 00ECIICUEHUEM YYaCTHUKOB

Jiic]

11. O6yuenue pabote Ha BEIOpaHHOM pecypce Google Meet:

11.1. nwuHeliHeIM  Skcmeptam  (BXOX, CKauuMBaHWe — paboT
y4acTHUKOB [1D);

11.2. rnaBHbBIH 3kcnepT (BXOM, 3arpy3Ka JOKyMEHTOB, HACTPOWKa
BPEMEHH U KOJIMYECTBA BO3MOXHOTO MOTrpyeHus Qaitnos (oauH
pa3, oxauH (Gailn), CKpPHITHE JOKYMEHTOB 10 MOMEHTa
ounmansHoro Hauana /13, OTKpBITHE NOKYMEHTa, CKayMBaHWE
JOKYMEHTOB YYaCTHHKOB JUIsl TPOBEPKH 3amaHus /D).

12. O6yuenne pabore Ha BeIOpaHHOM pecypce Google Meet
yuacTHUKOB  (BXOJ, CKauyWBaHWE JOKYMEHTOB, 3arpyska
JIOKYMEHTOB, TIPOBEPKa 3arpyKEHHOTO IOKYMEHTA).

13. OOyuenue paboOThl Ha BBIOPAHHOM pecypce
TJIaBHOT'O 3KCIEPTA U JIUHEHHBIX 3KcnepToB 1D

14. OO0yuenune paboTBl Ha BBIOPAHHOM pecypce
y49acTHUKOB /IO

15. IlpoBepka COBMECTHO C TJaBHBIM 3KCIEPTOM TOTOBHOCTH
pabo4nx MeCT y4aCTHHUKOB W JMHEHWHBIX 3KCrepToB K D B
cootBerctBun ¢ KOJ[ 1.1 mo xowmmereniun «CereBoe U
CHUCTEMHOE aIMUHUCTPUpPOBaHKE» coriiacHo SMP

16. ObecnievyeHnEe TEXHUYECKOM MTOIEPIKKA IO HEOOXOAMMOCTH

17. C6op mpemocTaBIeHHOTO 000y I0BaHUS (€CITU TPUMEHIMO)
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18. OcymiectBnenne  cObopa,  XpaHeHWss W pa3sMEIICHHS
BUJIEO3aMMCEN POIeTyphl HOATOTOBKH U IpoBeaeHus 13

X

X

X

X

5.2.3. O0s13aHHOCTH OTBETCTBEHHOI'0 OT 00pa30BaTeIbHOI OPraHU3anuM 3a

nposenenue /19

1. TlpenocrarneHue HHPOPMAILIUY TTIABHOMY 3KCIIEPTY:

1.1. matel JIO m Ne KOJI, BbeIOpaHHBIA 00pa3oBaTEIbHOM
OpraHm3anued, KOHTAKTBl ~ TEXHHUYECKOTO  aJMHHHCTPATOpa
TUTOINAJKHA W OTBETCTBEHHOTO OT 00pa30BaTeIbHON OpraHU3aIiy 32
nposezaenue /13 (ykazanue ®UO, email, renedon);

1.2. ckaH arTtecrata 00 akkpemuranuu LI1JID B cooTBeTCTBHH X X X

¢ KOJ;

1.3. criucok yyactauko (PUO) B popmare Excel;

14. CIHUCOK JIMHEHHBIX dKcreptoB (ykaszanme DPUO, mecra

paboTHI, OKHOCTH, HOMEpP CBHJCTENbCTBA W CPOK JEHCTBHA,

email, renedon) B popmare Excel

2. TlpoBepka e-mail: rmaBHOro »SKCmepra, Yy4YacTHHKOB U X % %
JIMHEHHBIX 3KcnepToB /19D

3. TlpemocraBnenue UHPOpMAaITUH TEXHUYECKOMY
aIMUHHACTPATOPY  IUIOMANKH W  TJIaBHOMY  OKcrepry | X X X
(ocymectBisieTcs yepes e-mail)

4. Tlepemaua makeTa MEUaTHBIX MPOTOKOJIOB (Ha Bce auu JID) u
CHTHAJIBHBIX KapTOUEK MEPCOHAIBHO Ul KaXIOro ydacTHHKa | X X
U JIMHEWHOr o dKcnepTa mo 119

5. OOecriedyeHne COBMECTHO C TEXHHYECKHM aJIMHUHHCTPATOPOM
IUTOIAIKH 3aCTPOMKH pabOvYnX MECT YYaCTHUKOB M JIMHEHHBIX
akcneptoB [I3 cormacHo nHdpacTpykrypHomy nucty KO 1.1 | X X
o KOMITETEHIIUH «CeteBoe u CHCTEMHOE
aJIMUHUCTPUPOBAHHE

6. KoHTponb SBKM M BBIOJHEHHS paObOT B yCTAHOBJICHHOE BPEMSI
(cormaco SMP) y4yacTHHKOB, JHHEWHBIX AKcreproB 1D u X X X
TEXHUYECKOTO a/IMUHICTPATOPA TUIOMIAIKH

7. Csepka BHECEHHBIX OLICHOK OTBETCTBEHHBIM oT X X
0o0pa3oBaTeIbHOM OpraHu3anuy 3a nposeaexue 19

8. Co6op npemocTaBiaeHHOr0 000PyAOBaHUS (€CIIK PUMEHNMO) X X

5.2.4.00513aHHOCTH JIMHEHHBIX IKCIIEPTOB

1. OsnakomiieHHE ¢ HOPMATHBHOM TOKYMEHTAIe W MpaBUIaMU
nposenenust 1D (ocymectBisiercs yepe3 BoIOpaHHBIN pecype, | X
Ha BEIOpaHHOM pecypce Google Meet)

2. O3HakomIieHHE C PabOTOM:

2.1. Ha BeIOpaHHOM pecypce Google Meet,

2.2. Ha BEIOpaHHOM pecypce Google Meet, X

2.3. ua Google / onmaiia hopm / Apyrux pecypcos,

2.4. C TMporpaMMoil yInaJeHHOro JocTyna / y#aleHHOH

COBMECTHOM paboTHI.

3. 3anojHeHHe MPOTOKOJIOB B AeHb C-1:

3.1.  IIpoToKoja perucTpauuy SKCIepTOB, X

3.2.  Tlporokon Tb u OT skcnepToB,
3.3. [Iporoxon pactpeneneHus cyaeckux poen,
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3.4. [IpoTOKOJ O TOTOBHOCTH pabOYNX MECT YIACTHHKOB J[3.
4. TlpoBepka TOTOBHOCTH pabodero Mecra 3aKperIeHHBIX
Y4aCTHUKOB /D B COOTBETCTBUH C KePEeOBEBKOM.
5. 3amosHeHHe MPOTOKOJIOB NeHb Cl.:
5.1.  IIpoTOKOJ perucTpanru SKCIepToB
5.2,  TIlporokon Th u OT 3kcrnepros
5.3.  IIpoTokoia 0 TOTOBHOCTH pabOYMX MECT Y4acTHHKOB J[O
5.4.  Ilporokon yueTa BpeMeHH
6. HaOmoaenue 3a cobmoaennem npasui nposeacaus 13 u Th u X X X X
OT y4acTHUKaMH TPH BBIOJTHCHUH 33 IaHUsl.
7. OcymecTBieHWE OICHKM BBINOJHEHHOro 3aganHus /1D
yudactHuKamMu B cooTBeTctBun ¢ KOJ[ 1.1 kommereHmuu X
«CeTeBOo€ U CHCTEMHOE aJMHHUCTPUPOBAHUE» W 3aIOJHEHHE
BEJIOMOCTEN
8. Tloamucanue uroroBoro orvera nposencuus J12 yepes Google X X
| onnaita popm / Apyrux pecypcos
9. B cnyuyae yxyameHus 0630pa 3a y4aCTHUKOM TIPU BBITIOTTHCHUH
3amanus /IO TDONpPOCUTH ydYacTHHKA IOBEPHYTH/HATPABUTH X X
KaMepy B CTOPOHY BBITTOJIHCHHS BUICOCHEMKH
MPOU3BOJICTBEHHON TMMHACTHKH
5.2.5.005132aHHOCTH YYACTHUKOB, cIalmux /[J no komnereHunuu
1. OsnakomiieHHE ¢ HOPMATHBHOM JOKYMEHTAIMEeW U MpaBUIIaMU
npoBenenus J[D (ocymiecTBiasieTcss yepe3 BIOpaHHBIN pecypc, X
Ha BeIOpanHOM pecypce Google/Yandex disk/anasor
2. O3zHakomiieHHE C PabOTOM:
2.1. na Google / onnaita dopm / Ipyrux pecypcos, ¢ MPOrpaMMoit X
yJIaJIEHHOTO JIocTyma TeamViewer.
3. 3amonHeHue MpOTOKOJIOB B JieHb C-1:
3.1. IIpoTOKOJ perucTpalnuy y9acTHUKOB
3.2. Ilporokoxn Th u OT yuacTHuKOB
3.3. [Iporokosn pachpeneneHus pad0YMX MECT U O3HAKOMIICHUS
YYACTHUKOB C JIOKyMEHTAIluel, 00OpyJOBaHHEM W pabounuMH X
MeCcTaMu
3.4. [Iporokos 00 03HAKOMJICHHH YYaCTHUKOB JIEMOHCTPAIIMOHHOTO
9K3aMeHa Mo craHmaptam Bopmackwic Poccus ¢ OleHOYHBIMH
MaTepHaIaMHy 1 3aJJaHieM
4. 3amonHeHWe MPOTOKOJIOB B ieHs C1:
4.1. TIpOTOKOJ PEerucTpaluy yUaCTHUKOB
4.2. TIporokon Th u OT yuacTHUKOB
4.3. Ilporokon pacnpeneneHusi pabounx MeCT M O3HAKOMJICHHUS
YYaCTHHKOB C JIOKyMEHTalluel, 00OpyJoBaHHEM W pabouuMu
MecTaMu
4.4. IIpoTokoia 00 03HAKOMJICHWH YYaCTHHKOB J€MOHCTPALMOHHOTO
9K3aMeHa 1Mo cranmapram Bopmackumic Poccus ¢ oleHOYHBIMH
MaTepHaIaMy ¥ 33JJaHuEeM
5. Osnakomnenue ¢ 3amanuem /IO B coorBerctBum ¢ KOJ[ 1.1
komrieTeHIInu «CeTeBoe U CUCTEMHOE aIMUHUCTPUPOBAHUE» U X
3aM0JTHEHUH BEJOMOCTH
6. Osuaxomuienue ¢ 30 % usmenenwmii B coorBerctBuu ¢ KOJI 1.1
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KOMIICTCHIINH «CeTeBOC M CHCTEMHOE AIMUHUCTPUPOBAHUEC» U
3aI10JJHCHHUHU BEJOMOCTHU

7. O3HakOMJIGHHWE C CaHKIHWSAMH TIPH HECOOIMIOCHUH IPaBHII

nposenenus 19 X

8. O3HakoMIIeHHE C KOHTEHT-Tankoi B cootBercTBuu ¢ KOJJ 1.1 X
KoMmreTeHIInU «CeTeBOe U CHCTEMHOE aJIMUHICTPUPOBAHHEY

9. Bemonnenne 3amaHus B coorBercTBMM ¢ KOJ 1.1
KoMIeTeHIIN «CeTeBOoe U CUCTEMHOE aJMHUHUCTPUPOBAHUE» U X X

TpaBUIaMH poBeaeHus /1O

10. IIpuMeHeHHE CUTHAIBHBIX KAPTOUYEK B CIIy4ae HEOOXOIUMOCTH
C OMNOBEIICHWEM 3aKpeIUIEHHOro 3a ydacTHUKOM JIO
JIMHEWHOT 0 3KCIepTa

11. B cny4yae OKOHYaHUS BBIMOJIHCHUS 3aJaHUS  paHbBIIC
OTBEIEHHOTO BPEMEHHU COOOIIUTH 00 ATOM 3aKPEIUICHHOMY 3a

HHUM JIMHEHHOMY 3KCIIEPTY

5.3. lIpaBuaa nposeaenus /19 nis yuactuukos: (IIPUMEP)

1. JlomycTHMO HCIOIB30BaHHE CMAPT(HOHOB, TOIBKO JIJIsl OCYIICCTBICHHS BUICOCHEMKH.

2. Mecro HaxOXICHUS cMapT(oOHa JOJKHO OBITh B 30HE BHUIMMOCTH OTBETCTBEHHOTO
JIMHEHHOTI 0 JKCIIEepTa.

3. B ciydyae oOHapyKeHUs WCIIONB30BAaHUS CMApTPOHA, C ILEIbIO JOMAIIHEH 3arOTOBKH
BUicOparMeHTa, UCIOIb30BaHusI HHPOPMAIIMKA W3 HHTEPHETA, 3BOHKA, OOHYJIUTh KPUTCPHH 110
OLICHKE PabOThl YIACTHHKA.
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IMacnopT KoMILIeKTa olleHOYHOM HokyMeHTamuu (KOJ) Ne 1.2
no kommnereHun Ne 39 «CeTeBoe U CHCTEMHOE
aIMMHUCTPHUPOBAHHE»

Kommiekr onenounoit poxkymenrtaiuu (KOJI) Nel.2 paspabortan B memsx
OpraHM3alK W TPOBEACHHUS JIEMOHCTPAIIMOHHOTO SK3aMeHa IO KOMIIETCHIIUU
Ne 39 «CereBoe u cCUCTEMHOE aIMUHUCTPUPOBAHKUE» M PACCUUTAH Ha BHITTOJTHCHHE
3aJJaHUH MPOIOJDKUTEIIBHOCTHIO 6 YacoB.

KO/l Ne 1.2 moxxet OBITh PEKOMEHIOBAH JJIsl OIIEHKH OCBOCHUS OCHOBHBIX
poecCHOHATBHBIX 00pa30BaTEIBHBIX MPOTPAMM U MX YaCTEH, TOTOJIHUTEIHHBIX
PO eCCHOHANIBHBIX MPOrpaMM M TporpamMm NpodecCHOHANBHOrO 00yuYeHusd, a
TaK)k€ Ha COOTBETCTBME YPOBHSAM KBamu(ukauuu coriacHo TaOnwmie
(ITpunoxeHwue).

1. IlepeyeHb 3HAHMIi, yMeHHUIl, HABHLIKOB B COOTBETCTBHUM CO
Cnenuduxkanmeii crangapra kKommnereHuuu Ne39 «CereBoe H
CHCTEMHOE aIMHHHCTPUPOBAHHE» (WorldSkills Standards
Specifications, WSSS), nmnpoBepsieMblii B paMKax KOMILJIEKTa

ouneHoYHOI nokyMeHTanmuu Ne 1.2 (Tab6auna 1).

Ta6anna 1.
Paznen HaumenoBanmue paznena WSSS Ba:knocts (%0)
WSSS
1. Opranusanus padéoThbl M YNIPaBJIeHHUS 1,7
2. KoMMyHuKanus 1 o01ieHne 3,7
3. KoHcyJbTHPOBaHUE M MOIEPKKA MMOJIb30BaTe el 4.4
4. IloucK U ycTpaHeHHe HEUCIIPABHOCTEI 3,4
S. Jn3aiin 11,8
6. Hacrpoiika, o0HOBJIeHHe U KOHpUTypanus 25
ONePaIMOHHBIX CHCTEM
/. Kondurypauus cereBbIX YCTPOHMCTB 25
Tabanna 2.
Paznen HaumenoBanue pasaena WSSS
WSSS
L Opranmzaius pabOThI U yIIpaBJICHUE
CnenuanucT J0JDKEH 3HaTh U MOHUMATh!
* PernamMeHTHUpYIOIIUE HOKYMEHTHI B 00JIaCTH OXpaHbl Tpyjaa




1 0€30IIaCHOCTH KU3HEAEATEILHOCTH,

* B KaKUX  CUTyalusx  HeoOXOoauMo IPUMEHSTh
NEPCOHAIbHBIC 3alIUTHBIE CPECTBRA,

o Tlopsmox  paboTbl, XpaHeHUs, U  OOCITY>KUBaHUS
000pYyI0BaHUSA B YCIIOBUSIX aHTUCTATUYECKOTO OKPYIKCHHUS

* BaxHOoCTh COONIOACHUS  TEXHUKH  OE30MACHOCTH U
aKKypaTHOCTH MpuU padoTe C KIUEHTCKUM OOOpYyIOBaHUEM U
uH(popmanuen;

* BaxHocTh Oe30macHol nepepaboTKu 0TXO/I0B,;

*  MeToas! IIIAHUPOBAHUS U ONIPEACIICHHS IPUOPHUTETOB;

* BaxHocTh TOYHOW pabOTHI, MPOBEPKUA BBITOJIHEHHON
paboThI, a TaK)Ke BHUMAHUS K JCTAISIM BO BCEX acCIleKTaxX CBOEH
paboTHI;

* BaxHOoCTh oOpraHuzamyy TpyJa B COOTBETCTBHH C
METOAUKAMU;

* MeToabl ¥ TEXHOJIOTHUU UCCIIEIOBAHMS,

* BaxHOoCTh ympaBiieHUsS COOCTBEHHBIM TIPO(ECCHOHATHLHBIM
pa3BUTHEM,

Cxkopoctb n3menenust UT-cepbl u BaXXHOCTH COOTBETCTBUS
COBPEMEHHOMY YPOBHIO.

Cnenuanuct JOJKEH YMETh!

e (CnenoBarh TpEANHCAHUSIM B 00JIACTH OXpaHbl TpyAa U
0€30IMaCHOCTH KU3HEAEATEIbHOCTH,

* TloanepkuBaTh 6€30MaCHYIO pabouyto Cpeay;

e OmpenensaTh W NPUMCHATH MOAXOAAIINE IEPCOHATBHBIC
3allUTHBIE CPEICTBA [JJIi OpPraHU3AIMH  AHTHUCTATHYECKOTO
OKPY’KCHHS;

* BriOupaTh, IpUMEHATh U OOCITY)KHWBAaTh MHCTPYMCHTAPUH U
o0OpyIOBaHWE B COOTBETCTBHM C TMpaBUJIaMU  TEXHUKH

0€30I1aCHOCTH,




* IlnanupoBath CBOIO  paboTy  nisi  JIOCTHIXKEHUS
MaKCUMabHOU 3(P(EKTUBHOCTH W MOJJEPKUBATh YUCTOTY HA
pabouem mecTe;

* PerynaspHo IUIaHMpPOBAaTH W KOPPEKTHPOBATH IUIAHBI B
COOTBETCTBHUH C H3MEHSIOIINMHUCS IPUOPUTETAMU,

* Paboratk 3heKTUBHO U PETYIAPHO OIEHUBATH PE3YIHTATHI
CBOETO TPY/a,

* CoOTBETCTBOBaTh  pa3MYHBIM  TPEOOBAHUSM  TAKUX
oTpaciieBbIX cucTeM ceptudukarmii kak Cisco, Microsoft, Linux
(co creranu3arei XoTs Obl B OJTHOM U3 ATHX 00JIaCTeH);

* CooTBeTcTBOBaTh  TPEOOBaHUSIM, TPEIBABIAEMBIM K
HOCHUTEIISIM JTAaHHOM KOMITCTCHIIHH, COOTBETCTBOBATh
COBPEMEHHOMY YPOBHIO;

* JlemoncTpupoBath 3(h(PEeKTUBHBIE U  BCEOOBEMITIOIINE
METO/BI TTOJTYUCHUS 3HAHHH;

e JleMOHCTpUPOBATh IHTY3UA3M B 00JIACTH BHEJPEHUS HOBBIX
METOJIOB, CUCTEM, OBITh TOTOBBIM K U3MEHEHUSIM;

D¢ dhexTuBHO paboTaTh B COCTaBE KOMAaH/IbI.

KommyHukaiwms u o0iieHue

Crnenmanuct JOJDKEH 3HAaTh U TOHUMATh!

* BaxHoCTh yMeHHUs ciaymiaTb coOecelHHMKa Kak 4YacTH
3 PeKTUBHON KOMMYHUKAIUU;

* Ponu um TpebGoBanust koiier, u HaubOoisiee 3((PeKTUBHbBIE
METO/Ibl KOMMYHUKALINH;

* BaxHOCTh NOCTpPOEHUS M NOAAEPKAHHUS IPOTYKTHBHBIX
pabouynXx OTHOIICHHUH C KOJIJIEraMH U YIIPaBJISIOLIUMU;

e Metosbl 3 PeKTUBHON KOMAHAHOU PabOTHI;

* CnocoObl pa3pelieHrs HEMOHUMAHUS M KOHQIUKTYIOIIUX
TpeOOBAHUIA;

MeTOJIBI YHOpaBJICHUA CTPECCOM M THEBOM IJIA pa3PCIICHHA CIIOKHBIX




CUTYaIlHM.

Crnenranuct JOJDKEH YMETh:

e JleMOHCTpPHpPOBATh pa3BUTHIE CIOCOOHOCTH CIylIaTh U
3aJaBaTh BOMPOCHI AJisi Oojee TiIyOOKOro MOHMMAaHUS CIIOXHBIX
CUTYyalNH;

* BricTtpauBath 3(p¢eKTHUBHOE MHCHBMEHHOE W  YCTHOE
o0IIeHuE ¢ KOJIJIeTaMH;

e [lonumaTh wu3MeHsIOImMECS  TpeOOBaHUS  KOJJIET U
a/IalITUPOBATHCS K HUM;

* AKTHBHO MpPUHHUMATh y4acTHe B ()OPMUPOBAHUU CHIIBHOU U
3¢ PeKTUBHON KOMaH/IbI;

e OOMeHHMBAThCS 3HAHUAMHM M OIBITOM C KOJJIETaMU U
NONJEPKUBaTh  aTMocepy  CaMOCOBEpPIICHCTBOBAHHUS B
KOJIJIEKTUBE;

praBHHTB CTpECCOM U PaA3ApaKCHUCM, JdaBaTb YBCPCHHOCTD
OKPYXKAKIIMUM B TOM, YTO UX HpO6JI€MI>I MOT'YyT OBIThH Pa3pCUICHBI.

KOHCYJIBTPIpOBaHI/IG " IIOAACPKKaA I0JIb30BaTeIICH

Crenuanuct JOJKEH 3HATh U TOHUMATh!

* OcHOBHBIE BO3MOYKHOCTH OlpeniesieHHoro kpyra UT-cucrem
TUTs1 00ecTiedeHNsS] Ka4eCTBEHHOM TOIIEPIKKH;

* Tlogxonsl K MIAaHUPOBAHHUIO pabOdYero Mporecca ¢ IeNbI0
obecriedeHHsT BBICOKOTO YPOBHS OOCIYXKHBaHHUS, CIOCOOHOIO
yIOBJIETBOPUTH MOTPEOHOCTH TMOJIH30BATENS M OPraHU3aIINH;

* PaznuunHble METOMBI JEMOHCTpPAIlMA WU TPE3CHTAIUU IS
MOICPKKH Pa3BUTHS HABBIKOB M 3HAHUU TTOJTH30BATEIIS,

* PaznuyHBIC METOIBI OIICHKH BO3MOKHOCTEH TMOJIH30BATEINS C
IIEJBI0  YAOBJICTBOPEHUSI €ro HEMEIJICHHBIX TOTPEeOHOCTEH W
MOOIIPEHUS K CAMOPa3BUTHIO;

* Paznuunble METOIMKHU oOydeHwus, MTO3BOJISIFOIITHE

aJanTUpOBaTh TMpolecC OOy4YeHUss C YYETOM HaBBIKOB U




BO3MOXHOCTEH MOJIL30BATEICH,
* TpeHnsl U BBI30BBI cCOBpeMeHHOU | T-uHAYyCTpHUN U CrIOCOOBI

Pa3BUTHA, KOTOPBIC MOT'YT OBITH IIPCaCTaBJICHBI II0JIB30BATCIIAM,

Crioco0bl BeJIeHUs TIEPETOBOPOB JIJIsl PA3JTUIHBIX CUTYAIIHA.

Crnenranuct JOJDKEH YMETh:

* 3a0iaroBpeMEHHO MNOJAEPKUBATh YPOBEHb COOCTBEHHBIX
no3HaHui B chepe nHOOPMAIIMOHHBIX TEXHOJIOTUH;

* CBoeBpeMeHHO (B YCTaHOBJICHHBIX PEIrIIAMEHTOM paMKax)
OTBEYAaTh HA 3ampochl KaK JIOKAJbHBIX, TAaK H YyJAAJICHHBIX
M10JIL30BaTEIEH,

e IlmaHupoBaTh ¥ TIOCTOSIHHO aKTyaJU3UpPOBATh IUIAHBI
BBITIOJTHCHHS TTOJTh30BATEIBCKAX 3allPOCOB K TIOMICPIKKE IS
0aylaHCUPOBKH MOTPEOHOCTEH MOIB30BaTENIEH U OpraHu3alliu;

e Touno ompenmenatb TpeOOBaHWS  TMOJB30BATENA U
OTPaB/IbIBATH OXKUJIAHUS;

* TloacuyuThiBaTh BpeMsi 1 CTOUMOCTD BBITIOJTHEHUS PaOOTHI,

* BriOupaTs HauboJIee MOAXOASIINE CIIOCOOBI IEMOHCTpAIUU
Jutst 60Jiee TOYHOTO COOTBETCTBHS MOJIaYM MaTepualia HaBbIKaM M
3HAHUSAM ayJIUTOPUH;

* DddexTuBHO JEMOHCTPUPOBATH uH(pOpMaIMOHHBIE
CHUCTEMBI TOJB30BATENsIM W TPYIIaM I[OJb30BaTEICH s
NPENOCTaBICHUSI WM BO3MOXXHOCTEH K YJY4YIICHUIO CBOUX
HABBIKOB ¥ 3HAHUIA,

* VYcrmemHo oOyd4aTh TOJIB30BATEIEM OYHO M 3a0YHO ISt
yCIEITHOTO  paspemieHus  mpobirem B obmactm  UT-
UHGPACTPYKTYPHI, MPEICTABICHUS HOBBIX MPOAYKTOB, YIyUIICHUS
MOJIb30BATEIHLCKUX HABBIKOB U 3HAHW;

* OmpenensaTe BO3MOXHOCTH K YJIYYIICHHIO TPOAYKTa U

00111e# yI0BJIECTBOPEHHOCTH TOJIh30BaTES;




e ®opMHPOBaTh TOYHBIE, CBOCBPEMEHHBIC PEKOMEHMIAINU B
obsactT OOHOBJICHHMsSI M TIpHOOpeTeHHs HOBBIX |T-mpoaykToB U
CEPBUICOB IS yIIyUIICHHS KA4eCTBa MIPUHSITHSI PEIICHUH;

* ®opMHpOBaTh KOPPEKTHBIE, OTBEYANOIINE TPECOOBAHHSIM U
OTpaHWYCHUSIM, pPEKOMEHJAIlMd Ha OCHOBE 3alpoCOB U
OTPEOHOCTEN;

o HpI/IHI/IMaTb Y4aCTHUC B TCHACPHBIX M 3dKYIIOYHBIX ITPOLCAYpax.

IIonck M yCTpaHEHHE HEUCIIPABHOCTEN

CrenuanucT JOKEH 3HaTh U IIOHUMATh.

* BaxXHOCTh CIOKOMHOrO U C(HOKYCHPOBAHHOTO MOJAXOJa K
peneHuto npoOJIeMsl;

e 3pauynMocCcTh |T-cucTeM M 3aBHCHMOCTHL IIOJIB30BaTeIed U
OpraHu3alyi OT UX IOCTYIMHOCTH;

* [lomynspHble anmapaTHbie U MPOTPaMMHBIC OIIUOKH,;

* AHQJIMTUYECKUA M JUArHOCTUYECKUHN MOJIXOAbI K PEIICHUIO
pobJieM;

* ['paHuIilbl COOCTBEHHBIX 3HAHUM, HABBIKOB U TTOJITHOMOYUI;

e Curyanuu, TpeOyroIMe dCKaJallui HHITUACHTOB,;

o CrangapTHOe BpeMsi pellieHHs HanOosiee MOMyJISIPHBIX MPoOJIeM.

Cnenuanuct JOJKEH YMETh!

e Tlogxomute K mpoOJEME C HEOOXOIUMBIM YPOBHEM
YBEPEHHOCTH [IJIi  YCIIOKOGHHS  TOJB30BaTelii B  Cllydae
HEOO0XOUMOCTH,;

* PerynspHo npoBepsATh pe3yibTaThl COOCTBEHHOU PabOTHI BO
n30exanue mpoOJieM Ha MOCIIEeAYIONIUX dTarax;

*  VTOYHATH HEKOPPEKTHYIO uHGOpMAITHIO TUTST
MPEAOTBPAIEHUS WM MUHUMH3AIUN TPOOIIeM;

* JleMOHCTpHpOBaTh yBEPEHHOCTh W YMOPCTBO B pEHICHUHU
npo0JieM

e bricTpO Vy3HaBaTh W IIOHUMAaTh CYTh HEHUCIIPABHOCTEU U
Yy Yy




pa3pelaTth UX B X0JI€ CAMOCTOSITEIILHON yIpaBIsieMoil paboThl

* TmarensbHO pacciienoBaTh M AHAJIU3UPOBATH CIIOKHBIE,
KOMIUIEKCHBIE CHUTyallud U HpoOJEeMbl, NPUMEHSTb METOAUKH
ITIOMCKa HEUCIIPABHOCTEM;

* BpiOupate u npuHuMate auardHoctupyrouiee [0 wu
MHCTPYMEHTBHI JIJIS IOMCKA HEUCIIPAaBHOCTEN;

* [lopnepxuBarh MOJIB30BATENIEH B PELICHUH IPOOJIEM depes
COBETHI, YKa3aHUS U UHCTPYKIIHH;

* lckarp momomp B TeX Ciydasx, Korjga TpeOyercs Oomee
THIATEJbHAs OJKCIEpPTHU3a, H30eratb Ype3MEPHOIO YBIICUCHUS
po0JIeMOi;

* VYTOYHATH YPOBEHb YAOBIETBOPEHHOCTH IOJIb30BATENS
nocie peuieHus npoOIeMbl;

e To4HO ONUCHIBATH MHITUACHT U IOKYMEHTHUPOBATH PEIICHUE
POOJIEMBI.

Jn3aitn

CrenuanucT T0KEH 3HaTh U IIOHUMATh.
* (CeTeBbl€ TOMOJIOTUU U OKPYKEHUSI,
e Jlornueckue u GyHKIIMOHAIBHBIC THATPAMMBI;
e Tumbl aKTUBHBIX CETEBBIX YCTPOMCTB (MapIIPyTHU3aTOPOB U
KOMMYTATOpPOB U T.JI.) U TPeOOBaHUS K UX PACIIOTIOXKCHHIO,
e Pemrenus B 0071acTH 0€30IIACHOCTH U UX BIIUSHHUE,
* (CxeMsbl agpecaluy;

o JlokyMeHTaluIO 10 HACTPOKKE 00OPYAOBAHMS M IPOTPAMM.

Hacrpoiika, 00HOBJIEHHE 1 KOH(PUTYpAIUs OTIEPAIIMOHHBIX CUCTEM

CrienmaaucT JI0JDKEH 3HAaTh U TOHUMATh.
e PasznooOpasue oInepanroHHBIX CHUCTEM, X BO3MOXKHOCTH K
yAOBJIETBOPEHUIO MOJIB30BATEIBLCKUX TPEOOBAHUIA,
e Ilpomecc BbIOOpa MOAXOASIIUX JApPAaMBEpPOB IS Pa3HBIX
THUIIOB anmapaTHBIX CPEJICTB;

* bazoBpie GyHKIMM anmapaTHOTO OOECIEYEHHUsS M TMPOIECC




Ha4yaJbHOU 3arpy3KH;

* BaxHOoCTb ciileqoBaHUS MHCTPYKLUSAM U MOCIIEACTBHUS, LIEHY
npeHeOpeKeHUs: UMY,

* Mepsl NperOCTOPOKHOCTH, PEKOMEHIYEMBIE K MNPHUHSATHIO
nepen yctanoBkoi [10O nmm oOHOBICHUEM CUCTEMBI;

HCHB JOKYMCHTUPOBAHUA ITPOLICCCOB OOHOBJICHMS U YCTAHOBKH.

Crneuuaiuct JOJIKEH YMETh:

* BuuMarenpHO chymiaTh M ONPENENSATh MOJb30BATEIbCKUE
3aMpOoCkl 7151 YOBJIETBOPEHUS OXKUIAHUIA;

* BriOupaTh onepaoOHHYIO0 CUCTEMY — HNPONPHUETAPHYIO WU
OTKPBITYIO;

* ToyHO ompenensaTe yCTPOWCTBO M COOTBETCTBYIOIIMM €My
Ipaunsep;

* TlocnegoBaTenbHO MPOBEPSTH YKA3aHHBIE MPOU3BOJUTEIIEM
WHCTPYKIUU MPU BBIOTHEHUN OOHOBJICHHUS,

* BriOupare posu M BO3MOXHOCTU ONEPALMOHHBIX CUCTEM
(taxue xax Kontpomnep Jlomena u T.71.);

* OOcyxaaTb MPEIJIOKEHHBbIE PEIICHUs ISl BBIOPAHHBIX
pojieli M BO3MOXKHOCTEH, COrjamarbcs € KOHCTPYKTHBHBIMHU
MPEAIOKEHUSIMU OT TMOJIb30BaTENEi, MEHEIPKEPOB U KOJIJIET;

* [loAroTOBUTHP TEXHUYECKUM JOKYMEHT, OTPaKAOLIHAN
NPUHATOE PEUICHNE JUIsl COTJIAaCOBAHUS U MOJINCH;

* KoudpurypupoBarb HEOOXOAMMBIEC POJH\BO3MOKHOCTH B
COOTBETCTBMM € MHCTPYKLUMSIMU  pa3padOTUYMKOB WM B
COOTBETCTBUU C HAWITYYIIIUMHU NMPAKTHUKAMU,

* TectupoBaTh CUCTEMBI, YCTPaHATh MPOOJIEMbI U POBOJUTH
KOHTPOJIbHBIE POBEPKH;

JloOuBaThCs MOJIB30BATENIHCKOTO 0JI00pEHUS.

Kondurypaius ceTeBbIX YCTPOUCTB

CHCHI/IaJII/ICT JOOJDKCH 3HATh U IOHUMATh.
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* (CeTeBO€ OKpPYKEHHUE,

* (CereBbl€ NPOTOKOJIBI,

* Ilpouecc mocTpoeHHs CETH M KaK CETEBbIE YCTpOICTBa
MOTYT OBITh HACTPOEHBI 1J1s1 3(HPEKTUBHOTO B3aUMOACIHCTBUS;

TuIbI CETEBBIX YCTPOUCTB.

Crnenranuct JOJDKEH YMETh:

* HHTrepmpeTupoBaTh  MOJIB30BATEIBCKHE  3aMpOChl U
TpeOoBaHUS C TOYKH 3peHUs WH/TyCTPHUATHHBIX
cepTU(UKAIIMOHHBIX TPEOOBaHUM;

e IlpumensaTh Bce TUMbl KOHGUTypaluid, TPOrpaMMHBIC U
anmapaTHble OOHOBIICHHSI Ha BCE THIIBI CETEBBIX YCTPOMCTB,
KOTOPBIE MOTYT OBITh B CETEBOM OKPY>KEHUH,

* TlpoekTupoBaTh U peaIM30BBIBATH MPOIETYPHI JIUKBUIAIIUU

WHIIUJIECHTOB,

[TognepxuBath 0a3y NaHHBIX KOH(GUTYpaLIUH.
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2. ®opmat JleMOHCTPAIIMOHHOTO 3K3aMeHAa:

Ounplii /Pacnpenenennblii/ JIncTaHIMOHHBIH

3.®opma yyacTus:

NuauBuayainbHan

4.Bunx arrecranyu.

I'IA / IllpomMe:xkyTOoYHAS

5. O0001mIeHHAA OLIEHOYHASA BEIOMOCTD.

B JaHHOM pa3aciic OIpCACIAIOTCA KPUTCPHU OLCHKHM W KOJIHYCCTBO

HaYHCIIsIeMbIX 0a/uToB (cyneiickue u o0bekTHBHBIC) (Tadmuma 3).

O6HICC MaKCHUMaJIbHO BO3MOKHOE KOJIMYESCTBO OaJlIOB 3aJaHus 110 BCCM

KPUTEPHUSM OLICHKU COCTABJISET /5.

Tadanna 3.
Mojtysib, B KOTOpOM Bpems IIpoBepsn Banael
Ne . BbINIOJIHEH eMble . | Oobek
HCIO0JIb3YeTCH Kpurepuii Cypneiic
n/n CDUTenHil us pa3aenbl THBH | O0OuIMeE
putep Mopys WSSS e ble
KomrtekcHoe A Linux 2.
L. 3aJ]aHKe 110 Enviroments (vu 6 0 25 25
yCKOHAIAIKe aHaJor)
UHPPACTPYKTYP B Windows 2.
2. | s Ha ocHoBe OC | Enviroments (miu 1,2,3,4,5 0 25 25
cemeiicTBa Linux aHaJor)
(uu anasor), C Cisco 24
cemeiicTBa Enviroments (vu
Windows (wiu aHaJor)
3. awasor), 7 0 25 25
TEJICKOMMYHHUKA
IIUOHHOTO
o0opymoBaHUs
| Hroro 75 75
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6.KoninyecTBO JKCHEPTOB, Y4YacTBYWHIMX B  OIEeHKe
BBINOJIHEHUS 3aJaHUsl, U MUHUMAJIbHOE KOJMYECTBO Padoyux
MeCT Ha Mo ajKe.

6.1. MuHUMalbHOE KOJHUYECTBO JKCIIEPTOB, YYACTBYIOIIUX B
OI[CHKE  JEeMOHCTPAaI[MOHHOTO  JK3aMeHa 10  KOMIETCHIHHU
Ne 39 «CeTeBoe u cucTeMHOE aJMUHUCTPUPOBAHHUE» - 3 YEl.

6.2. Pacuer konumuecTBa DSKCHEPTOB HCXOAd U3 KOJHYECTBA
pabodyuX MECT U YYaCTHHKOB OCYIIECTBISETCSA MO CXEME COTJacHO
Tabnuue 4*:

Ta6auua 4.

OJIMYECTBO MOCTOB-PA0OYNX MECT 1-4 5-8 9-12 13-16 | 17-20 | 21-25

KonnyecTBo yyacTHUKOB

Orlnob 3 3
Or 6 o 10 3 3
Ot 11 o 15 3 6
Ot 16 10 20 6 6 6
Ot 21 no 25 6 6

*BO3MOJKHAas IIOJIHASI aBTOMATU3alKs IPOBEPKH pabOUYMX MECT YYaCTHUKOB, YTO
UCKJIIOYaeT HEOOXOAUMOCTh B JINHEUHBIX SKCIEPTAX.

7.CnucoK 00OpYyAOBAaHUS M MaTEPHAJOB, 3alpelleHHbIX HA
miaomanke (Mpu HAJUYHNH)

K nmponocy 3anpenjatorcs Takue 3JEKTPOHHBIE YCTPONUCTBA KaK MOOUIIbHBIE
TenedoHbl, CMapTHOHBI, TUIEEPHI, HAYITHUKH, TUKTOPOHBI, KaMEPhl, HOYTOYKH,
IUTAHIIETHBIE  KOMIIBIOTEPHl M MPOYME TMEPCOHANBHBIE  DIIEKTPOHHBIC

YCTPOMCTBRA.
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)
worldskills
Russia

3aganue I 1eMOHCTPAIIMOHHOI0 K3aMeHAa M0 KOMILJIEKTY
oneHoYHOoM noxkymeHTauuu Ne 1.2 mo komnerenunu Ne 39 «CerteBoe

U CUCTEMHOC Q/IMUHUCTPUPOBAHUE

(obpazeu)

3ajaHre BKJIIOYAET B CEO0sI CICAYIONINE Pa3/Ieibl:

1.
2. ®opMBI ydacTus

3. Bun arrecranmun

4,

5. HeobxomuMble TpUIIOKECHUS

®opmar J[eMOHCTPALITMOHHOTO YK3aMEHa

Monynu 3aanusi, KpUTEPUHU OLICHKU U HEOOXOAUMOE BpeMsI

HpOI[OJ'I)KI/ITeJILHOCTI) BBITIOJIHCHUS 3aJaHUS. 6 4.
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1. ®opmat JIeMOHCTPAIIMOHHOT O K3aMeHA !

Ounplii /Pacnpenenennblii/ JIncTaHIMOHHBIH

2. ®opMa yyacTus:

NuauBuayainbHan

3. Buag arrecranum:

I'IA / IllpomMe:xkyTOoYHAS

4. MoayJjau 3alaHusl, KDUTEPUH OLEHKU M HEOOX0JUMOe BpeMsl

Monaynu u Bpems cBeneHsl B Tabnmuiie 1.

Ta6anna 1.
Mojyib, B KOTOpOM Bpems IIposeps Banael
Ne . BbINIOJIHEH eMble . | O0bek
HCIOJIb3yeTCsl Kpurepmnii Cyneiic
n/n KDUTenui us pa3aensl KHe THBH | O0OuIMeE
putep Monyas WSSS " ble
KomrekcHoe A Linux 2.
1 3aJjaHuE 110 Enviroments (wu 6 0 25 25
Iy CKOHAJIaIKe aHaJIor)
UHPPACTPYKTYP B Windows 2.
2. | s1HA ocHOBe OC | Enviroments (uiu 12,345 0 25 25
cemeiictBa Linux aHaJIor)
(nu aHazor), C Cisco 24
cemelicTBa Enviroments (xu
Windows (uau aHaJor)
3. aHazor), 7 0 25 25
TEJIIEKOMMYHHUKA
ITUOHHOTO
o0opymoBaHUs
| Hroro 75 75
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Moayau ¢ onucanueM pador

OIIMCAHUE 5K3AMEHAIIMOHHOI'O 3AJJAHUA

JlaHHOE€ 3K3aMEHAIlMOHHOE 33JlaHhe pa3padOTaHO C MCIOJIb30BAaHUEM
Pa3IMYHBIX TEXHOJIOTUH, BXOIINX B cepTudukannonnsie mporpammel LPIC, Red
Hat, CCNA, CCNP, MCSA.

CoBMECTHOE HCIIOJIb30BAHUE OSTUX TEXHOJOTUH NPEJCTaBIsIET COOOU
JIOCTaTOYHO CIIOXHYI0 HHPPACTPYKTYypy. TpeOoBaHus B 3a/JaHUU [IPEICTABIICHBI B
o011eM BUJE, KOHKPETHBI METO/ BBIIOJIHEHUS U TEXHOJIOTUH, HEOOXOIUMBIE 1JIs
€ro peagu3allid, Bbl BIIpaBe BHIOpATh CaMOCTOSITENIBHO C y4€TOM YKa3aHHBIX B
3aJlaHUH TPEOOBAHMIA.

MoO>KHO 3aMETHUTh, YTO MHOTHE TEXHOJOTHH JIOJKHBI pab0TaTh B CBA3KE WIIH
noBepx JApyrux. Hampumep, aAuHamuyeckas  MapLIpyTh3auus  JIOJDKHA
BBIIIOJIHATBCS. MTOBEPX HACTPOCHHOTO MEXJy OpraHu3aluusMU TyHHens. BaxHo
IIOHUMAaTh, YTO €CJIM BaM HE YAAJIOCh HACTPOWUTH MOJHOCTBIO TEXHOJOTMYECKHIM
CTeK, TO 3TO HE O3HayaeT 4yTo pabora He Oyxaer oneHeHa. Hampumep, ans
YAQJIEHHOTO JIOCTYyIa HEOOXOAMMO HAacTpouTh IPSEC-TyHHenb, BHYTpU KOTOPOTO
opranuzoBatb GRE-tynnens. Ecniu Bam He ymamoch HacTpoutTh |IPSec, HO BB
cmormu Hactpouth GRE, TO BBl Bce emie momyuuTe Oaljibl 3a OpraHU3AIUIO
YAAJIEHHOTO JOCTYIIA.

['maBHOW 3ajayeil sBIAETCS MONyYeHUE PAOOTOCIOCOOHON CHCTEMBI B TOM
WIM NHOM BHJIE, a TAKXKE €€ eXeJHEBHAs 10pa00TKa U yIIydIlIEHHUE,

MOJAVJIN 3AJAHUA 1 HEOBXOJMMOE BPEMA
Monaynu u Bpemsi ipuBeieHbI B Taduiie 1.

Tabnuia 1 — Bpems BbInoIHEHUE MOTY IS

Ne HanmenoBanue monyis Bpewms na [enn
/i 3a7aHue
1 KommnnekcHoe 3a7aHne no mycKo-Hanake HHPpacTpyKTypsl 6 u. 1

Ha ocHoBe OC cemeiicta Linux (wmu ananor), OC
cemeiicrea Windows (wmu anasor),

TEJIEeKOMMYHHUKAIIMOHHOTO 000PYI0BaHUSI»
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ba3oBast HacTpoiika
1. Jlis Bcero akTMBHOTO CETEBOTO OOOpYJOBAHMS HACTPOMTE JTOMEHHOE UMS
wsr2020.wsr
2. CospaiiTe TOKaIBLHOTO Mob30Bareas admin ¢ mapoaem Pa$$word
a. [lns akTUBHOrO CETEBOro 00OPYI0BaHHUS
I. [lomp3oBaTens AOKEH 00JIATaTh MaKCUMAIBHBIM YPOBHEM
TIPUBUJIETUIA.
ii.  Tlaposib MOJKEH XPAHUTHCS B BHJIE PE3YJIbTAaTa X3II (yHKITUH.
lii. Hcnoas3yiite aaroputm sCrypt
iv. Ha Cisco ASA ucnons3yiite mmpposanue AES
V. Jlmsg Bcex CeTeBbIX YCTPOWMCTB CKOHGUTYpUpPYHTE Maposib
wsr2020 st BXo/1a B TPUBUIIETUPOBAHHBIN PEKUM.
vi. Hacrpoiite nmMeHa yCTpOHCTB B COOTBETCTBHHU C TUATPAMMOK
b. Jus Bcex BM Linux
I. [Tomp3oBaTenb AOJDKEH MMETh BO3MOXHOCTH 3alyCKa yTHUJIMTHI
sudo Ge3 TONOTHHUTENBHON ayTCHTU(DUKAITUH
Ii.  HactpoiiTe IMEeHa yCTPOHCTB B COOTBETCTBUU C JUATPAMMOI
c. Jus Bcex BM Windows (viu anasor):
I. Tlonap3oBaTenb JODKEH OBITH UYICHOM TPYIMIBI JOKAJIbHBIX
aJIMUHUCTPATOPOB
Ii.  HactpoiiTe MeHa yCTPONCTB B COOTBETCTBUU C TUATPAMMOMA
3. CxoHpurypupyiite HyMeparuo CTPOK U MOACBETKY CHHTAKCHCA IIBETOBOMU
cxemoii pablo mis TexcToBoro pemakropa VIM mms Bcex mosb3oBatesiei,
BKJTFOYAsi BHOBBb CO3/JaHHBIX
4. Bce cereBble YCTpPOMCTBA JOMKHBI OBITH JIOCTYMHBI JUIsl YIPaBIEHUS TIO
npoTokoy SSHv2
5. 3amudpyiTe Bce OTKPHITHIC MapOIU
6. Bce Bupryanbhbie mamuabl Ha OC LIiNUX A0/DKHBI OBITH JTOCTYIHBI IS
yOopaBieHuss 1o nporokoiny SSHVZ wu3 mox monb3oBatenss oot Ha

CTaHJIAPTHOM IOPTY.
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7. Tlpu MOAKIIOYEHUH IO JIOKAIBHOM KOHCOJIM U 10 SSH kak Ha BUpTyaJibHbBIC
MamuHbel LINUX, Tak ¥ Ha ceTeBoe 00OpyaOBaHME, JOJDKHO OTOOpa)kaTcs
pHUBETCTBeHHOE coobmienHwue, “Welcome to wsr2020”

a. CooOmmieHne TOMKHO OTOOpakaThCs N0 BXOJa IIOJB30BATENs B

CUCTEMY

Kondurypanuss akTHBHOIO ceTeBOTr0 000PYy10BAHUSA

1. Ta6muna VLAN oduca HQ nomxHa coaepkarh ClIeIyIOMKE MOICETH:
VLANI1O0:CLIENT
VLANZ20:SERV
VLAN30:DMZ
VLAN1000:MANAGE
VLANI1500:NATIVE
VLAN1666:SHUTDOWN
2. CxoH(UrypupyiTe MarucTpaibHble KaHAIbI
a. TpaHkM MeXIy KOMMYTaTOpaMu JOJDKHBI OBITH COIJIACOBaHBI C
ucrnospzoBaneM DTP. SW1 nomkeH WHUIIMUPOBATH COTJIACOBAaHMUE,
SW2 u SW3 nomxHbI OBITh HACTPOCHBI B TACCHBHOM PEKHUME
b. Tpauk wmexay SW2 u SW3 nomkeH ObITH coryiacoBaH 0e3
UCIOJIb30BaHuA rpotokosia DTP
c. Ha moprax f0/10 xommyrtatopoB SW2 u SW3 ckoHdpurypupyiire
MarucTpajbHble KaHajibl 0O€3 HCIOJIb30BAHUA JUHAMHYECKOIO
coriacoBanus. OTkmounte npotokon DTP sBHbIM 00pa3om.
d. Ha moprax f0/10 SW2 u SW3 o6ecneubTe OBICTPYIO CXOIUMOCTD, 0€3
oxkujganua  nporokona  802.1w.  AHaNOTMYHYIO  HACTPOMKY
NPOW3BEIUTE HA MAruCTPaTbHOM KaHalle MEXIy OSTUMHU JIByMs

KOMMYTAaTOpaMH.
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3. CkoHpurypupyite mopToBbi€ IpyIIibl MEXKIY KOMMYyTaTOpaMu

a.

Mexny kommytatopamu SW1 u SW2 HacTpoiite arperupoBaHue 1o
npotokoiry LACP. SW1 nomken paboTats B akTUBHOM pexxkume, SW2
B ITACCUBHOM

Mexny kommyTtatopamu SW1 u SW3 HacTpoiiTe arperupoBaHue 1Mo
npotokony PAgP. SW1 nomxken pabotaTs B akTUBHOM pexume, SW3
B TTACCUBHOM

Ha SW2 mnactpoiite OamancupoBky Harpy3ku mno MAC ampecy
UcTOYHWKa + HaszHaueHus, Ha SW3 HacTpolite OGanaHcupoBKy 1o IP

aJipeCy HCTOYHHKA + Ha3HAYEHUA

4. CkoH(purypupyiite NpoTOKOJI OCTOBHOTO JIepeBa

a.

Ha Bcex komMMyTaropax HCIOJIb3YWTE€ MPOTOKOJ, COBMECTHUMBIA CO
craggaptom 802.1w

Kopuem nnst Bcex VLAN sBnsercs SW1. [Ipu otkaze SW1 xopuem
noikeH ctath SW2. [pu otkaze SW2 kopHem noinkeH ctath SW3.
Ha noprtax f0/10 na xommyrtatopax SW2 u SW3 cxondurypupyiire

3alllUTy OT IICPCXBATa POJIM KOPHCBOI'O MOCTA.

5. Obecneubte Mapupytuzanuio Mexay cetsmu VLAN ¢ ucnonb3oBaHueM

texnoyioruu Router-on-a-Stick

6. Ob6ecneubte cBsa3b Mexay RTR, FW u BRANCH c¢ wucnoas3oBanuem

BbIIeTIEHHOTO TipoBaiiaepom L2 VPN

a.
b.

B L2VPN coequnennu yuactsyror BRANCH, RTR u FW.

s B3aumoerictBus ucroiszyiire VLAN 999

7. Tpowmsseaute nonkmoyenne FW1 k ISP1 u ISP2

a.

[lepenaua mamHbIx Mexnay FWI1 wm ISPl ocymecTBasercs
TErupOBaHHBIM TpadukoM C ucrnosbzoBanueM VLAN 109.
[lepenaua pmanHbix wMexnay FWI1 wu  ISP2  ocymecTtBisiercs
TErUpOBAHHBIM TpapukoM ¢ ucnonb3zoBanuem VLAN 901.

8. Hactpoiite mnoaxmouenne BRANCH x mnposaitnepy ISP1 ¢ momorsio

npotokoia PPP.

a) Anpec HeoOX0AMMO MOTyunTh pu momoriu IPCP.
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b) Ayrentudukarnus He TpeOyercs
9. Hactpoiite mnoakmouenne BRANCH x mnposaitnepy ISP2 ¢ momorsio
npoTtokona L2TP.
a. TpaHCHIOpTHBIM aapec HEOOXOAUMO TMOJNYYUTh TIPH  TOMOIIU
npotokosia SLARP Ha coorBercTByromuii Serial marepderic
b. Hcnone3yiite nnkancymnsmuio L2TP Bepcun 2
c. Hcnonssyiite Virtual-PPP unrtepdeiic ¢ nomepom 100
d. VcrpotictBa mpoxomst ayreHTudukanuio mo mpotokory CHAP B
oJIHOCTOpOHHEeM mnopsake. Tonpko ISP ayreHtudunmupyer poyrtep
Branch. [Ins ayrentudukanuu ucnoias3yire aanneie client65010 u
naposib P@sswOrd.
e. SIBHO ckoH(urypupyirte koppektHoe 3Hauenue MTU
f. Anpec momkeH OBITh MOTyYeH aBTOMATUICCKH
g. B xauectse aapeca L2TP ceprepa ncmons3yiite 109.111.12.33
10. Ha mapmpytuzarope BRANCH ckondurypupyiite DHCP cepsep
a. Anpec moncern: 172.16.10.0/24
b. Ilmto3 mo ymomuanuto: 172.16.10.254
c. DNS cepsep: 172.16.10.20
11.006ecneubTe BO3MOKHOCTh JOCTYMA B CETh MHTEPHET JJIsI TJIaBHOTO ouca u
ouca Branch
a. TpaHcnsamuio cieayeT MPOU3BOIUTH B aapec METIeBOTo MHTepdeiica
MapIuIpyTH3aTopa
12.]J151s cBSI3aHHOCTH C TpoBaiiiepom Hactpoiite BGP
a. YcTaHOBHTE OTHOIICHHUS COCeNCTBa ¢ mpoBaiinepamu ISP1 u ISP2.
I.  Hcnonw3yiite HOMep aBTOHOMHOM crctembl 65001 st cBsA3M €
ISP1 u 65002 nis cssa3u ¢ ISP2
Ii.  Odwucy Branch BeinencHa aBronomnas cucrema 65010
ii.  Oducy HQ BoiiencHa apronomHas cuctema 65000

b. AHOHCHpyiiTE CeTH MeTIeBbIX HHTEPHEHCOB
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c. FW u RTR cBsa3zansl mo IBGP. OtHomeHus cocencrBa IOJIKHBI
ycTaHaBiuBaThcs ToJibko B cetd VLAN 102
d. Uckmounte mMapmpyt 14.88.22.8 u3 Tabnuibl MapuipyTH3auH Jis
oduca Branch
e. Jlns opuca Branch ckondurypupyiite pacnpeneneHue Harpy3Ku
I. [IpwopureTHbIM KaHaJOM cyuTaeTcss kKaHanm 4depe3 ISPL, ms
BXO/ISIIETO M UCXOJAIIETO Tpaduka
13.Ckondurypupyiite GRE tynnens mexay RTR u BRANCH.
a. B xauecTBe ajpecoB MCTOYHMKA M HAa3HAYCHUS HCIIOJB3YWTE ampeca
cootBercTBYrOIUX loopback unrepdeiicon

b. Hcnone3yiiTe HOMep TyHHEIbHOTO HHTEpdeiica 1

14.Cxondurypupyiite Mapmpytuzammo  Mexay BRANCH u RTR ¢
ucnoip30BanrueM npotokona EIGRP

a. B xauecTBe HOMEpa aBTOHOMHO# cUCTeMBI Ucoab3yiTe 65000
b. Pacceuika Hello cooOmiennii go/mKHA TPOM3BOIUTCS TOJNBKO Ha

uHTepQeiicax, Ha KOTOPbIX POPMUPYETCS COCEACTBO.

c. CocexnctBo ycranaBnuBaetcs uepe3 GRE Tynnens

d. AHOHcUpY#TE BCE CETH, HCOOXOTUMBIC JJsi JOCTIIKCHHS TTOJHOW
CBSI3aHHOCTH B COOTBETCTBHH CO CXEMOW MapHIpyTU3ALNH

e. Hacrpoiite ayrentudukanuro

f. Tlpu oTka3e 3aIIUINEHHOTO TYHHENS  COCEACTBO  JIOJDKHO

ycTaHaBnuBatbes yepes L2 VPN

15.RTR cunxponmsupyer Bpems c¢ ISP. Hacrtpoiite cuHXpoHM3aImio Bcex
CepBEpOB, KIIMEHTOB M aKTUBHOT'O CETEBOr0 O0OpPYAOBAaHUS LEHTPAIHLHOTO
oduca c poyrepom RTR
a. He ucnonw3yiite ayreHTUPUKALINIO
b. Hcnonp3yiite cTpatym 2

c. Ucnonwsyiite yacoBoii nosic MSK +3
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16.Hactporite wmapmpytuzanuio Mexay LINRTR, RTR u FW ¢
HCIIOJIb30BaHreM npoTokoja OSPF

a. LINRTR u RTR ycranaBmuBaroT COCEACTBO 4Yepe3 3allUIICHHBIN
TyHHEJb

b. RTR u FW ycranaBmmBarot cocencto uepe3 L2 VPN

C. AHOHCHpYWTE BCE CETH, HEOOXOIWMBIC JUIsI JOCTHXKEHUS TMOJIHOU
CBSI3aHHOCTH

d. IIpomseeaure peauctpuOynmio mapmpytoB u3 OSPF B EIGRP u

oOpaTHO

17.00ecneunTe BO3MOXKHOCTH BXoza Ha RTR C umcmons3oBanneM HOMEHHBIX
PEKBU3HUTOB
a. I'pynma MAdMINS npowkHa MOAy4YaTh MaKCHMAalbHBIH ypOBEHB
IPUBUJICTHH IIPU BXOJIC
b. T'pynma SAdmIns momkHa morydaTh MPU BXOJE YPOBEHb MPUBHUIICTUH
5.
c. OOecneubTe BO3MOXKHOCTh BXOJa IIOJIL30BAaTElsd, CO3JAaHHOIO

jokanbHO pu goctynHoct RADIUS cepsepa

18.Jlns 5 ypoBHS TpPHUBWIETUM CKOHPUTYPUPYWUTE PACHIMPEHHBIA Ha0O0p
KOMaH/I
a. JlobaBbTe BO3MOXHOCTH HCITONIB30BaHMs Komana reload, debug u sh

ip int br
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Hacrpoiika cepBepoB nox ynpapjeanem Windows (miam aHasor)

1. Ha cepepe DS-W pazsepuute nomen Wsr2020.wsr

a.
b.

OO6ecrieubTe BBOJ B JOMEH BCEX MAIIIMH IIEHTPAIBHOTO oduca
DMZ-W He noimkeH OBITH YWIEHOM JOMEHA

ObecneubTe Bo3MOXKHOCTH TpaHchepa DNS 30n Ha apyrue DNS
cepBepa JoMeHa. PasperaTh clieyeT TOIbKO ajpeca KOHKPETHBIX

CepBEPOB

. 3aHp€TI/ITe HCIIOJIB30BaAHHUC HCJIIATHHCKHUX CUMBOJIOB JJIs1 DNS

Bce 3anpocs! Beixosiue 3a pamku 30861 WSI2020.wsr, a Taxxe
branch.lan nomxuer nepeckutaThes cepsepy ISP

I.  Jlig npoBepKH UCHOIB3YHTE MMsI ya.ru
CkoHpUTYpUPYHTE  NOBEPUTEIBHBIC OTHONIEHUS C  JIOMEHOM
branch.lan. ITons3oBarenu ar000r0 W3 OOMEHOB JOJDKHBI MMETH
BO3MOXXHOCTh ayTCHTHU(UKAIIUK B 000UX JOMEHAaX.

I. JloBepHTeabHBIC OTHOIIICHUS JIOJKHEI OBITh

CKOH(HUTYPHPOBaHBI C HCIIOIb30BaHKEM MPoToKoIa Kerberos

2. BRANCH-DC-W cunxponusupyet Bpems ¢ cepsepom ISP. Hactpoiite

CHMHXPOHHU3ALKWIO BCECX CEPBEPOB, KIIMCHTOB 1 aAKTUBHOI'O CCTCBOI'O

obopynoBanus punuaina ¢ ceppepom BRANCH-DC-W

a.

Hcnonp3yiiTe gacoBoit mosic +3 MSK

3. Cxoupurypupyiite 1oMeHHYI0 HHGPACTPYKTYpy B nomene Wsr2020.wsr

a. @aiin ¢ momp3oBaTensaMu pazmeniaercs Ha SFTP cepsepe Ha ISP u

JOCTYTICH M3 O] MoJIb30BaTess Crazyadmin mo mapoJio
SecRET _User_F!LE karanora UserBackup
I.  Co3pgaiiTe opraHu3allMOHHBIC ITOAPA3ICICHHS B JOMCHE.
OpraHu3aiimoHHOE MOJIpa3AeICHUE T0IKHO Ha3bIBaThCS B
cooTBeTCcTBMH ¢ nojieM Role nons3oBarens. Tak xe co3npaiire

opranusaimonHoe noapasaenenue Radius
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Ii. B opraHM3anMoOHHBIX TOJPA3IEICHUSIX CO3/IaNTE
COOTBETCTBYIOIINE IPYIIbI O€30MaCHOCTH
iii.  Wmmnoprupyiite monp3oBarenei u3 daiina Users.csv.
MIPOU3BEIUTE COPTUPOBKY MOJIB30BaTENIeH MO Ipynnam
OpraHU3aIMOHHBIM TIOIPa3IEICHISIM
Iv. B kadecTBe JIOrMHA TOJIb30BATEIS HCIIOIB3YHTE COUCTAHUES
uMeHU U hamuiiuu. ToroBoe ums moJjib30BaTes T0JKHO
BEITJIAIETh Kak FirstnamelLastname
v. Cospgaiite monb3oBareis Test ¢ maporem P@sswOrd,
pacnonioxute ero B Users. He BxitouaiiTe mojib30BaTelis HU B
KaKHe TPYIIbI, B KAYeCTBE JIOJDKHOCTH YKakuTe Secret Service
b. B opranusaiioHHbIX OIPa3ACICHUIX CO3aNTe OJHOUMCHHBIC
TPYIIITBI
I. B mnoapazngenenun Radius coznaiire rpymmer MADmMIns u
SAdmins
c. Bce wiensl rpymnmsr Overal 1oikHBI OBITh YICHAMH TPYIIIBI
SAdmIns, Bce wieHbI rpymmbl SUPPOrter 10KHBI OBITh YICHAMHU
rpymmel MADmMInS
d. Jlmsa ka)mgoro moJjib30BaTelIs CO3IaiTe aBTOMATHIECKH
MOJIKJII0YaeMYI0 JIOMAITHIOK Manky Ha cepepe FS-W:
D:\Shares\Users
e. OrpanuubTe pazmep nomaiinnen nanku B 250Mb, 3anperute
XpaHEHHUE BCEX UCTIOMHSAEMBIX (HaiIIOB.
f. CmoHTHpYyHiTE TOMAaIIHKUE TANKH, B KayecTBe aucka U:
g. [Ipu Bxone Ha (ailyioBBIi cepBep MOJIb30BATEND TOJKEH BUIETh

TOJBKO T€ JOMALIHUE TAINKH, K KOTOPBIM €MY pa3pelieH JOCTYM

4. Ha cepepe FS-W ckoudurypupyiite nporpammubiii RAID1 u HazHaubTe

emy OykBy D
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a. Cospnarite katanor D:\Shares. Buytpu sroro kartaiora co3ziaire
nonkaranoru Projects, Users, Redirected. Buyrpu katanora Projects
co3gaiite moakaranoru ProjectlT, ProjectManager u Temporary

b. O6ecneubte moctym k karanory D:\Shares\Users mo myTtu \\FS-
W\Users

c. Jloctym K KaTayiory Temporary J0bKeH JaBaThCsl TOJBKO
HIOJIB30BATENISIM, Y KOTOPBIX B JIOJDKHOCTH yKa3aHo Secret Service.

d. Hoctyn k karanory ProjectlT gomkeH naBaThCsi TOJIBKO
MIOJIb30BATENSAM, COCTOSINM B rpymre IT.

e. Jloctyn k karanory ProjectManager 1oymkeH 1aBaThbCsi TOJIBKO
II0JIb30BATEISIM, COCTOSIIUM B rpyrie Manager.

f. Cwmonrtupyiite karaioru ProjectlT u ProjectManager k
COOTBETCTBYIOIIMM TpyIIIaM, B KauecTBe Jucka P:

g. Ilpum noctyne k karanory ProjectlT monms3oBaress, y KOTOpOro HET Ha
HETO IpaB, JOHKHO BBIBOJUTCS coobmieHue «You do not have
permissions to use this path! Do not try it again!»

h. Ilpu nocryne k karanory ProjectManager mosib3oBaTessi, y KOTOPOTO
HET MpaB, JOJDKHO BeIBoAUTCS coobienue “Only for managers! This

incident will be reported!”

5. Ha cepsepe FS-W ckondurypupyiite npoTokoa aBTOMaTHYECKON
KoH(pUrypamuu xocta /st Bbigauu agpecon kireHTam cetu VLAN1O.
3ape3epBUpyHTe aapec B COOTBETCTBUU ¢ Tomojoruei L3 kimenty CLI1-W.

a. B kaudecTBe IMana3oHa BbIIaBAEMbIX aJIPECOB UCIIOJIb3YUTE
10.11.10.10-100
b. Inro3 mo ymomyanuio - aapec RTR Ha coOTBETCTBYOIIEM

noAsIHTEpdEtice

C. DNS cepsep - DS-W
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6. Cxoundurypupyiite nomen branch.lan na ceppepe BRANCH-DC-W.
JlaHHBIN JOMEH IOJKEH SIBIATHCS YacThio teca WSsr2020.wsr.
a. Bce xmuentsr opuca BRANCH nomkHBI OBITH YiieHAMU JOMEHA

branch.lan

7. CkoHpurypupyite CBOOOIHBIN MPOTOKOJ UCCIETOBAHMS CETU KaHATBHOTO
YPOBHS TaKUM 00pa3oM, 4TOOBI MOKHO ObLTO uaeHTHuImpoBats Windows

(nmm anasor) cepsepa B opuce Branch.

8. CkoHdurypupyiite 1oMeHHY0 HHPpacTpykTypy branch.lan.

a. CosznaiiTe opranuzaimonHoe nojapaszaenenue IT.

b. B opranuzaioHHOM HOIpa3ICIICHUN CO3/IaliTe COOTBETCTBYOIILYFO
rpyminy u nois3oBareis 1 T1 ¢ maponem P@sswOrd. BxirounTe
noJib3oBaTesns B rpynmy IT.

C. CkoHurypupylTe OBEpUTEIbHBIE OTHONICHUS C  JIOMCHOM
wsr2020.wsr. Iloap3oBarenn ar000r0 W3 JOMEHOB JOJDKHBI HUMETH
BO3MOXXHOCTh ayTCHTH(HUKAIIUU B OOOUX JIOMEHAX.

I. JloBepuTenbHBIC OTHOIIICHHS JOJKHBI OBITh

CKOH(HUTYpHPOBAHKI ¢ UCTIONB30BaHUEM mpoTokoiia Kerberos

9. Jlns rpynmst Overal obecnieubTe BO3MOXKHOCTD BXO/Ia TOJILKO B padouee
Bpemst (9:00-18:00)
10.OT1kirounTE UCHOIB30BAHUE CIISILEro pekuMa Ha kinneHTckux 11K, Bkimouas
Linux kiIxeHTOB
11.C cepBepoB FS-W 1 BRANCH-DC-W HacTpoiite nepeHarnpaBieHe JIOTOB
Ha cepep DS-W
a. JlomkHa OCYIIECTBIATHCS MEPEChUIKA TOIBKO CHCTEMHBIX JKYPHAJIOB,
a TaKKe *KypHaJIOB O€30MMaCHOCTH
b. OGecneubTe cOOp COOOIICHUIT BCEX YPOBHEH

12.Ha cepsepe DS-W pazsepuute RDS
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. Hacrpoiite SSO 11 aBTOMaTHYECKOTO IOCTYIA K TIOPTATY
OMyOJIMKOBAHHBIM MPHUIOKCHUIM

. OnyoOmukyiire npunoxenne WordPad mans rpynmst Cloud Storage
.Y monw3oBateseii rpynmsl Cloud Storage na pabouem ctose T0mKeH

npucyTcTBoBaTh Apibik RDS npunoxenus WordPad
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Hacrpoiika cepBepos noa ynpasjennem Linux

1. OOGecneubTe BO3MOKHOCTh ayTEHTU(UKALIUY C UCTIOIb30BAaHUEM JTOMEHHBIX
pexBU3UTOB Ha cepBep RAD-L Ge3 ykazaHus UMEHU TIOMEHa.
a. Tonpko rpynmna IT qomkHa UMETh BO3MOKHOCTB BXOZa B CUCTEMY
RAD-L
b. Paspemmre rpynme I T ucronb3oBanme sudo na RAD-L.

I.  JlocTym pa3perieH Ko BceM KoMaHaM, KpoMe passwd u Su

2. Peanmsyiite cuHXpoHM3aIMiO BpeMeHu 1o rnpotokory NTP Ha ocHoBe
cepsepa Chrony.
a. Yacooii mosic Bcex xocToB: MSK.
b. Xoct LIN-RTR cunxponusupyet Bpems Hanpsmyto ¢ ISP. Tak xe
XOCT BBICTyHaeT cepBepoM Bpemenu ais CLI1-L.
I.  Paspermaercs CHHXpOHHU3AIHS TOJBKO JUIS KIIMEHTOB CETH
CLI1-L.
li.  CoOCTBEHHBII HCTOYHHUK BPEMEHU SIBJISCTCS PE3CPBOM
CUHXPOHHU3AINH CO CTpaTyMoM 9.
C. Bce npoune xocThl Ha 6a3ze LINUX CHHXPOHU3UPYIOT BPEMSI C
OTBETCTBEHHBIM CEPBEPOM B CBOEH CETH.
I.  MaIuHbI BBITIOJIHSIOT CHHXPOHHU3AIMEO alllapaTHBIX YacoB.
Ii. B ciyuae, eciiu OTKIIOHEHHE OT CEpBEP COCTABJISACT OoJiee ABYX
TBHICSTY CEKYH]T - MaIlIHA BBITOTHAET )KECTKYI0 CHHXPOHU3AIHIO
BpPEMEHH.
MAaITUHBI TOMYCKAIOT PYYHOE BHICTABIICHHE BPEMCHH

cpeacteamu Chrony.

3. Ha cepsepe RAD-L nactpoiite BeO caliThl Jisl BHYTPEHHUX U BHEIITHUX

OJIL30BaTEJIEH
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CaliT 11t BHyTPEHHETO MOJIh30BaHUS TOCTYIICH TOJIBKO U3
BHyTpeHHel cetn opurca HQ nmo umenn www.wsr2020.wsr
Hckntounte BO3MOKHOCTh AOCTYyIa Ha calT no |IP aapecy juis calita
www.wsr2020.wsr
I.  JlocTaTo4HO BBIIaYM KOJIA ONTUOKHU M IEMOHCTPAIHH
CTPaHMIIBI-3aT Ty K.
JlJis BHEIITHUX T0JTb30BaTesel obecreubTe paboTy caita

www.wsr2020.ru

. HaCTpOﬁTG CCTCBOC O60py,Z[OBaHI/IG JIIsL o0ecreYeHUST BO3MOKHOCTH

BXOJIa HA CAalT BHEIIHUX KJIMEHTOB. JIJIs1 3TOr0 Mpou3BeIUTE MPOOPOC

IIOPTOB HAa IPaBUIILHOM YCTPOMCTBE.

4. Cxoudurypupyiite DNS cepsep Ha cepsepe RAD-L

a.

CepBep HOMKEH HECTH PEIUTHKY 30HBI WSI2020.WSr 6e3 BO3MOKHOCTH
ec U3MCHECHHUS.

Bce 3anpock! BeIxoasmue 3a paMku 30H6I WSI2020.wsr, a Taxke
branch.lan gomkue! nepecwsuiaThest cepBepy ISP. 3ampock! k 30He
branch.lan nomxue! nepeckuiatbes ceppepy BRANCH-DC-W.
BHelHue KIMEeHThI He JODKHBI KMETh BO3MOYKHOCTH IMPOCMOTpA

BHYTPEHHEU 30HBI

. Cxondurypupyiite 3oay WSr2020.ru. J/lanHast 30Ha TOJKHA OBITH

JIOCTYITHA JUIsl IPOCMOTPA TOJIBKO JIJISl BHEITHUX KIMEHTOB
Cepsepy ISP nenerupoana 3oua Wsr2020.ru. [Ipoussenute mpoOpoc
MIOPTOB U yIOCTOBEPHTECH B BO3MOKHOCTH Pa3peIICHUs 30HbI U3

BHENIHEN CETH

5. Ha cepsepe FS-L ckondurypupyiite LVM

a.

[IpeoOpasyiiTe B pusznueckue Toma LVM Bce cBoOOHBIE HOCUTEINH.

b. Cosznaiite rpymmy jJoruueckux TomoB Wsr2020

C.

Co3zpaiiTe cieayronme JOrniecKue Toma.
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I.  Backup, 200 M6.
1i. Storage, 40% ot ocTaBIIerocst CBOOOJHOTO MeCTa.
d. ObecnieubTe co3manue cHammoToB ToMa Backup pa3 B gac.
I.  Cuammotsl co3marotes B popmate SNAP-XX, rae XX - Homep
cuamiora, (01, 02 u 1.1.)
Ii.  Cuammoty BeiAensercss 5% ot o01Iero oobeMa IpyImbl TOMOB.
lii.  CHammoThl JOJKHBI CO3/1aBaThCs MPH MOMOIIN CKPHIITA
/root/create_snap.sh
e. Cospaiite cHammoT yrctoro Toma Backup ¢ nassanuem CLEAR
I.  CHHMOK JOJDKEH IO3BOJIATH IOJHOE XpaHEHNE U3MEHEHU
yKa3aHHOTO JIOTHYECKOTO TOMA.
f. OOecneupTe MOHTHpOBaHKME ToMa Storage B katasor /opt/Storage
g. Ob6ecneubTe MOHTHpOBaHKe ToMa Backup B xarasor /opt/Backup

h. MoHTHpOBaHKE TOJHKHO MIPOUCXOAUTH BO BPEMS 3aTPY3KU CUCTEMBI.

6. Crxoudurypupyiite VPN na ocnoBe WireGuard nHa cepsepe FS-L

a. B kauecTBe aipeCHOro MPOCTPAHCTBA UCHOJIB3YUTE MOJCETh
10.6.6.0/24.

b. KiaueHThI 10/DKHBI KIMETh TOJIHBIA JocTyn K oducy Branch, mpu atom
aHOHCHPOBATH CETh B MPOIIECC MAPUIPYTU3AINH 3AMTPEIICHO

C. B kauectBe knuentoB BoictynatorT CLI2-L u CLI1-L. [qna CLI2-L
ckoHpurypupyirte anpec 10.6.6.10, nns CLI1-L 10.6.6.20

d. 3amyck coeMHEHHS OCYIECTBISICTCS CKPUIITOM WQ_CONnect,
ocraHoBka WQ_disconnect. CKpuIThl JOJKHBI BBI3BIBATHCS U3 JTFOOOTO
Karajora 6e3 ykazaHusi OJIHOTO Ty TH

e. B kxauecTtBe mopra st cepBepa ucrnosb3yiite 31337
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7. ObecneubTe nocTyn K MHTepHETY Juis CLI1-L

a.

d.

e.

HacTtpoiiTe tuHamMmdeckoe mpeodpazoBaHre OPTa HCTOUHUKA TSI
kaxxaoro npoxossiiero nakera Ha LIN-RTR
CLI1-L nomxen nmonyuath aapec apTomatudecku oT LIN-RTR.
I.  JlomenHoe ums -- Wsr2020.wsr
Il.  Anpec moinkeH OBITh MOTy4eH u3 auana3ona ot .50 mo .60
li. Ilmro3om o ymomuanuio u DNS cepepom siBisercss LIN-RTR
LIN-RTR nogkitouaetcs k npoBaiiaepy npu nomonu PPPOE.
Hacrtpotite PPPOE xnueHT.
I.  Wwms noas3oBarens linrtr, maposs linrtrpppoe
Il.  AyTeHTu(UKAIUS IPOXOIUT B OJJHOCTOPOHHEM MOPSIKE TI0
nporokoiny CHAP
ii.  IP agpec nomkeH ObITH OTYYEH aBTOMAaTUYCCKH
Beimonnaure 3oHupoBanue Tpapuka Ha LIN-RTR.
I.  Bce makeTsl, momnanaromnye U3 BHEIIHEH CETH CUUTAIOTCS 30HON
external
Ii. Bce makeTsl, NPUXOASIINE U3 BHYTPECHHEH CETH, CUUTAOTCS
30HOU WOrK.
lii.  Bce maketsl, npuxoasnme u3 GRE-TyHHens cunuTaroTcs 30HOH
internal
Peanuzyiite cnenyroiue npasuia paboTsl ¢ Tpapukom
I.  3ona internal momkHa nomyckaTh paboTy Cy*xo0,

UCITIOJIB3YIONIUX CBSI3HOCTH, o0ecrieueHHyro GRE-TyHHenem.

1. TIpounii Tpaduk caeayer 3anpeTuTh

Ii. 3ona external momkHa mo3BoATH padboTy ciryx6 IPSEC u GRE.
li.  Hcxomsmuii TpaduK, MOKHUIAIOIIMI BHYTPEHHIOK CETh 110
JH000MY KaHaTy CBSI3H, IPOXOAUT MacKapaIiuHT

iv. 3ona WOrk mo3BoisieT paboTy CpeJCTB aBTOKOH(DUTYpaLIUN
KJIHMEHTOB.
V. 3ona work pasperraer paboty cpeacts DNS.
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8. Mexny LIN-RTR u RTR nactpoiite GRE TyHHenb nj1s obecnieueHus
cBsi3aHHOCTH ¢ opricom HQ
a. Mcnompsyiite anpecarnmro 10.10.10.1/30 m 10.10.10.2/30 mns RTR u
LIN-RTR cooTBercTBeHHO

b. Hcnone3yiiTe HOMep TyHHETbHOTO HHTEpdeiica 0
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JIUATPAMMA BUPTYAJIBHOM CETHU
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i
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Tomosorus L3
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Routing aquarpamma

OSPF area 0
10.10.10.0/30

10.5.5.0/29
192.168.1.0/24

EIGRP AS65000

10.20.20.0/30
172.16.10.0/24
10.5.5.0/29
10.0.100.0/24
10.11.30.0/24
10.11.20.0/24
10.11.10.0/24

BGP AS 65010
2.2.2.2/32

BGP AS 65001 BGP AS 65002

40.15.25.64/30
33.33.33.192/26

10.255.61.0/30
109.111.5.0/30

BGP AS 65000

1.1.1.1/32
31.33.7.0/30

83.33.33.192/26

109.111.5.0/30
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VPN nuarpamma
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Tabomua DNS

Nwms Tun 3anucu Anpec
CLI1-W.wsr2020.wsr APTR 10.11.10.70
DS-W.wsr2020.wsr APTR 10.11.20.10
CS.wsr2020.wsr APTR 10.11.20.20
FS-W.wsr2020.wsr APTR 10.11.20.30
RAD-L.wsr2020.wsr APTR 10.11.30.100
www.wsr2020.ru A 31.33.7.2
cdp.wsr2020.ru A 31.33.7.2
WWW.Wsr2020.wsr CNAME RAD-L
DMZ-W.wsr2020.wsr APTR 10.11.30.200
RTR.wsr2020.wsr APTR 10.11.10.1
10.11.20.1
10.11.30.1
SW1.wsr2020.wsr A 10.0.100.10
SW2.wsr2020.wsr A 10.0.100.20
SW3.wsr2020.wsr A 10.0.100.30
FW.wsr2020.wsr A 31.33.7.1
vpn.wsr2020.ru A 33.33.33.195
LINRTR.wsr2020.wsr A 192.168.1.1
CLI2-W.branch.lan APTR -
FS-L.branch.lan APTR 172.16.10.10
BRANCH-DC-W.branch.lan | A,PTR 172.16.10.20
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Heo0xoanmbl NpHJI0KeHUS

[Tpunoxenue 1

JlonoyIHUTENBHBIE HACTPOUKHA MOYJIS

HaCTOHH_II/Ie JOIOJHCHUA COACPIKAT OIMMCAHUC BHUAAd HPCAYCTAHOBOK,

OIIMCAaHUC HUCIIOJIb3YCMbBIX OIICPAINMOHHBLIX CUCTCM, PCKOMCHAAINWHU 110 BBIACJICHUIO

PECYPCOB LISl BUPTYaAJIbHBIX MAIIUH.

Haszeanue Pecypca CLI/GUI Ilpumeuanusn

FW ASDM/Telnet/SSH 5505

All network devices Telnet/SSH -

CLI1-W GUI Windows 10 Enterprise
(unu ananoz)

DS-W GUI Windows Server 2019 (uu
ananoe)

CS GUI Windows Server 2019 (uu
ananoe)

FS-W CLlI Windows Server 2019 (uau
ananoe)

RAD-L CLlI CentOS 8 (unru ananoz)

DMZ-W GUI Windows Server 2019 (uru
ananoz)

CLI2-W GUI Windows 10 Enterprise
(unu ananoz)

FS-L CLI CentOS 8 (unru ananoz)

BRANCH-DC-W GUI Windows Server 2019 (u1u
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ananoz)

LINRTR CLI CentOS 8 (u1u ananoz)
CLI1-L GUI CentOS 8 (unru ananoz)
CLI2-L GUI CentOS 8(uiu ananoz)
ISP CLI CentOS 8(uau ananoz)
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IMpumepHblii 1aH padorsl’ lenTpa npoBeneHus
AeMOHCTpanMOHHOTr0 3k3aMena o KO Nel.l mo koMmneTeHIMH
Ne 39 «CeTeBoe M CHCTEMHOE a[IMUHUCTPUPOBAHME»

IIpumepHoe Bpems Meponpusrue
08:00 [onmyuyeHue rIaBHBIM 3KCIIEPTOM 3a1aHUS
JEMOHCTPAIIMOHHOTO dK3aMeHa
08:00 - 08:20 [TpoBepka rOTOBHOCTH MIPOBEICHUS
JE€MOHCTPAIIMOHHOTO AK3aMEHa, 3all0THEHHE
AKTa 0 TOTOBHOCTH/HE TOTOBHOCTH
08:20 - 08:30 Pacnpenenenne 00s3aHHOCTEH 1O MTPOBEACHUIO
9K3aMEHa MEX]y YWICHaMH DKCIIEPTHOM
rpymnsl, 3anonHenue [Iporokoia o
pacrpeaeneHun
O T e — 08:30 - 08:40 HHCcTpyKTaK DKCHEPTHOM TPYIIIBI IO OXpaHe
[leHb TpyZa U TEXHUKE 0€30IacHOCTH, COOp
noanuceit B [Iporokosie 06 03HaKOMIICHUHU
08:40 — 09:00 Peructparusi yuacTHUKOB IEMOHCTPAIHOHHOTO
9K3aMeHa
09:00 - 09:30 WHCcTpyKTax Y4aCTHUKOB 10 OXpaHe Tpyaa u
TEeXHHKE 0€3011acHOCTH, COOp MOANUCEN B
[IpoTokone 00 03HAKOMJICHHH
09:30 - 11:00 Pacnipenencnue pabounx mect (>kepeObeBKa) U
03HAaKOMJICHHE YYaCTHUKOB C pabounMu
MecTaMu, 000py1oBaHHEM, rpadpukomM paboTHl,
MHOI JJOKyMEHTAllMeH U 3aI10JTHEHUE
IIpoTokoia
09:00 - 09:30 O3HaKOMJICHHUE C 3aJJaHUEM U MPaBUIIAMHU
09:30 - 10:00 Bpuduar sxcepToB
10:00 - 14:00 BrinosHeHue nepBoil moJ0BUHBI 3aJaHUs
14:00 — 15:00 O6Gen
Tens 1 15:00-17:00 BrinosgHenne BTOpoi MOJIOBUHBI 33/1aHUS
17:00 - 18:00 Pabora skcrnepToB, 3anonHeHne GopM U
OLICHOYHBIX BEJOMOCTEN
18:00 -19:30 ITonBeneHue NTOrOB, BHECEHHE TTIABHBIM
skcnepToM 6amtoB B CIS, 610kupoBKa, cBEpKa
0aJuI0B, 3aM0JIHEHHE HTOTOBOT'O MMPOTOKOJIA

! Ecnu nutaHmpyeTcst mpoBesieHne JIEMOHCTPAIMOHHOTO JK3aMeHa UTsl JIByX M 0OJiee HK3aMEHAIIMOHHBIX
rpymm (3I') u3 ofHO#H yueGHOM TPy OMHOBPEMEHHO Ha OHOM MIIOMIAKE, TO 3TO TAKXKE JOIKHO OBITH OTPaKEHO
B IraHe. lIpuMepHBIH IUTaH PEKOMEHIYETCS COCTaBHTh TaKUM 00pa3oM, YTOOBI IMPOAOJDKHTEIBHOCTH PaboTHI
9KCIIEPTOB Ha IUIOLIAJAKE HE IPEBbIIAJa HOPMBI, YCTAaHOBIIEHHBIE JECHCTBYIOLIMM 3aKOHOIATENBLCTBOM. B ciyuae
HEOOXOJIMMOCTH TIPEBBIIICHUS] YCTAaHOBICHHOW MPOJOIDKUTEIBHOCTH MO OOBEKTHUBHBIM INPHYMHAM, TpeOyeTcs
COTJIacOBaHHUE C IKCIEPTAMH, 3a/IeHiCTBOBAaHHBIMU JUIsl paOOTHI HA COOTBETCTBYIOMIEH IIIOIIA/IKE.
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IlaH 3acTpoiiKy MJIOMIAAKH JJI5A MPOBeAeHUA TeMOHCTPAIMOHHOIO
3k3amMeHa o KOJI Nel.2 mo komnerennuu Ne 39 «CereBoe u
CHCTEMHOE aIMUHUCTPUPOBAHME»

Homep komnerentiun: 39

Ha3Banue koMIeTeHIINN .

CeTeBoe U CHCTEMHOE aJIMUHUCTPHUPOBAHUE

O6m1as momaas miomaak: 250 m?

[Tnan 3actpoiiku TuromaAKu (IJIaH 3aCTPOMKM TaKXKe IMPEIOCTABICH Kak

otaenpHbIN (aitn k KOJI):
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[puiaoxenus

. Undpactpykrypusiii auct mist KO Ne 1.2
. Ilman 3acTporiku
. OcoOble  ycrmoBusi mpoBelneHUs J[eMOHCTpalMOHHOrO JK3aME€Ha B

muctanimonHoM Gopmare gt KOJI Nel.2

44



Ipunoxenne 4 k KOJI Ne 1.2
nmo komnerennuu Ne39
«CeTeBoO€ U CHCTEMHOE A IMUHUCTPHPOBAHH E»

OcoOble yciioBusi mpoBeAeHusi J{eMOHCTPALIMOHHOI0 IK3aMEHA 110
cranaapram Bopaackmiic Poccus B iuctanniuonunom gopmare

Hactosmue  ycnoBus  ompeAensioT  MOPAJOK  OpraHuM3allud W MPOBEICHUs
JEMOHCTpAallMOHHOrO  9Kk3amMeHa 1o  kommereHuu Ne39  «CereBoe UM CHUCTEMHOE
aJIMUHUCTPUPOBAHUE» B COOTBETCTBUH C KOMIUIEKTOM OlleHOUHON nokymenTanuu (KOJI) Nel.2
B JMICTAaHLIIMOHHOM (hopmate paboThl BO BpEMs IK3aMeHa.

1. Texnuueckmue Cpeacrna, NMPpUMEHAECMbIC IJIsA OpraHu3anuu H NnpoBeaACHUSA
AEMOHCTPAIIMOHHOI'0 3K3aMEHa

YcaoBusi BUIEOTPAHCIANNH Pazpemenne He menee 720p, moaxmodyeHue nmo USB

C/1a4¥ IEMOHCTPANIMOHHOT O Bepcun He MeHee 2.0, BO3MOXKHOCTh TpaHcasaiuu Buneo B BKC
K3aMeHa cucTtemy uepes Opaysep.

Ha BuaeoTpaHCIAIMU JTOJDKHO OBITH XOPOIIO BHIHO JIMIO H

Onmxaiiiee IIPOCTPAHCTBO Y4aCTHHKA. B ciryyae

YcaoBust BUI€03alUCH CAAYHU HEOMPEAETEHHBIX CI/ITyauHﬁ, YYaCTHHK  JIOJDKCH 6y):[eT

JIEMOHCTPAIMOHHOT0 IK3aMeHa | IPOJEMOHCTPUPOBATh CBOE pabodee MecTO AJIs MPOBEPKH, UTO
Ha HEM HET 3alpelleHHBIX MpeaAMEToB (0 TpeGOBaHUIM
OpUIOKEHHS 3)

Pabouuii cTton sK3aMEHyeMOro JOJKEH TpaHCIMpOBAaThbCS Ha
3aKpbIThI YOUTUbe-kaHas, yepes3 OeCIUIaTHYIO MPOrpaMMmy st
Yci0Bust TpaHCAsIUMHA dKpaHa | | pueorpaHcIsmii OBS-Studio.
pabouero mecra 3k3aMenyemMoro | Ha TpaHcnsanuu 10JKHO OBITH BUAHO JIMIO YYaCTHHUKA, pabounit
CTOJI, TIPYU HAJIMYUHM HECKOJIBKUX PabOYMX CTOJOB, OTOOpasuTe
UX Ha TPAHCISIMHY,

3anuce paboyero croyia BeAETCS TakkKe, C HCIOJIb30BAHUEM

Ycaosus 3anucu sxpana / nporpaMMHOro  obecredenusi  mporpammbel  OBS-Studio.
pabouero mecta 3xk3amenyemMoro | OOs3aTenbHas 3aMucCh ayJIM0 U BHUJIEONOTOKA C pabouero mMecra
YYaCTHUKOB.

YcioBus nepeaayum 3agaHui

J€MOHCTPALMOHHOI0 IK3aMeHa DKcrmepTaM, TPHUCYTCTBYIOIIMM Ha IUIOMIAJKE, HA IOYTY
OTIMpaBJseTCs 3ajJaHue JEeMOHCTpAIlMOHHOTO »Jk3ameHa. [lpu
pabore uepe3 uHppactpykrypy VDI, pabouee 3amanmue
pacmonaraeTcst Ha paboyeM MecTe YYaCTHHKA.

JKCIEPTAMH YYaCTHUKAM, a
TaK:Ke pe3yJIbTaTOB PadoThI
Y4ACTHHMKAMM JKCIepTaM

YyacTHUK BBIMONHSET 3aJaHue Ha pabodyeM MecTe, TO
HCTEYEHUIO HK3aMEHAIlMOHHOIO BPEMEHM, TIpymna JIUHEHHBIX
DKCIIEPTOB  MpOBEpsieT pabouyee MecTo BpyuHyto. llpu
WCIIOJIb30BAHUN CHCTEMBI aBTOMAaTHUECKOTO cOOpa pe3ysIbTaToB
JTUHEWHBIE JKCIEpTHl HE TpeOyeTcs, a cCuUcTemMa 3alycKaercs
['1aBHBIM DKCEPTOM IEMOHCTPAIIMOHHOTO YK3aMEHA.

YcaoBust AeMOHCTpaLuu
pe3yJbTaTa BbINOJHEHHO
padoThl y4YaCTHUKAMHU IK3aMeHa

JlonoHHTeIbHOE Tporpammuoe | 1Ipu ncmonbsoBannn uHppacTpykrypsl VDI Ilporpamma s
MOJIKITFOYEHUS] K HMH(QPACTPYKTYpe BHPTYAIBHBIX pabodnx

crosos (Vmware Horizon Client).
[Tpu ucnone3oBanuu uHGpacTpyktypsl ESXi: IIporpamma st
NOAKIIOYEeHUs] K rumepBuzopam  Vmware ESXi  (Vmware

o0ecneueHue He0OX0AMMOE ISt
padoTthl Ha /D, BriIOUan
NpOrpaMMbl COBMeCTHOI padoThl




HA/l TOKyMEHTaMH, 00JIauHbIe
XpaHUJIMIIA, cienuduyeckne
NporpamMmMbl He0OXO0AMMBbIE 1JIl

Workstation, Vmware Remote Console)
[Tpu ucnons3oBaHuM yaaneHHONW UHGpacTpyKTypsl: [Iporpamma
s ynanenHoro noakmoueHus (OpenVPN, Cisco AnyConnect,

Huawei SecoClient u mpouee)
peaau3anum 3aaanus 19

YcioBusi OKa3aHUs IOMOIIHU B
YCTAHOBKe U 00y4eHus padore ¢
NMPOrpaMMHBIM 00ecreuyeHueMm,
TEXHUYECKOH MOJAeP:KKH BO
Bpemsi npoBeaeHus /19

OT 5uua KOMIIETEHIMH OINyOJMKOBAaHbl MHCTPYKLHMM 10
YCTAaHOBKE U HACTPOIKE BCEro MpOrpaMMHOI0 0oOecledyeHHUs, B
cillyua€  BO3HUKHOBEHHS  CIIO)KHOCTEH, aKTHUBHO  BeJeTCs
oOuienue B Tenerpam-kaHajie KOMIETEHLIUN

2. Oco0blii IJIaH MPOBeIeHHUsI IeMOHCTPANIMOHHOTI 0 SK3aMeHa (IIPUMEP)

Meponpusitue
e IIpumepHoe
BpeMst HeiicTBUSA IKCIIEPTOB JeiicTBUS y4ACTHMKOB 3K3aMeHa
JlesTenbHOCTh  OCYIIECTBISIETCS COTJIACHO NYHKTY S «JlomonHUTEIbHBIE — YCIOBUSY,
ONKMCAaHHOMY B JJaHHOM JOKYMEHTE
Pabora ¢ s3xcnepramu /1D
1. Tlomyuenue IJIABHBIM
3KCHEPTOM 3a1aHUs
JEMOHCTPALIMOHHOTO  JK3aMeHa
(manee J13).
08:00 — 08:30 | 2. Pabora B cucreme 1o mposepke K paBoTe He IPUBEKAIOTCH
MPaBUILHOCTH BHECEHHBIX
JTAHHbIX.
3. T'enepupoBaHue  MEPBUYHOTO
MpPOTOKOJIa O  OJIOKUPOBKE
CXEMBI OLIEHKH U3 CUCTEMBI
1. Ilpoepka oOopymoBaHud U
NOAKIIYEHNH  TexXHUYecKuM
IToaroros
skcneptom / IT sxcieprom
UTeIbHbI 2. IlpoBenenue perucTpanuu
— TJIaBHBIM 3KCIEPTOM JMHEMHBIX
skcnepToB /IO Ha BBIOpaHHOM
C-1! SIIEKTPOHHOM peCypce:
2.1. TectupoBaHHe 3KCIEPTHOM
rpynmnou paboTocrnocoOHOCTH
08:30 - 08:50 BBIOPaHHBIX AIIEKTPOHHBIX K paboTe He MpUBJIEKAIOTCS
pecypcoB
2.2. 3amonHeHWe W 3arpys3ka
JIOKYMEHTaIluU JKCIIEPTHOM
TPYIIION
1. Onosermienue IJIaBHOTO
JKCIIepTa O 3aBEpIICHUH U
pe3ynbTarax NpoBEPKH
2. TlonTeepxacHue I'maBHBEIM
9KCIIEPTOM T'OTOBHOCTH
08:50 — 09:20 | 1. TIpoBepka TIaBHBIM JKCIIEPTOM K paboTe He MPHUBJIEKAIOTCS

! Eciu TpebyeTcs, MOAroToBKa MOYKET HAYaThCs 32 HECKOJIBKO JIHEH 110 MpoBeieHus JleMOHCTPALMOHHOTO 3K3aMeHa

2




COBMECTHO C  TEXHHYECKHM
aJIMHHHCTPATOPOM  ITUIOIIAJIKH
TOTOBHOCTb MECT JIHHEHHBIX
JKCIIEPTOB K OIIEHOYHOM
IEeSITEIbHOCTH COTJIACHO
HHOPACTPYKTYPHOMY JUCTY
KOA 12 1o KOMIIECTCHIIHH
«CerteBoe u CHUCTEMHOE
aJIMHHHCTPUPOBAHUE

CocraBnenue I'’IaBHBIM
OKCIICPTOM IIpOTOKOJIa 0
TOTOBHOCTH MECT OJOKCIIEPTOB K

hile)

09:20 - 10:00

[TpoBenenue TJIaBHBIM
DKCIIEPTOM HHCTPYKTaxxa
DKCIEepTHOM IpyMIibl IO OXpaHe
TpyJa U TeXHUKE 0€3011aCHOCTU

OTBeThI Ha BOMPOCHI JTMHEHHBIX
3KCHepTOB TJIAaBHBIM BKCHepTOM
C HCIIOJIb30BAaHHUEM PECYpCOB
ZOOM wunu ananor

3.1. Cioco0 nmoamucanus
3.2. Hcmonb3yembie pecypchbl
3.3.  Cnocob 3arpysku

3.

[IpoBepka TIJIaBHBIM 3KCHEPTOM
noxnuceir B IIporokone 06
osHakomsienun ¢ Thb u OT
JKCIIEPTOB c IIOMOUIBIO
pecypcos Google Drive,
Snnexc./Juck U po4ue
o0JauHble XpaHUJIMILA.

Pacnipenenenue TJIaBHBIM
IKCTIEPTOM  OO0SI3aHHOCTEH U
CYIEUCKUX poien 1o
MPOBEICHUIO iiC) MEKTY
YleHaMu DKCIEPTHOM IPYIIIIbI €
nomorniplo  pecypcos  ZOOM
WJIM aHAJIoT

5.1. Cnoco6 noanucanust
5.2. Ucnonb3yeMbie pecypchl
5.3. Criocob 3arpy3ku

5.

O3HakoMIIEHHIE JTMHEHMHBIX
IKCIIEPTOB c MpaBUJIaMU
npoBeaeHus /9, oneHku padot
y4acTHUKOB [/|D B COOTBETCTBHUH
¢ 3amanmem KOJ[ 1.2 mo
xomnereHnun  «CereBoe U
CHUCTEMHOE
aJIMUHUCTPUPOBAHUE

Tloanucanune JKCIIEpTaMu
MIPOTOKOJIA OJIOKUPOBKHU

K pa60Te HC IIPUBJICKAIOTCA




KpUTEPUEB OICHKHU:
6.1. Cmnoco0 noanucanns
6.2. Hcnonb3yemsie pecypchl
6.3. Cnoco0 3arpy3ku

6. Pacmpenenenue TJIABHBIM
AKCTIEPTOM MEXKIY JHUHEHHBIMH
JKCIIEPTAMH  YYAaCTHUKOB  JIS
OCYIIIECTBJICHUS KOHTPOJISI 32
XOJ0M BBIIIOJHEHHS AMU
3aganus /IO B COOTBETCTBHHU C
KOA 12 1o KOMIIECTCHIIHH
«CeteBoe H CHCTEMHOE
aIMUHHCTPUPOBAHUE» — HA
OJIHOTO JIMHEHHOTO DKCIIepTa He
0osee 3 Y4aCTHHKOB.

7. CocraBieHHEe TPOTOKOJIA O
pacrnpeneneHun YYaCTHUKOB
MEXTY IKCIIEPTaAMH ISt
KOHTPOJIS 3a X0JIOM
BBINIONTHEHUST 3adanus /IO B
cootBercTBuu ¢ KOJ[ 1.2 mo
komnereHiuun ~ «CereBoe U

CHCTEMHOE
aJIMUHHUCTPUPOBAHUE»
Padora ¢ yuactHukamu 19
1. OrtBeTcTBEHHBIH oT
o0pa30BaTe/bHOI OpraHu3aluu
3a MIPOBEACHUE pliC)
OCYIIECTBIISIET ~ KOHTPOJIb 34
MOJIKJIFOYEHUEM BCEX

y4acTHUKOB /IO k BeIOpaHHOMY
pecypcy Google Meeting, wiu
Zoom-koHbepeHIus, WU
mo00i Ipyro UMEIOIIHicsS y

1. TlomkmodyeHne K  BBHIOpAaHHOMY
pecypcy B yKa3aHHOE BpeMsi

10:00 = 11:00 y4eOHOro  3aBEJEHHUS]  CEPBUC
Ui BUACOKOH(epeHLUH B
yKa3aHHOE BpeMsi
2. IlpuBercTBeHHOE CJIOBO
2. 3HAKOMCTBO C TJIaBHBIM IKCIIEPTOM
TJIABHOTO DKCIIEpTa
3. Pabora TEXHUUYECKOTO
aIMUHUCTpartopa tiomanku c | 3. Paborta c TEXHUIECKUM
ydacTHHKaMu /I3 mo oOyueHuto aJIMUHUCTPATOPOM IUIOIIAJAKH U C
pabote c BBIOpAaHHBIMU pecypcamu:
pecypcamu: ZOOM wunu ananor
3.1. ZOOM wunm aHaior
1. TI'maBHBI »SKCHEpT OOBACHSAET
TIOPSI/IOK perucTpaIu
YYaCTHHKOB 1. TIpociymmBamOT WHCTPYKIHIO TI0
11:00 - 11:30 JIEMOHCTPAIMOHHOTO DK3aMEHa. perucTpanuM 4epe3  BHIOpaHHBIH
2. IlIpoBepka JMYHOCTH c pecypc Google Meet
MTOMOIIIBIO CIIMYCHUS TAaHHBIX U3
CHCTEMBI " nacropTa




(ycrpanenue  ommbOOK, 1O
HEOOXOIUMOCTH).

I'maBHBI SKcnepT OOBICHAET
npouenypy 3aTI0JTHCHUS
NPOTOKOJA O PErHCTpalid |
3arpy3Ky ero Ha BbIOpaHHBIN
pecype Google Drive Tlposepka
[JIABHBIM OKCIIEPTOM MOJIUCEH

B [Iporokose perucrpauuu
YYaCTHUKOB a2 yepes
BBIOpaHHBIN pecypc
[IpoBepka JUYHOCTH c
MOMOIIBIO CIIMYCHUS TaHHBIX U3 2. Hewoncrpupysor ¢ TTOMOTIBIO Beb-
KaMephl uepe3 BBIOpaHHBIA pecypc
CUCTEMBbI u nacropra
(yeTpamemme  ommbox, o JIOKYMEHTOB, yIOCTOBEPSOLIIX
HEOOXOAUMOCTH). JTHHHOCTR
I'maBHBIA dKcnepT OOBICHSIET
— ATLOM IS 2.1. 3BanonHsioT HpOTOK_OJI 0
perucrpauu nytem Google Drive
MPOTOKOJIA O PETUCTpAllud |
. | 2.2.  3arpyxawot Ilpotokona Ha
3arpy3Ky 4epe3  BBIOpaHHBII 3 .
BeIOpaHHbIi pecypc Google Drive
pecypc
IIpoepka rnaBHBIM 3kcrepToM | 3. CooOleHHe TIaBHOMY 3KCHEPTy O
HoANMCen B IIpoTokoite 3aBEpLICHUN 3arpy3Ku
perucTpanyu y4acTHukos J1O HOJNMCAHHOTO  HPOTOKOJIA  Ha
4yepe3 BRIOpaHHBIN pecypc BeIOpaHHbIi pecypc Google Drive
[IpoBepka TIaBHBIM SKCIEPTOM
W JUHEWHBIMH  JKCIIEpTaMHU
COBMECTHO C  TEXHMYECKUM
aaMuHUCTparopoM  Twiomaaku | 1. TlogxmrouaroTcst B yKa3aHHOE BpeMs
TOTOBHOCTH MECT YYacTHHUKOB K KOH(EepeHIUH, CO3JaHHOM Ha
st ipoBeAeHust /1D cormacHo BbIOpaHHOM pecypce Google Meet,
UHPPACTPYKTYPHOMY JIUCTY U 10 OYepeu JAEMOHCTPUPYIOT yepes
rana 3actpoiiku KOJl 1.2 mo BeO-Kamepy Wi HHOE
komnereHiuun  «CereBoe U BUJICOYCTPOICTBO pabouee MecTo
CHCTEMHOE yuactHuka JID (3apaHee umwu
a/IMUHUCTPUPOBAHUEY NoAroToBjieHHOe, corinacHo WMJI u
(ocyrecTBisieTcst yepes I13 ykazanubix B KOJI 1.2)
BBIOpaHHBII pecypc) — Ha
11:30 - 14:00 Ka)kZ0ro ydvacTHuka gaercs 10
MHUHYT.
ITpoBepka OTBETCTBEHHBIM
JMHEHHBIM SKcHepToM (MOXXKHO
CaMOCTOSITEITEHO WA c
MIOMOIIBIO TEXHUYECKOTO
aIMUHHCTpaTopa  Iomanku) | 2. JlarloT  mocTym ¢ TOMOIIBIO
pabouero KOMIIbIOTEpa nporpamMmmbl  Vmware  Horizon
yuactHuka /1D (BBINONHSAETCS C Client
MIOMOIIIBIO, Hanpumep,
NIPOrPaMMBI COBMECTHOMN
ylaJeHHOU paboThI
TeamViewer win aHAJIOTHYHO# )
I'maBHbIN  9KkcnepT  odopmiisieT | 3.




MPOTOKOJI O TOTOBHOCTH MECT
YYaCTHUKOB K JID

[IpoBenenue TJ1aBHBIM
AKCTIEPTOM BBOJIHOI'O
HHCTPYKTaxa O TOpsSJIKE U
ocobeHHocTsax xoma JID 1o

[TpocinymuBarOT HMHCTPYKLHIO IO
perucTpalMu 4epe3 BbIOpaHHBIN

. . kommnereHnuu ~ «CeTeBoe U
14:00 - 14:30 1 pecypc Google Meet
CUCTEMHOE
aJIMUHUCTPHPOBAHUEY qyepes
BBIOpaHHBIN pecypc
OTBeTHl TIIABHOI'O JKCHEpTa Ha 3aparor BOIIPOCHI IJIaBHOMY
BOIIPOCHI YUaCTHUKOB AKCIIEPTY.
[IpoBenenue TJ1aBHBIM
JKCIIEPTOM HWHCTPYKTaxa
[IpocaymmBanue HHCTPYKTaxa I10
y4acTHUKOB J|D 1o oxpaHne
OXpaHe  Tpyda W  TEXHHUKE
TpyJa U TEXHHUKE OE30MacCHOCTH N
0e30MmacHOCTH 4Yepe3 BBIOpPAHHBIN
(ocyrecTBisiercst yepes
. pecypc Google Meet.
BeIOpaHHbIii  pecypc  Google
Meet)
Pa30op BO3HHMKIIMX BOMPOCOB
Pa300p BO3HUKIIINX BOIIPOCOB
OT y4acTHUKOB /1D
['maBHBIA dKCHEpT OOBACHSAET
14:30 - 15:00 npouenypy 3aI0JIHEHUS 3anonHsoT IIPOTOKOJI 00
MPOTOKOJIa 00 O3HAKOMIIEHUU C o3nakomsienud ¢ Thb u OT myrem
Th u OT u ero 3arpy3ky Ha Google Drive
BeIOpaHHbIi  pecypc  Google 3arpyxaroT Ha BbIOpaHHBIA pecypc
Drive B Hy»HBII pa3en Google Drive
[IpoBepka TIaBHBIM 3KCIIEPTOM
. Coo0mieHne riaBHOMY SKCIEPTY O
noanuceir B I[Iporokonme 006 B — SATDVSKH
osHakomsienun ¢ Thb u OT p Py
MOJAMUCAHHOTO  MPOTOKOJa  Ha
Y4aCTHUKOB i 6] qyepes 9 .
. BBIOpaHHbI pecypc Google Drive
BBIOpPAHHBIN pecypc
[IpoBenenue TJ1aBHBIM
9KCIIEPTOM  KepeObEeBKU  I10
pacrpenieNieHuo pabounx MecT,
O3HAKOMJICHHE YYaCTHHKOB C
o HaGmonenue / yyactue B mpoiiecce
rpa¢pukoM  paboOTBhI, WHOU
< XKepeObeBKM B 3aBUCUMOCTH  OT
JOKyMEHTaIUeH
OpraHu3aly rnpoiecca
(ocymiectBisiercs qyepes
BBIOpaHHBIH pecype) c
15:00 — 16:30 UCIOJb30BAHUEM  NPOTPAMMBI,
Hanpumep, Smart  Notebook

(nm anaJior).

3HaKOMCTBO C  OLEHOYHBIMH
MaTepuallaMd W 3a/IaHUEM ero
Ha BeIOpaHHOM pecypce Google
Drive, oTBeThl Ha BOMPOCHI OT
y4acTHUKOB 1D

3HAKOMCTBO C OIICHOYHBIMH
MaTepualaMd W 3aJlaHueM Ha
BeIOpaHHOM pecypce Google Drive,
BOIPOCHI TJIABHOMY SKCIIEPTY

I'maBHBI 3KcnepT OOBSICHSET
IpOLEAYPY 3aI0JIHEHUs

3anonHsoT MIPOTOKOJ 00
osHakomsieHnu ¢ Thb u OT nyrtem
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MIpOTOKOJIa O pacnupCaACICHUN

Google Drive

pabounx MecT U O3HakomJIeHHs | 4. 3arpykaroT Ha BBIOPAHHBIA pecypc
YYaCTHUKOB C JOKYMEHTAIHCH, Google Drive
obopynoBaHueM U paboOYUMU
MECTaMH M €ro 3arpy3ky Ha
BbIOpaHHbIE  pecypc  Google
Drive
[IpoBepka TJIaBHBIM 3KCHEPTOM
noanucerr B IIporokone o
pacnpenenenuu padbounx mecT v | 5. CooOlieHue IJIaBHOMY JKCHEpPTy O
O3HAKOMJICHUSI YYaCTHHKOB C 3aBepIICHUH 3arpy3Kku
JOKYMEHTaIueH, MOJAMUCAHHOTO  MPOTOKOJa  Ha
o0opyaoBaHneM U pabounMu BeIOpaHHbIi pecypc Google Drive
MECTaMH 4epe3  BbIOpaHHBIM
pecype Google Drive.
['maBHBIA dKCHEpT OOBACHSAET
npouenypy 3aIOJTHECHHS
MPOTOKONIa 00 O3HAKOMIICHHUH
6. 3amosHAIOT ~ TPOTOKON  IyTeM
YYaCTHUKOB .
Google Drive
JEMOHCTPAIIMOHHOTO  JK3aMeHa .
7. 3arpykarT Ha BBIOpaHHBIN pecypc
mo craHgapram Bopiaackuiuic .
Google Drive
Poccus c OLICHOYHBIMU
MaTepHallaMH U 3aJJaHUEM U €ro
3arpy3Ky Ha BEIOpaHHBIN pecypc
[IpoBepka TJIaBHBIM JKCIIEPTOM
noanuceir B IIporokonme 006
03HAKOMJICHUHT YYaCTHUKOB
8. Coo0mieHue riaaBHOMY 3KCIEPTy O
JIEMOHCTPAIlMOHHOTO  JK3aMeHa
3aBepIICHUH 3arpy3Ku
mo craHgapTam Bopiackumic
MNOJANMCAHHOTO  NPOTOKOJNAa  Ha
Poccus c OLIEHOYHBIMH " .
BeIOpaHHbIi pecypc Google Drive
MaTepuallaMH 1 33JaHieM Yepe3
BeIOpaHHbIl  pecypc  Google
Drive
3HaKOMCTBO JTUHEHHBIX
9. 3HAaKOMCTBO C  3aKpEIUICHHBIMH
HKCIEPTOB C 3aKPEIUICHHBIMU 32 o
JTUHEHHBIMU dKCIIEPTaMU
HUMU ydacTHHKamu J1D
Pabora rmaBHOTO SKCHEpTa Han
16:30 MIPOBEPKOM BceX MpOoTOKouoB 3a | 10. OTKiIroueHHe OT BUEO CBSI3U
«[ToATOTOBHUTENBHBIA JCHB»
IIpousBenenne  TexHuueckuM | 1. Ilogkirouenue ywactHukoB [ID u
aJIMAHUCTPATOPOM  TUIOIIAIKH TECTHPOBAHUE CTaOMIIHOCTH
TIOJIKITFOUEHUS CBSI3U c CUTHaJa c TEXHUYECKUM
08:00 - 08:30 yY4aCTHHUKaAMH a5 aJIMUHICTPATOPOM TUTOTIIA KA
(ocymecTBisieTcs yepe3 (ocymecTBisercs yepes
BbIOpaHHBI  pecypc  Google BeIOpaHHBIi pecypc Google Meet)
Henb 1 Meet)
[IpomsBenenne  texumdeckuMm | 1. Tlomkmrouenne ydactHukoB J1D m
aJIMUHUCTPATOPOM  TUIOINAIKH TECTUPOBAHUE CTaOMIIBHOCTH
08:30 — 09:00 TTOTKITFOUCHUS CBSI3U c CUTHaJIa c TEXHUIECKUM
' ' SKCHEepTaMH u TJIaBHBIM aJIMUHHUCTPATOPOM TIOIIAAKU
AKCIEPTOM IiC (ocymecTBisieTcs yepes
(ocymectisieTcs yepe3 BBIOpaHHBIH pecypc)
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BBIOpaHHBIN pecypc)

[IpoBenenue IJIaBHBIM
JKCIIEPTOB U JIMHEVUHBIMU
IKCTIEpPTaMH MPOBEPKU PabOdInX

V4acTHUKA JEMOHCTPUPYIOT
pabouee MecTo yepe3 BHIOpPAHHBIN
pecypc Google Meet u paGouwmii

MECT Y4aCTHUKOB KOMIIBIOTEp  4epe3  IMporpammy
3anoiHsAIT MPOTOKONI MyTEeM (BBIMTOTHSIETCSI c MOMOIIbIO,
Google Meet HarpuMmep, pOrpaMMBbl
3arpyxaloT Ha  BbIOpaHHBIN COBMECTHOM yJIaJeHHOH paboThl
pecypc TeamViewer win aHaJIOrHYHOM)

I'maBHBIA  SKCOEPT MNPOBOJUT
uHctpyktax no Thb u OT nns
YYaCTHUKOB U dKcrepToB 9.

[Tonnucanue IPOTOKOJIA 00
ozHakomsienun ¢ Tb wu OT
y4acTHUKOB [[9:

09:00 - 09:30 3anoyHAIT TPOTOKOJ  IyTEM 3amoMHAOT  MPOTOKON  IMyTEeM
Google Drive Google Drive
3arpyxaroT Ha  BBIOpaHHBIH 3arpyxatoT Ha BBIOpaHHBII pecypc
pecypce
O3HakomiieHHE C 3aJaHUeM | [TpocmymuBanue UHCTPYKIUU
IIpaBUJIAMH, 03BYUYHUBaeTCs 4yepe3 BbIOpaHHBIH pecypc Google
[JIaBHBIM ~ DKCIEPTOM  4epe3 Meet, npocmoTp amroputma 33 B
09:30 - 09:40 BeIOpaHHbIi  pecypc  Google BUJE JIOKYMEHTa Ha BBIOpaHHOM
Drive, otkpbiBacTcs B BHUjE pecypce Google Drive
JOKYMEHTa Ha  BBIOpAaHHOM
pecypcee
BpuduHr ydacTHMKOB: OTBETHI bpuduHr y4acTHHKOB: OTBETHl Ha
Ha BONPOCHI (OCYIIECTBIISCTCS BOMPOCH  TJIABHBIM  HKCIEPTOM
4epe3 BHIOpaHHBIN pecypce) (ocyriecTBisieTcs yepes
[Nonkmouenne qyepes BBIOpaHHBII pecypc)
09:40 - 10:10 Iporpammy COBMECTHOM OTKpBbITHE TOCTYIIa OTBETCTBEHHBIM
ynaineHHod pabotel Vmware JKCIEpTaM  4epe3  MpPOrpaMmy
Horizon Client x pabGounm COBMECTHOW yNaJ€HHOH paboThI
KOMIIBIOTEpAM  3aKpPETUICHHBIX Vmware Horizon Client
YYaCTHUKOB
CrapT Ha Ha4ajao BBIOJHEHHUS Y4acTHUKH MPUCTYTIAIOT K
3aJJaHMs J1aeT TJaBHbBIM HKCHEpPT BBIMTOJIHEHUIO  33/JaHUSl  COTJIACHO
yepe3  BBIOpAaHHBIH  pecypc KOJ Nel2 mo KOMIETeHIHU
Google Meet «CereBoe u CHCTEMHOE
JIuneitnbie JKCIIEPTHI aIMUHHACTPUPOBAHUE»
10:10-12:10 HaAOIOIAI0T 32 3aKPETIEHHBIMU
yuacTHuKamMu J1D (¢ momorisio
MIPOrpamMMbl COBMECTHOM
yIoajieHHol  paboTel,  dYepes
BeIOpaHHBI ~ pecypc  Google
Meet)
TexHu4ecKuil  agMUHUCTPATOP IIpoBepka BBINIOJIHEHHBIX 3aJaHUN
TUTOIIAJIKA TI0 HEOOXOAUMOCTH Ha BBIOPAaHHOM peCcypce — CKPHIITHI
obecrieynBaeT TEXHUYECKYIO aBTOIIPOBEPKH u 3arpyska
MOJIICPIKKY pe3yIbTaTOB MPOBEPKU HA PECYPCHI
12:10 -13:10 I'maBHBII JKCHEepT Google Drive
o0ecrnieuyrBaer KOHTPOJIb Coo0mieHne riaaBHOMY SKCIEPTY O
OKOHYaHUs BBITTOJIHEHHS 3aBepIICHUH OTIIPABKHU
3aJaHHs BBITTOJIHEHHOTO 3/1aHUS
OOeneHHBIM  mepepblB ISt




Y4aCTHUKOB

1. Crapt Ha Hayano BBINOJIHEHUS
BTOPOM YacTH 3aJaHus JaeT

1. VYyacTHUKM NPUCTYMAIOT K
BBITIOJIHEHUIO BTOPOM YacTH

rJ1aBHbBIN AKCIEPT yepes 3amanus cormacHo KOJI Nel.2
BeIOpaHHbII  pecypc  Google 1o komrnereHuu «CereBoe 1
Meet CHUCTEMHOE

13:10 — 15:10 2. Jlunelinsie JKCIIEPThI aIMUHUCTPUPOBAHUE»
HaOJI0AAI0T 32 3aKpEeIUICHHBIMU
yuacTHuKaMu J1D (¢ momoribio
IIPOrpamMMBbl COBMECTHOM
ylaneHHoW  paboThl,  4epes
BeIOpaHHbIE  pecypc  Google
Meet)

1. TexHuueckuii agMUHUCTPATOP [IpoBepka BBINOJHEHHBIX 3aJaHUN
IUIOLIAIKU TI0 HEOOXOIMMOCTH Ha BBIOPAaHHOM pecypce — CKPHIITHI
obecrieunBaer TEXHUYECKYIO aBTOIIPOBEPKHU U 3arpyska
MOJIICPIKKY pe3yJIbTaTOB MPOBEPKU HA PECYPCHI

15:10-16:10 | 2. T'naBHBII 9KCIEPT Google Drive
obecrieynBaeT KOHTPOJIb Coo0uieHue riaBHOMY SKCIEPTY O
OKOHYaHUs BBITOJIHEHUS 3aBepILECHUU OTIIPABKHU
3a/laHus BBITIOJIHEHHOTO 33/1aHUS

3. IlepepslB ajsl y4aCTHUKOB

1. Crapr Ha Ha4ajgo BBINOJHEHUS Y4acTHUKH HPUCTYHAIOT K
TpeThel wyacTu 3aJaHus JaeT BBIMIOJIHEHUIO  TpeThe  vactu
TJIaBHBIN AKCIEPT yepes saganus cormacHo KOJI Nel.2 mo
BeIOpaHHbIi  pecypc  Google KOMIIETEHIIH «CereBoe U
Meet CHCTEMHOC aAMUHUCTPUPOBAHUECY»

16:10 — 18:10 2. Jlunelinsle DKCIIEPTHI
HaOJII0/IAaI0T 32 3aKPEIIEHHBIMU
y4yactHukamu /19 (¢ momoribio
IIPOrpaMMBbI COBMECTHOMN
ylajleHHoW  paloTel,  dyepe3
BbIOpaHHBIE  pecypc  Google
Meet)

1. IloxBeneHue WUTOrOB, BHECEHUE
IJIaBHBIM 3KCIEpTOM OayioB B
CIS, OJIOKUPOBKA, CBEpKa
0aJuIoB, 3aMOJIHEHHE HUTOI'OBOTO
MIPOTOKOJIA

2. llommucanue  mpoToKONAa O
OJIOKHPOBKH OIIEHOK

2.1. Jluneiinble AKCIEPTHI

1810 — 20-00 | 3AHOIHSAIOT [TpoTokon 0 i

OJIOKMPOBKH  OIICHOK, nyTeM

Google Drive.

2.2. JluHeiiHble AKCIEPTHI

3arpyxarot MIPOTOKOJI Ha

BBIOpaHHEIA pecypc Google Drive.

3. CooOuenue TJIABHOMY
IKCIIEPTY 0 3aBepILECHUH
3arpy3Ku 3aI0JIHEHHOT O
NPOTOKOJIAa  HA  BBIOpaHHBIN




pecypc
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3. Heramu3anusi HHPPACTPYKTYPHOIO JIUCTA U 00yCTPOIicTBA paGounX MeCT YYACTHHUKOB
3k3ameHna u 3kcnepToB (IIPUMEP)

1. Cron
2. Cryn
3. TlepconanbHblii KoMIbOTEp (HOYTOYK, MOHOOJOK HIIH
aHaJor)
4. KoMmnbrOTepHas MBIl
5. Haymnuku ¢ MUKpohOHOM
6. TexHu4eckoe CPEICTBO JUIS 3aIllCU BUACOPOIIHKA, (eciu
Tpebyercs)
7. llporpammuoe  obecnedeHwe  JUIS  BO3MOXKHOCTH
yIQJICHHOTO MOJKITIOYEHHUS K KOMIIBIOTEPY
8. Bupryanenbiii  auck  (00mako) — TNPHUBSI3AHHBIA K
ANEKTPOHHOM MMOYTE
9. Tlporpamma oHIAMH YaT
OcHamenue padouero mecra | 10. [Iporpammuoe obecrieueHue
YYacTHHKA IK3aMeHa 10.1. Vmware Workstation
10.2. OBS, Veyon Client
10.3. Google Chrome
11. CurHanpHble  KapToukd  (OKa3aHMs ~ [OMOLIM B
9IICKTPOHHOM BapHUaHTE)
12. nTepHeT (CKOpPOCTH Mepenaun AaHHbIX He MeHee 5 Mb
(pexomenyemoe 100 Mb))
13. Kannensapckre ToBapsl (pydka, KapaHjaall, JHHEHKa,
HOXXHUIIBI, MAJIIPHBINA CKOTY, Oymara A4)
14. Pa3mep "30HBI AeMOHCTpaluu" He MeHee 2M*2M
15. loctyn k OHJIaifH pecypcaM COBMECTHOM paboThbl
15.1. Google Meet
15.2. Google Drive
1. Cron
2. Cryn
3. TlepconanbHblii KOMIbIOTEp (HOYTOYK, MOHOOJIOK WM
aHaJjIor)
4. HaymHuku ¢ MUKpoOHOM
5. Unrepner mwmun Wi-fi (ckopocTe mepenaunm NaHHBIX He
meree 5 Mb (pexomenayemoe 100 Mb))
OcHamenue padovyero mecra
6. IIporpammuoe obecrieueHue U ero PyHKINU
IJIaBHOT0 IKCIepPTa 7. -Veyon Server
8. -.Vmware Workstation
9. -. Google Chrome
10. IIpunTep / ckanep u T.nI.
11. Kannenspckue TOBaphl (pyyka, KapaHpaall, JHHEHKa,

CTeriep, CKOOBI, HOXKHHUIIBI, MAaJSIPHBIA CKOTY, bymara
A4, ¢aiubl, nanka CKOPOCIINBATEIb)

11




12. TocTyn K OHJIaliH pecypcaM COBMECTHOM paboThl

12.1. Google Drive
12.2. Google Meet
13.
14. .
1. Cron
2. Cryn
3. TlepcoHanbHblii KoMIbOTEp (HOYTOYK, MOHOOJOK HIIH

aHaJIOT) — 110 KOJIMYECTBY Y4acTHUKOB J1D
Haymuuku ¢ Mukpodonom
5. Unrepner uwmun Wi-fi (ckopocTs mnepenauyn JaHHBIX HE

5Mb 100 Mb
OcHamenue pado4yux MecT MeHee (pexomenyemoe )

. 6. IIporpammuoe obGecriedeHue u ero QyHKIMH
YJIEHOB YKCIIEPTHOI IPYIIbI

6.1. .Vmware Workstation
6.2. Veyon Server
6.3. Google Chrome
7. JlocTyn K OHJIAMH pecypcaM COBMECTHOU pabOThI
7.1. Google Drive
7.2. Google Meet
8. 8. Kannenspckue ToBapsl (pyuka, KapaHjaalil, JHHEHKA)

4. YcaoBus pa6orel 3xcnepTHoii rpynnsl (IIPUMEP)

1. DkcnepThl 3aKpeIUISIOTCS 328 ydacTHUKaMu (He Oosiee 3 y4acTHHKOB Ha OJIHOTO JIMHEHHOTO
9KCIIEPTa) C 1IENIbI0 KOHTPOJIsSI BBIMOIHEHHS 3aiaHus (ocyiecTBisercs yepe3 pecype Google
Meet).

2. TlpocMOTp IEMOHCTPUPYEMBIX Y4YacTHHKOM 3ajJlaHuil depe3 BbIOpaHHBIH pecypc Google
Meet.

3. Orenka paboT y4acTHHKOB uepe3 BeIOpaHHbIN pecypc Google Meet.

4. B 3aBUCUMOCTM OT KOJMYECTBA YYaCTHUKOB JEMOHCTPAIMOHHOTO 53K3aMEHa MOXKET
YBEJIMYUBATHCS BpPEMS Ha IPOCMOTP U OLIEHKY pabOT y4YaCTHUKOB.

5. Mudopmanus mo O3 B Bujie TOKyMEHTa PacIoyiokKeHa Ha BeIOpanHOM pecypce Google Drive,
JOCTYTI K KOTOPOI OCYIIECTBISETCS TI1aBHBIM SKCIIEPTOM.

5. JMonoanureabnbie ycaosusi (IPUMEP)
5.1. TpeGoBaHusl K 0TOOPY JIMHEHHBIX IKCIIEPTOB:
1. Hanuuwue ycToiiunBOro MHTEpHETA HA MECTE MPOBEACHUS OLIEHKU

N

CBoboanoe nonps3zoBanue I1K
3. Hanmume tpeboBanuii cornmacao WSR
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5.2. llesaiteabHocTh B pamkax /[ (ITIPUMEP)

HaumeHoBaHMe 1eSITEJIbLHOCTH

Jlam

c3|c2|c1]cL|c2

5.2.1. OO0s13aHHOCTH IJIABHOT0 IKCIIepTa
1. PabGota mo moArotoBke paboYMX MECT JTMHEHHBIX IKCIIEPTOB U
YYaCTHUKOB, COIIacHO MH(pacTpykrypHoMy mnucty KOJ 1.2
o KOMIIETCHLIUU «CeteBoe u CHCTEMHOE | ¢ X
aJIMUHUCTPUPOBAHUE» C TEXHUYECKHUM aJAMUHUCTPATOPOM
IUIOIAAKM M OTBETCTBEHHBIM  OT  00pa3oBaTesIbHOU
opraHuszanmu 3a nposeaenue 10
2. TloarotoBka W mepejaya KOHTEHT-TIAIIKK B COOTBETCTBUH C
KOO 1.2 mno xommerennmn «CeTeBOE HM  CHCTEMHOE
aJIMUHUCTPUPOBAHUE» JUIA 3arpy3Kd Ha BBIOpaHHBIH pecypc
Google Drive texHrYeCKOMY aJIMUHACTPATOPY IUIOMIAIKY
3. llpemocraBieHue TEXHHYECKOMY aIMHUHHUCTPATOPY IIOLIAIKH
MaTepuaabl JUIS 3arpy3ku Ha BeIOpaHHBIH pecypc Google
Drive:
3.1.  unctpykuus o Tb u OT,
3.2. TJIaH 3aCTPOUKH TUTOIIA IKH,
3.3. SMP, X
3.4. TEXHAYECKOE OIMMCAaHNE KOMIIETECHIINH,
3.5.  umHbpacTpykTypHSBI mUcT corinacHo KOJI 1.2
3.6.  obpazen KO/ no xommerenunn «CeTeBOE U CHCTEMHOE
aJIMUHUCTPUPOBAHHE»,
3.7.  KOIEKC 3THKH.
4. Cospmanne Google / owmaitn ¢opm / apyrux pecypcoB Iyis
MPOBEJCHMs OlleHOYHOU JesrenpHocTd mo KOJI 1.2 1o
KomreTeHIuu «CeTeBoe U CUCTEMHOE aIMUHUCTPUPOBAHHUE»
5. Tlposepka nannbix B cucreme CIS X
6. IloaroroBka mporokosioB (Ha Bce aHHM [ID) M CHUTHAJIBHBIX
KapTOYeK: X
6.1.  IPOTOKOJIBI JJIsk SKCIIEPTOB
6.2.  TPOTOKOIBI /I yIaCTHUKOB
7. lloaroroBka NOpPOTOKOJa O TOTOBHOCTH MECT SKCIEPTOB H
yuactHUKOB K /|9 B coorBerctBuu ¢ KO/ 1.2 xommneTeHmu X
«CeTeBo€ U CUCTEMHOE aIMUHUCTPUPOBAHUE
8. Opranmzamust  pabOTBl ~ COBMECTHO  C  TEXHHYECKUM X X
aJIMUHUCTPATOPOM TLIONIAIKU IMHEWHBIX SKCIIEPTOB
9. Peructpauusi rIaBHBIM 3KCIIEPTOM JIMHEHHBIX dKcnepToB D X
(ocymecTBisieTcst uepes BHIOpaHHBIN pecypc)
10. Perucrpanusi  TJIaBHBIM ~ JKCIEPTOM  ydYacTHHUKOB  JID X
(ocymecTBisieTcst uepes BEIOpaHHBIN pecypc)
11. IlpoBenenue raBHBIM 3KcniepToM HHCTpYKTaxa mo Th u OT ¢
JMHEHHBIMH dKciepTaMu (OCYIIECTBISIETCS Yepe3 BBIOpaHHBIH
pecypc)
12. TIpoBenenue rinaBHLIM dKcriepToM nHCTpyKTaxa mo Th u OT ¢ X
yuactHuKamu /1D (ocyecTBisieTcs: uepe3 BRIOpaHHbINA pecypc)
13. [IpenocraBieHre TEXHUYECKOMY aJIMUHHCTPATOPY IUIOmWAAKH | X
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MaTepHaIbl 10 3aJaHuI0 IS 3arpy3KH Ha BRIOpAHHBIA pecypc
Google Meet

14.

Pacripenenierre  TIIaBHBIM =~ JKCIIEPTOM  OOSI3aHHOCTEH 110
npoBefieHnI0 /1D Mexay uwieHamMu OKCHEpTHOW TPYIIIBI
(ocymiecTBisieTcss 4epe3 BBIOpaHHBIA pECypc), 3alOJHEHHE
IIporokona o pacmpenenenun cyneiickux poseir B Google /
oHJaiH Gopm / Ipyrux pecypcos hopme

15.

PacripeniesieHne TJIaBHBIM JKCIEPTOM MEXKIY OKCIEpPTaMU
YYaCTHUKOB Ul HAONIONEHHS 3@  BBINOJHEHHEM
9K3aMEHAIIMOHHOTO 3a/IaHUsI C TIOMOIIBI0 Tporpammel Google
Meet (ocymecTBisieTcst uepe3 BEIOpaHHBIN pecypc)

16.

17.

O3HakOMIJIEHHE YYacTHHUKOB J/ID c 3amaHneM B COOTBETCTBHU C
KO/l 1.2 koMmeTeHIHH
«CeTeBoe M CHCTEMHOE aIMUHHCTPHUPOBAHHEY

18.

[IpoBeneHue xepeObEBKHM MO PACHPEICIICHUI0 PabO4YUX MECT
yuacTHUKOB J[D (ocymiecTBisercs yepe3 BRIOpaHHbIH pecypc, ¢
nomoInkio nporpammel Google Meet)

19.

O3zHakoMJICHHE YYaCTHUKOB c JOKyMEHTAaIueH,
000py10BaHKEM M PabOYNMK MeCTaMH (OCYIIECTBIISCTCS Yepe3
BBIOpaHHBIN pecypc, Ha BbiOpaHHOM pecypce Google Meet +
VPN-cepBHCBI M  HACTPOCHHAs yNAJICHHOM  ILIOMIAJKOMN

uH(pacTpyKTypa)

20.

19. OznakomieHne y4acTHHKOB JID C CaHKOUSAMH TIpH
HECOOJTFOICHUH MpaBWII TipoBeacHus 10

21.

Oznakomiienrne yq9acTHUKOB ¢ 30% W3MEHEHUs 1Mo 33/IaHUI0 B
cootBerctBun ¢ KOJI 1.2 xommereniuu «CereBoe U
CHCTEeMHOE aJMHUHHCTpUpoBaHue» (depe3 BBHIOpPAaHHBIN pecypc
Google Meet)

22. Coop npoToKoioB B JieHb C-1:

22.1. «IIpoToko.sl IkcnepToB aeHb C-1»

22.2.  IIpoTOKOJ perucTpamuy 3KCIepToB,

22.3. Tpotokon Thb u OT 3kcrepros,

22.4.  TlpoTtokon pacmpeneneHus CyIelCKuX polie,

22.5. TIpoTokoi 0 TOTOBHOCTH Pabo4MX MECT y4acTHUKOB [0,
22.6. IIpoTokoia GIOKUPOBKH KPUTEPUEB OICHKH.

22.7. «IIporokoasl yuacTHukos /I C-1»

22.8. IIpoTokoin perucTpaniy y4aCTHHKOB

22.9. IIporokon Thb u OT yuacTHHKOB

22.10. TIpotokon pacmpeneneHus pabodunx MeCT H O3HAKOMIICHUS
YYaCTHHKOB C JIOKyMEHTAaIluel, 00OpyJoBaHHEM W pabouuMu
MeCTaMu

22.11. TIpotokon 00 03HAKOMJIEHUH YYaCTHHUKOB

ACMOHCTPALIMOHHOTO 3K3aMCHa 110 CTaHJapTaM BOpJ'II[CKI/IJ'IJ'IC

Poccus c OIICHOYHBIMU MaT€pHraiaMu U 3alaHUEM

23.

23.1.
23.2.
23.3.
23.4.

Co6op mpoTokosoB B geHb Cl:

«IIpoToK0bI IKCepTOB AeHb C1»

[Iporoxon Th n OT skcriepToB

[IpoToxos 0 TOTOBHOCTH pabOYMX MECT YIaCTHHUKOB /1D
[Iporokoin yuera BpeMeHH
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23.5. HTOroBblii MPOTOKOJ OJOKHPOBKH
23.6. «IIporokoasl yuactHukoB /19 Cl»
23.7. TIpotokon Th u OT y4acTHHKOB

24. 3anecenue oreHoK B cuctemy CIS

25. Opranuzaiysl CBEpKH BHECEHHBIX OIICHOK OTBETCTBEHHBIM OT
00pazoBaTeNbpHOM OpraHm3aIuy 3a nmposeaeHue 19

26. brokupoBKa KpUTEpHEB OLIEHKU

27. TloaroroBka OTUETa IO MUTOTY MPOBeeHUs /[ B COOTBETCTBUH
¢ KOJ 12 xomnerenmun «CereBoe MW  CHCTEMHOE
aJIMHUHUCTPUPOBAHUEY

5.2.2.00s13apH0CcTH TexHn4yeckoro axMmuHUu

pa mwio

IHaaKn

1. Co3nanue BeTku Ha BbIOpaHHOM pecypce Google Drive mms
npoBeaeHus [, HeoOXoaMMEBIe pa3aeIib:

1.1. pa3aen 1. «HopmaTHBHBIE JOKYMEHTBHI» BKIIOYAET

clenyromme AOKYMEHTH: HHCTpykmms mo Tb u OT, mman

3aCTPOHKH IUIOMIAAKH, SMP, Texunueckoe OIIMCaHueE

KOMIIETEHIINY, WHQPacTpYKTypHBIA mucT cormacHo KO 1.2,

Meronuka mpoBeaeHus /O, obOpazenr KOJl mo kommeTeHmHn

«CeTreBoe U CUCTEMHOE aIMUHUCTPUPOBAHUE», KOJEKC ITHUKH,;

1.2. pa3nen 2. «3apanue /19 B coorBercTBuu ¢ KOJI _mo 1.2

komnereHuuu «CereBoe M CHCTEMHOE aJAMUHHMCTPHPOBAHUE:

3arpy’KaeTcs II1aBHBIM dKCIIEpTOM B eHb C-1;

1.3. pasnea 3. «<PagoTbl IK3aMeHyeMbIX»

1.4. pa3zzaea 4. «IIpoTokoJibl 3kcnepToB AeHb C-1»

1.4.1. Otser na 3amanue Ne 1 «[Iporokon permcrpanuu

JKCTIEPTOB»

1.4.2. Ortser Ha 3amanue Ne 2 «[Ipotokon Thb u OT skcnepToB»

1.43. Ortser Ha 3amanme Ne 3 «[IpoTokon pacnpeneneHus

CyEUCKUX posen»

1.4.4. Ortser Ha 3amanue Ne 4 «[IpoTOKOI 0 TOTOBHOCTH pabodnx

MECT y4aCTHUKOB [I9»

1.5. pazaea 5. «IIporokosbl yuactaukos /[J C-1»

1.51. OrBer Ha 3amanue No 1 «IIporokonm perucrpauuu

YYaCTHUKOB»

1.5.2. Ortger Ha 3amanue Ne 2 «[Ipotokon Th u OT y4yacTHHKOB»

1.5.3. Oter nHa 3amanme Ne 3 «IIpoTokonm pacmpeneneHus

pabounx MecT M O3HAKOMJIEHHSI YYAaCTHHUKOB C JOKYMEHTAaLUEH,

00opyZoBaHKEM M PaOOYMMH MECTaMU»

1.5.4. Otser nHa 3amanue Ne 4 «[Iporoxon 00 oO3HaKOMIIEHHH

YYaCTHUKOB JICMOHCTPAIMIOHHOTO DJK3aMeHa [0 CTaHAapTaM

Bopaackuiic Pocenst ¢ 0leHOYHBIMH MaTepHaiaMH U 331aHUEM»

1.6. pasnea 6. «IIpoTokoJibl 3xkcnepToB AeHb C1»

1.6.1. Ortger Ha 3amanue Ne 1 «[Ipotokon Th u OT skcrieproB»

1.6.2. Ortser Ha 3aganue Ne 2 «IIpoTOKOI 0 TOTOBHOCTH padbodnx

MECT YYaCTHUKOB J[O»

1.6.3. Ortger Ha 3amanue Ne 3 «[IpoTokoI yuera BpeMeHN»

1.7. pasnea 7. «IIporokoJibl yauacTuukos /13 Cl»

1.7.1. Ortger Ha 3aganue Ne 1 «[Ipotokon Th u OT ygacTHUKOB»

1.7.2. OtBer Ha 3amanue Ne 2 «lIpoTokon pacnpeneneHus
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pabounx MECT W O3HAKOMJICHHS YYaCTHHKOB C JOKYMEHTAIIHCH,
o0opyoBaHUEM U PA0OYUMU MECTaMM»

2. 3arpy3ka JIOKYMCHTOB, NPHCIAHHBIX TJAaBHBIM JKCIIEPTOM B
yKa3aHHbIE pa3/ieNbl Ha BRIOPaHHBIN pecype

3. Co3pmanue JUYHBIX  KaOWHETOB.  TJAaBHOMY  OKCIEPTY,
y4acTHHUKaM M JTUHEWHBIM dKcrieptam J[0.

4. TlpenocraBieHHE MOCTYIAa K JUYHOMY KaOHHETY: TJIaBHOMY
9KCIIEPTy, YYaCTHHKAM W JIMHEHHBIM dKcmepram [
(ocymiecTBisieTcs myTeM PacChUIKA Ha e-mail
IPEIOCTABICHHBIC OTBETCTBEHHBIM OT  00pa3oBaTeIbHON
opraHu3aluy 3a nposenenue 1)

5. Ocnamenne pabo4nx MeCT YYaCTHUKOB, THHEHHBIX IKCIIEPTOB
cornacHo  uH(pactpyktypuomy sucty KOJ 1.2 mo
KoMmreTeHIInu «CeTeBoe U CHCTEMHOE aJIMUHICTPHPOBAHKEY

6. IloaroToBka IMe4aTHOro Makera MpoTokosos (Ha Bce auu [19) u
CUTHAJIbHBIX KAapTOUYCK IMEPCOHAJIBHO JIA Ka)XKAOTI'O0 y4JaCTHHKaA
U JuHeiHOro H“Kcmepra mo JID (mpHchLIaeTCs TIIaBHBIM
IKCIIEPTOM)

7. TlpoBepka U MJONOJHUTENbHAas HacTpoika/ycraHoBka (1m0
HEOOXOMMUMOCTH)  MPOTPAaMMHOTO  OOecredeHus:  paboumx
KOMIBIOTEPOB Y4acTHUKOB J19D

8. IlpoBepka ® [ONOJHHUTENbHAs HACTpoiika/ycTtaHoBka (IO
HEOOXOMMMOCTH)  MPOTPAaMMHOTO  OOecredeHus:  paboumx
KOMIIBIOTEPOB I'NIaBHOI'O 3KCIICPTA U JIMHEMHBIX OKCIICPTOB

9. OOyuenme paboTe C MPOrpaMMHBIM OOECIEYeHHEM TIIABHOTO
3KCIIepTa U JIMHEHHBIX 3KcnepToB J[2

10. OOyueHue paboTe ¢ MPOrpaMMHBIM 00ECIICUEHUEM YYaCTHUKOB

Jiic]

11. O6yuenue pabote Ha BEIOpaHHOM pecypce Google Meet:

11.1. nwuHeliHeIM  Skcmeptam  (BXOX, CKauuMBaHWe — paboT
y4acTHUKOB [1D);

11.2. rnaBHbBIH 3kcnepT (BXOM, 3arpy3Ka JOKyMEHTOB, HACTPOWKa
BPEMEHH U KOJIMYECTBA BO3MOXHOTO MOTrpyeHus Qaitnos (oauH
pa3, oxauH (Gailn), CKpPHITHE JOKYMEHTOB 10 MOMEHTa
ounmansHoro Hauana /13, OTKpBITHE NOKYMEHTa, CKayMBaHWE
JOKYMEHTOB YYaCTHHKOB JUIsl TPOBEPKH 3amaHus /D).

12. O6yuenune pabore Ha BbIOpaHHOM pecypce Google Meet wn
aHaJIOT YYACTHHUKOB (BXOJI, CKaYMBaHUE JOKYMEHTOB, 3arpy3Ka
JIOKYMEHTOB, TIPOBEPKa 3arpyKEHHOTO IOKYMEHTA).

13. O6yuenune paboTel Ha BeIOpaHHOM pecypce Google Meet wm
aHAJIOT TJIABHOTO AKCIIEPTA U IMHEHHBIX KCIiepToB J[D

14. OGy4enue paboTel Ha BbIOpaHHOM pecypce Google Meet wim
aHaJor y4yacTHHKOB /1D

15. IlpoBepka COBMECTHO C TJaBHBIM 3KCIEPTOM TOTOBHOCTH
pabo4nx MeCT y4aCTHHUKOB W JMHEHWHBIX 3KCrepToB K D B
cootBerctBur ¢ KOJ| 1.2 mo xommnereHiuu «CereBoe u
CHUCTEMHOE aIMUHUCTPUpPOBaHKE» coriiacHo SMP

16. ObecnieyeHnEe TEXHUYECKOM MOAEPKKU TT0 HEOOXOAUMOCTH

17. C6op mpemocTaBIeHHOTO 000y I0BaHUS (€CITU TPUMEHIMO)
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18. OcymiectBnenne  cObopa,  XpaHeHWss W pa3sMEIICHHS
BUJIEO3aMMCEN POIeTyphl HOATOTOBKH U IpoBeaeHus 13

X

X

X

X

5.2.3. O0s13aHHOCTH OTBETCTBEHHOI'0 OT 00Pa30BaTeIbHOI OpraHu3anuy 3a

nposenenue /19

1. TlpenocrarneHue HHPOPMAILIUY TTIABHOMY 3KCIIEPTY:

1.1. matel JIO m Ne KOJI, BbeIOpaHHBIA 00pa3oBaTEIbHOM
OpraHm3anued, KOHTAKTBl ~ TEXHHUYECKOTO  aJMHHHCTPATOpa
TUTOINAJKHA W OTBETCTBEHHOTO OT 00pa30BaTeIbHON OpraHU3aIiy 32
nposezaenue /13 (ykazanue ®UO, email, renedon);

1.2. ckaH arTtecrata 00 akkpemuranuu LI1JID B cooTBeTCTBHH X X X

¢ KOJ;

1.3. criucok yyactauko (PUO) B popmare Excel;

14. CIHUCOK JIMHEHHBIX dKcreptoB (ykaszanme DPUO, mecra

paboTHI, OKHOCTH, HOMEpP CBHJCTENbCTBA W CPOK JEHCTBHA,

email, renedon) B popmare Excel

2. TlpoBepka e-mail: rmaBHOro »SKCmepra, Yy4YacTHHKOB U X % %
JIMHEHHBIX 3KcnepToB /19D

3. TlpemocraBnenue UHPOpMAaITUH TEXHUYECKOMY
aIMUHHACTPATOPY  IUIOMANKH W  TJIaBHOMY  OKcrepry | X X X
(ocymectBisieTcs yepes e-mail)

4. Tlepemaua makeTa MEUaTHBIX MPOTOKOJIOB (Ha Bce auu JID) u
CHTHAJIBHBIX KapTOUEK MEPCOHAIBHO Ul KaXIOro ydacTHHKa | X X
U JIMHEWHOr o dKcnepTa mo 119

5. OOecriedyeHne COBMECTHO C TEXHHYECKHM aJIMHUHHCTPATOPOM
IUTOIAIKH 3aCTPOMKH pabOvYnX MECT YYaCTHUKOB M JIMHEHHBIX
akcneptoB [I3 cormacHo nHdpacTpykrypHomy nucty KO 1.2 | X X
o KOMITETEHIIUH «CeteBoe u CHCTEMHOE
aJIMUHUCTPUPOBAHHE

6. KoHTponb SBKM M BBIOJHEHHS paObOT B yCTAHOBJICHHOE BPEMSI
(cormaco SMP) y4yacTHHKOB, JHHEWHBIX AKcreproB 1D u X X X
TEXHUYECKOTO a/IMUHICTPATOPA TUIOMIAIKH

7. Csepka BHECEHHBIX OLICHOK OTBETCTBEHHBIM oT X X
0o0pa3oBaTeIbHOM OpraHu3anuy 3a nposeaexue 19

8. Co6op npemocTaBiaeHHOr0 000PyAOBaHUS (€CIIK PUMEHNMO) X X

5.2.4.00513aHHOCTH JIMHEHHBIX IKCIIEPTOB

1. OsnakomiieHHE ¢ HOPMATHBHOM TOKYMEHTAIe W MpaBUIaMU
nposenenust 1D (ocymectBisiercs yepe3 BoIOpaHHBIN pecype, | X
Ha BEIOpaHHOM pecypce Google Meet)

2. O3HakomIieHHE C PabOTOM:

2.1. Ha BeIOpaHHOM pecypce Google Meet,

2.2. Ha BEIOpaHHOM pecypce Google Meet, X

2.3. ua Google / onmaiia hopm / Apyrux pecypcos,

2.4. C TMporpaMMoil yInaJeHHOro JocTyna / y#aleHHOH

COBMECTHOM paboTHI.

3. 3anojHeHHe MPOTOKOJIOB B AeHb C-1:

3.1.  IIpoToKoja perucTpauuy SKCIepTOB, X

3.2.  Tlporokon Tb u OT skcnepToB,
3.3. [Iporoxon pactpeneneHus cyaeckux poen,
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3.4. [IpoTOKOJ O TOTOBHOCTH pabOYNX MECT YIACTHHKOB J[3.
4. TlpoBepka TOTOBHOCTH pabodero Mecra 3aKperIeHHBIX
Y4aCTHUKOB /D B COOTBETCTBUH C KePEeOBEBKOM.
5. 3amosHeHHe MPOTOKOJIOB NeHb Cl.:
5.1.  IIpoTOKOJ perucTpanru SKCIepToB
5.2,  TIlporokon Th u OT 3kcrnepros
5.3.  IIpoTokoia 0 TOTOBHOCTH pabOYMX MECT Y4acTHHKOB J[O
5.4.  Ilporokon yueTa BpeMeHH
6. HaOmoaenue 3a cobmoaennem npasui nposeacaus 13 u Th u X X X X
OT yuyacTHUKaMH MIPU BBIIOJTHEHUH 3aJaHHUSI.
7. OcymecTBieHWE OICHKM BBINOJHEHHOro 3aganHus /1D
yuacTHUKamMu B cootBercTBun ¢ KOJI 1.2 xommeTeHIuu X
«CeTeBOo€ U CHCTEMHOE aJMHHUCTPUPOBAHUE» W 3aIOJHEHHE
BEJIOMOCTEN
8. Tloamucanue uroroBoro orvera nposencuus J12 yepes Google X X
| onnaita popm / Apyrux pecypcos
9. B ciyuae yxyameHust 0030pa 3a Y4aCTHUKOM TIPH BBHITTOTHEHHH
3amanus /IO TDONpPOCUTH ydYacTHHKA IOBEPHYTH/HATPABUTH X X
KaMepy B CTOPOHY BBITTOJIHCHHS BUICOCHEMKH
MPON3BOACTBEHHON TMMHACTHUKA
5.2.5.005132aHHOCTH YYACTHUKOB, cIalmux /[J no komnereHunuu
1. OsnakomiieHHE ¢ HOPMATHBHOM JOKYMEHTAIMEeW U MpaBUIIaMU
npoBenenus J[D (ocymiecTBiasieTcss yepe3 BIOpaHHBIN pecypc, X
Ha BBIOpaHHOM pecypce Ha Google / omnmaitn dopm / apyrux
PECypCoB, ¢ MPOrpaMMOi yIaleHHOro JocTyma TeamViewer.
2. O3zHakomiieHHE C PabOTOM:
2.1. na Google / onnaita Gopm / 1pyrux pecypcos, ¢ mporpaMmMoit X
yIaJeHHoro goctyna TeamViewer.
3. 3amonHeHue MpOTOKOJIOB B JieHb C-1:
3.1. [IpoTokon perucrpanuy y4acTHUKOB
3.2. Ilporokoxn Th u OT yuacTHUKOB
3.3. [Iporokon pacrpeneneHus padOYMX MECT U O3HAKOMIICHUS
YYaCTHUKOB C JOKYMEHTalued, OO0OpyaoBaHHEM U padO4YuMu X
MecTaMu
3.4. [Iporokon 06 03HAKOMIIEHUH YYaCTHHUKOB JIEMOHCTPAIIMOHHOTO
9K3aMeHa Mo cranmapram Bopmackumic Poccus ¢ oneHOYHBIMH
MaTeprajaMH U 3a1aHueEM
4. 3amonHeHWe MPOTOKOJIOB B ieHs C1:
4.1. [IpoTOKOJ pernucTpanuy y4acCTHUKOB
4.2. Ilporokon Th u OT yuacTHUKOB
4.3. [Iporokon pacrpeneiacHus padOYMX MECT U O3HAKOMJICHHS
YYaCTHHKOB C JIOKyMEHTAaIluel, 0o0OpyJoBaHHEM W pabounMu
MeCTaMu
4.4, ITpoToxois 00 03HAKOMJICHHH YYACTHUKOB JIEMOHCTPAIIMOHHOTO
9K3aMeHa 1o crangapram Bopaackuwic Poccus ¢ oneHOYHbIMH
MaTepHalaMHy 1 33JJaHueM
5. Osnakomiienue ¢ 3amanueMm JID B coorBerctBum ¢ KOJI 1.2
KomreTeHIuu «CeTeBoe U CUCTEMHOE aJMHUHUCTPUPOBAHUE» U X
3aIl0JTHEHUH BEJIOMOCTH
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6. Osnakomuenne ¢ 30 % u3menenuii B coorsercteuu ¢ KOJJ 1.2
KoMmreTeHInU «CeTeBoe U CUCTEMHOE aIMHHUCTPUPOBAHUE» U X
3aITOJTHEHNH BEOMOCTH

7. O3HakKoOMIICHHE C CaHKIUAMHU IIpHU HCCO6HIOILGHI/II/I IMpaBUJI

nposenenus 19 X

8. OsmakoMieHHe ¢ KOHTEHT-TIankoi B coorBerctBun ¢ KOJI 1.2 X
KoMmreTeHIInN «CeTeBOe M CUCTEMHOE aIMUHUCTPUPOBAHHE

9. Brmonnenue 3amaHus B coorBercTBMM ¢ KOJ[ 1.2
koMrreTeHInH «CeTeBOEe W CHCTEMHOE aIMHHUCTPHUPOBAHUE» H X X

MpaBUJIaMH NposeneHus 10

10. IIpuMeHeHHE CUTHAIBHBIX KAPTOUYEK B CIIy4ae HEOOXOIUMOCTH
C OIOBENICHWEM 3aKpeIUIEHHOro 3a yd4acTHHKoM J1O
JINHEWHOT0 3KCIIEpTa

11. B cmywae OKOHYaHHUS BBIIOJHEHWS 3aJaHUsl  paHBIIE
OTBEJIEHHOTO BPEMEHHU COOOIINTH 00 ATOM 3aKPEIUICHHOMY 3a
HUM JIMHEMHOMY 3KCIIEPTY

5.3. [IpaBuna nposenenusi 19 ans yuacraukos: (IPUMEP)

1. JlomycTHMO HCIOJIb30BaHHE CMapT(OHOB, TOIBKO JUIS OCYILECTBICHUS BUICOCHEMKH.

2. Mecto HaxoxaeHHss cMapT(doHA JODKHO OBITh B 30HE BUIUMOCTH OTBETCTBEHHOIO
JIMHEWHOTO JKCIIEPTA.

3. B ciyuae oOHapykeHHs HCIOJB30BaHHs cMapT(OHA, C LENbI0 JOMAIIHEH 3arOTOBKH
BUIco(hparMeHTa, UCIOIb30BaHus HHPOPMAIIMK M3 UHTEPHETA, 3BOHKA, OOHYJIUTh KPUTCPHHU I10
OLICHKE pabOThl Y4aCTHUKA.
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IMacnopT KoMILIeKTa onleHOYHOM qokyMeHTamuu (KOI) Ne 2.1
no kommnereHun Ne 39 «CeTeBoe U CHCTEMHOE
aIMUHUCTPUPOBAHUEY

Kommiekr onenounoit poxkymenrtaiuu (KOJI) Ne2.1 paspabortan B memsx
OpraHH3allid WU TPOBEICHUS JAEMOHCTPALMOHHOIO 3K3aME€HA IO KOMIIETEHIUU
Ne 39 «CeteBoe 1 cucTeMHOE aAMUHUCTPUPOBAHUE» U PACCUUTAH Ha BHITIOJHEHHUE
3aJIaHU MPOJIOJKUTENLHOCTHIO 9 4acoB.

KO/l Ne 2.1 moxet ObITh PEKOMEHIOBAH JJIsl OIICHKH OCBOCHUS OCHOBHBIX
npohecCHOHABHBIX 00pa30BaTEIbHBIX MPOTPAMM U UX YaCTEH, TOMOTHUTEIbHBIX
PO eCCHOHANIBHBIX MPOrpaMM M TporpamMm NpodecCHOHANBHOrO 00yuYeHusd, a
TaK)K€ Ha COOTBETCTBHE YPOBHSAM KBalu(ukauuu corigacHo TaOnwie
(ITpunoxeHwue).

1.Ilepeyenb 3HaAHUI, YMeHUI, HABHIKOB B COOTBETCTBHH CO
Cnenudukanueir crangapra kKomnereHuuu Ne39 «CereBoe H
CHCTEMHOE AIMHHHCTPUPOBAHHEY (WorldSkills Standards
Specifications, WSSS), mnpoBepsieMblii B paMKax KOMILUIEKTAa
ouneHo4YHOi noxkymeHTanuu Ne 2.1 (Tab6auna 1).

Ta6auna 1.
Pasgen HaumenoBanue pazneiaa WSSS Baxnocts (%0)
WSSS
1. Opranuzanus padoTbl M YIIPABJICHUS 2,3
2. KoMMyHuKanus u o01eHne 2
3. KoHcyJbTHPOBaHUE M NTOJAEPKKA M0JIb30BaTe el 2
4. Ilouck U ycTpaHeHHe HEMCIIPABHOCTE 9,7
5. Ju3aiin 9
6. Hacrpoiika, o0HOBJIeHHe U KOHpUTypanus 25
ONepanMOHHBIX CUCTEM
7. KoHn¢urypanus cereBbIX YCTPOCTB 25
Tabanna 2.
Paznen HaumenoBanue pa3nena WSSS
WSSS
L Opranu3zaius paboOThl U yIIpaBJICHUE

CrienMaucT JO0JDKEH 3HATh U IOHUMATh.
* PermameHTHpymoIye JOKYMEHTHI B 00JaCTH OXpaHbI Tpyaa
1 0€30IIaCHOCTH KU3HEIEATEITLHOCTH,

e B KaKHUX CUTYyaLUsIX HEOOXOIUMO MIPUMEHSTh




MEPCOHABHBIC 3alIUTHBIE CPECTBA;

e Jlopsimoxk  pab®oThl,  XpaHEHHs, U  OOCIY>KHBaHHUS
000pyI0BaHUs B YCIOBUSIX aHTUCTATUYECKOTO OKPYKEHHUS,;

* BaxHocThb cOONIOAEHUST TEXHUKH  OE€30MACHOCTH U
aKKypaTHOCTH Tpu paboTe C KIUSHTCKAM OOOpYyJOBaHUEM U
uHpopManuei;,

* BaxHocTh Oe301acHOM epepaboTKU OTXO/0B;

e MeToabl IJIAHUPOBAHHUS U ONPEIETCHUS IPUOPUTETOB;

* BaxHOCTh TOYHOH pPabOTHl, MPOBEPKH BBHIIOJHECHHOM
paboThl, a TaK)Ke BHUMAHHUA K JCTAJIIM BO BCEX aCIEKTaxX CBOEH
paboTHI;

* BaxHOCTb OpraHu3ani TpyAa B COOTBETICTBUU C
METOIUKaMU;

e MeToabl U TEXHOJIOTUH UCCIICIOBAHUS;

* BaxHOCTh ymnpaBieHUsI COOCTBEHHBIM MPO(HECCHOHATBHBIM
pa3BUTHEM,

Ckopoctb nu3menenus UT-cepbl 1 BAXKHOCTH COOTBETCTBUS
COBPEMEHHOMY YPOBHIO.

Cneunanuct JOKEH YMETh!

* (CnenoBarb NpeANHCAHUSIM B O0OJIACTH OXpaHbl TpyAa U
0€30I1aCHOCTH KU3HEIEATEIILHOCTH,

e TlomgnepxuBaTh O€30IaCHYIO pabouyio cpeay;

* OmnpenensaTh W TPUMEHATh TOAXOAAIIUE TIEPCOHATBHBIC
3aIUTHBIE CPEICTBA JJI OpraHW3AMK  AHTHUCTATHYECKOTO
OKPY>KCHUS;

* BriOupaTh, mIpUMEHATh U OOCITY)KHWBATh MHCTPYMEHTAPUIN U
o0opyJ0oBaHWE B COOTBETCTBHM C TIpaBUJaMU  TECXHUKH
0€30I1aCHOCTH;

e IlnanupoBaTh CBOIO paboty JUIS JIOCTHIKEHUS

MaKCUMaNbHOW 3(P(EKTUBHOCTH W MOJJAEPKUBATh YUCTOTY Ha




paboueM MecTe;

* PerynspHO TUTaHMPOBATH W KOPPEKTHPOBATH IUTAHBI B
COOTBETCTBUH C U3MCHSIIOIIMMHUCS TPHUOPUTCTAMH,

* Paborarb 3pPeKTUBHO U PETYIAPHO OIEHUBATH PE3YJIbTATHI
CBOETO TPY/a,

e COOTBETCTBOBATh  Pa3NWYHBIM  TPEOOBAHUAM  TaKUX
oTpaciieBbIX cucTeM ceptudukammii kak Cisco, Microsoft, Linux
(co crenmanm3anueit XoTs Obl B OJJHOM M3 3THX o0acTei);

e CoOTBETCTBOBAaTh  TPEOOBaHUSM, TMPEIBSIBISIEMBIM K
HOCHUTEIISM JTAHHOM KOMITIETEHIINH, COOTBETCTBOBATh
COBPEMEHHOMY YPOBHIO;

* JlemonctpupoBath 3(Q(PEKTUBHBIE U  BCEOOBEMIIIONINE
METO/Ibl TIOJTYYCHHS 3HAHU;

* JleMOHCTpHpPOBATH PHTY3MA3M B 00JIACTU BHEJIPEHUS HOBBIX
METOOB, CUCTEM, OBITh TOTOBBIM K H3MEHEHUSIM;

D¢ dhekTuBHO paboTaTh B COCTaBE KOMAaH/IBI.

KommyHuKkanus u o01ieHue

CrienmavcT JOJKEH 3HATh U TIOHUMATh.

* BaxHOCTh yMEHHS CHymaTh COOCCEIHMKAa KaK YacTH
3¢ GeKTUBHON KOMMYHUKAITUH,

* Pomu u TpeboBanus koier W Haubosiee >(hPeKTUBHBIC
MEeTObl KOMMYHHUKAITUH,

* BaxHOCTh TOCTPOSHUS W TOAJACPKAHHUS TPOTYKTUBHBIX
pabounX OTHOIICHHUM C KOJIJIETAaMH U YIIPABJISIIONUMU;

*  Mertomnbl 3 PexkTUBHON KOMAHTHON paOOTHI;

* CnocoObl pa3pelieHrs HETOHUMAaHUS M KOH(MIUKTYIOIINUX
TpeOOBaAHMIA;

MeToasb! yrpaBiaeHUsI CTPECCOM M THEBOM JIJISI PA3PELICHUS CIIOKHBIX
CUTYALUH.

Crnenranuct JOJDKEH YMETh:




e JleMOHCTpUPOBATh pPa3BUThIE CIIOCOOHOCTH CIyIIaTh M
3a/71aBaTh BOIPOCHI JJIs1 Oojiee TIIyOOKOro MOHWMAHHS CIIOXKHBIX
CUTYalNH;

* BrictpauBath 3G(PEKTUBHOE THMCBMEHHOE U YCTHOE
0O0IIEHUE ¢ KOJUICTaMU;

e JloHnmarh W3MeEHSIOMUECS  TPEOOBaHWS  KOJJIET |
aJanITUPOBATHCS K HUM;

* AKTHBHO NPUHUMATh y4acTHe B (POPMHUPOBAHUU CUIIHLHOU U
3¢ (PeKTUBHON KOMaH/IHI;

e (OOMEHHMBATLCS 3HAHWSIMH M OIIBITOM C KOJUISTAMH M
NOJIECPKHUBATh atMocdepy CaMOCOBEPIICHCTBOBAHUS B
KOJIJICKTHBE;

praBJI}ITB CTpECCCOM U Pa3paKCHUCM, JdaBaTb YBCPCHHOCTD
OKPYKAKIIUM B TOM, YTO UX HpO6JI€MI>I MOT'yT OBIThH Pa3pCUICHBI.

KoHcynbTHpOBaHUE M O/IEPKKa MOJIb30BaTEIEH

Crneumanuct JOJDKEH 3HAaTh U TOHUMATh!

* OcHOBHBIE BO3MOYKHOCTH OllpeniesieHHoro kpyra UT-cucrem
11 00€ecTIeueHHs] KaYeCTBEHHOM MOIEPKKHY;

e [loaxonpl K IUIAaHUPOBAHMIO paboOYero mpouecca ¢ LEbI0
oOecriedeHrsT BBICOKOTO YPOBHSI OOCIYyXHUBaHUS, CIOCOOHOIO
yIIOBJIETBOPUTH MOTPEOHOCTH MOJIb30BATENS U OpraHU3aluy,;

* Pa3znnuHble METOABl JAEMOHCTpPAlMU M MPE3EHTAUUH IS
MOJJICPKKH Pa3BUTHs HABBIKOB Y 3HAHUM MOJIH30BATES,

* PaznuunHble METObI OLIEHKH BO3MOKHOCTEH MOJIb30BATENS C
LEJIbIO  YAOBJIETBOPEHUSI €ro HEMEIJICHHBIX MOTpeOHOCTEeH WU
MOOIIPEHUS K CAMOPA3BUTHUIO;

* Paznuunsie METOAMKHU oOy4eHus, MO3BOJISIOIIKE
aJanTUpoOBaTh IMpoOLEcC OOy4YeHHs] C YYETOM HaBBIKOB H
BO3MOXHOCTEN MOJIb30BaTEIICH;

* Tpenasl u BeI30BBI cOBpeMeHHOM | T-uHIyCTpUM 1 CriocoObl




Pa3BUTH:A, KOTOPBIC MOT'YT OBITH PEACTABJICHBI I10JIL30BATCIIAM,

CriocoObI BCACHU IICPCIOBOPOB IJIA PA3JIMIHBIX CHTyaHHﬁ.

CHGHH&HI/ICT JOJDKCH YMCTh.

* 3a0iaroBpeMEHHO MOJAEPKUBATh YPOBEHb COOCTBEHHBIX
no3HaHuil B cpepe nHPOPMALMOHHBIX TEXHOJIOTHIA;

* CBoeBpeMeHHO (B YCTaHOBJICHHBIX PETJIAMEHTOM paMKax)
OTBEYAaTh HA 3alpochl KaK JIOKAJbHBIX, TaK M YyJAJEHHBIX
II0JIL30BaTEIIEH,

e IlmaHupoBaTh ¥ TMOCTOSIHHO AaKTyaJU3UpPOBATh IUIAHBI
BBITIOJIHEHUS TIOJIb30BATEIBCKUX 3alpPOCOB K TMOJACPKKE IS
OaJlaHCUPOBKH MOTPEOHOCTEN MOJIb30BATENICH U OpraHU3aIliHy,;

e Touyno omnpenensate TpeOOBaHMSI  TMOJB30BATENA U
OTIPaBIIBIBATH OJKHIAHHUS;

* TloacuuThIBaTh BPEeMS M1 CTOUMOCTD BBITIOJTHCHHSI paOOTHI,

* BrpiOupaTh Hanbosee NOAXOIAIIME CIIOCOOBI IEMOHCTPAIIMHI
Uit 0oJiee TOYHOrO COOTBETCTBUS MOJIayu MaTepHalia HaBbIKaM U
3HAHUAM ayIUTOPHH;

* DddexTuBHO JNEMOHCTPUPOBATH UH(}OpMaMOHHBIE
CHUCTEMBI TOJB30BATENSIM W TPYINaM T[OJb30BaTeNIeH s
MPEJAOCTAaBICHU MM BO3MOXHOCTEM K YIYYIIEHUIO CBOUX
HaBBLIKOB U 3HAHUMU,

* VYcnemHo o0ydaTh TOJB30BATENE OYHO M 3a0YHO IS
YCIICIIHOTO  paspelieHuss  npobiem B obmactu  UT-
UHGPACTPYKTYPHI, MPEJCTABICHUS HOBBIX MPOIYKTOB, YIyUIlIEHHUS
M0JIb30BaTEILCKUX HABBIKOB U 3HAHUIA;

* OmpenensiTh BO3MOXHOCTA K YJIY4YIICHUIO TPOAYKTa U
oO11eil y10BIETBOPEHHOCTH TOJI30BATENS;

e @opMHpoBaTh TOYHBIC, CBOEBPEMEHHBIE PEKOMEHIAIUU B

oOnacTu OOHOBJIEHUS W TpHOOpeTeHHs HOBBIX |T-mpoaykToB U




CEPBUCOB JIJIS YIIyUIICHHS KA4ECTBA IPUHATHUS PEIICHUIA;

* ®opmupoBaTh KOPPEKTHHIC, OTBEUAIOIINE TPEOOBAHUSIM U
OTpaHUYCHUSAM, PCEKOMEHIAIMd Ha OCHOBE 3alpoCOB U
MOTPEOHOCTEN;

o [IlpuHuUMAaTh yyacTHe B TEHJAECPHBIX U 3aKYNOUYHBIX MPOIEAypax.

[Touck U ycTpaHeHHE HeUCIPaBHOCTEN

CrienmanucT JTOJDKEH 3HATh U TOHUMATh.

* BaxHOCTh CHOKOMHOrO U C(HOKYCMPOBAaHHOTO MOAXOJa K
pelieHuto mpoOIeMBbl;

e 3paunMocTh |T-cucTeM M 3aBHCHMOCTBH IIOJB30BaTElIEll U
OpraHu3aluil OT UX TIOCTYITHOCTH;

* [lonynsipHble anmnapaTHbie U MPOTPAMMHBIE OIIUOKH,;

* AHQJIUTUYECKUA U JUATHOCTUYECKUHN MOJIXOAbl K PEIICHUIO
npooJiem;

e ['paHuIBl COOCTBEHHBIX 3HAHUM, HABBIKOB U TTOJTHOMOYHIA;

e Curyauuu, TpeOyIOIIKe dCKaJalui UHITUICHTOB,;

o CTaHIIapTHOG BpCM pCIICHUA Hanoboee IMOIIYJISAPHBIX HpO6JI€M.

CrnenManuct JOJDKEH YMETh:

e Ilogxomaute K mpoOJeMe C HEOOXOAUMBIM YPOBHEM
YBEPEHHOCTH JJii yCHOKOEHUS TOJIb30BaTelsl B  CiIyyae
HEOOXOIUMOCTH,

* PeryisipHO IPOBEPSATH pe3yJIbTaThl COOCTBEHHOU pabOTHI BO
n30exaHue npoodsieM Ha MOCIeyIOIIMX dTalax;

* YTOYHATH HEKOPPEKTHYIO UH(pOpPMAIUIO VIS
MpEeA0TBpALIEHUS WM MUHUMHU3ALUU IPo0JeM;

* JleMOHCTpHpOBaTh yBEPEHHOCTh W YMOPCTBO B pEUICHUHU
npoOaemM

* DBBICTPO y3HaBaTh M IIOHUMATh CYTb HEHWCIPABHOCTEU H
paspeniaTh UX B X0/I€ CAMOCTOSITEILHON yIPaBIsIEMOM pabOThI

e TmareabHO paccicaoBatTb MW aHAJIM3HUPOBATHL CJIOXKHBIC,




KOMIUIEKCHBIE CHUTYallud W TPOOJIeMbl, MPUMEHITb METOAUKH
IIOUCKA HEUCIIPaBHOCTEM;

* BoiOupate u npunHumaTe auardHoctupytomee [0 u
MHCTPYMEHTHI JJIsl IOMCKAa HEMCIPABHOCTEN;

* TlognepxuBaTh MOJI30BATENEH B pELIEHUU MPOOJIEM Yepe3
COBETBHI, YKa3aHUs U HHCTPYKIIHH;

* Hckarh momous B TeX cilydasx, Korjga Tpedyercs Oosee
THIATEeNbHAS OKCIEepTH3a, U30eratb Ype3MEpPHOro YBJICUCHUS
poOJIeMO;

* VYTOYHATHP YPOBEHb YAOBIECTBOPEHHOCTH IIOJIb30BATENSA
MIOCJIE PELICHUS TPOOIIEMBI;

To4HO OnUCHIBaTh MHIIUJCHT U IOKYMEHTHPOBATH PEIICHUE
poOJIeMBI.

Jn3aitn

CrennaancT I0JDKEH 3HATh U IOHUMATh.
* (CeTeBbI€ TOMOJOTHUU M OKPYKEHUS;
» Jlornueckue u PyHKITMOHAIBHBIC JUATPAMMEI,
* Tumbl aKTUBHBIX CETEBBIX YCTPOMCTB (MapIIPyTH3aTOPOB H
KOMMYTATOPOB H T.J.) U Tp€OOBAHMS K HX PACIIOJIOKEHHIO;
e Perrenusa B 0071acTi 0€30IIaCHOCTH U UX BIUSHUE,
* (CxeMbl azipecaliuuy;

JIOKyMEHTAITUIO TT0 HACTPOHKE 000PYI0BAHUS U ITPOTPAMM.

Hactpoiika, 0OHOBJIEHHE ¥ KOHPUTYpalusi ONePALMOHHBIX CUCTEM

CroenmanucTt qoJDKeH 3HAaTh U IIOHUMATh.
* Pa3zHooOpasue OnepairoHHbIX CHUCTEM, WX BO3MOXKHOCTHU K
yIAOBJICTBOPEHUIO MOJIB30BATEILCKUX TPEOOBAHUA,
e Ilpomecc BBIOOpa MOAXOASAIIUX APAMBEPOB JUIS PA3HBIX
TUTOB anmnapaTHbIX CPEJICTB,;
* bazoBble (GYHKIMU ammapaTHOro OO0ECMEeUeHUs] M TPOIECC
HAYAJIbHOM 3arpy3KH;

e BaxHOCTh CJICAOBAHUA MHCTPYKOUAM H IMOCICACTBUS, LICHY




MPEHEOPEIKECHUS UMH;
* Mepbl IPEIOCTOPOKHOCTH, PEKOMEHIYEMbIE K TPHHSTHIO
nepen ycranoBko# [1O nam 0OHOBICHUEM CHCTEMBI;

Ilenp JOKYMEHTHPOBAHUS MPOIIECCOB OOHOBJICHUS M YCTAHOBKH.

Crnenranuct JOJDKEH YMETh:

* BHHMMAaTEIBHO CIyHIaTh W OMNPEIETSATH MOJIb30BATEIbCKHUE
3ampoChl 1Sl YIOBJIETBOPEHHUS OKHUIAHUM;

* BriOupaTh onepanvoHHYI0 CUCTEMY — MPOMPHUETAPHYIO WU
OTKPBITYIO;

* To4HO ompenensTh yCTPOMCTBO U COOTBETCTBYIOIIMUA €My
JpauBep;

* JlocnenoBaTenbHO MPOBEPSITH YKa3aHHBIE MPOU3BOJHUTEIIEM
WHCTPYKIIUU TIPU BBITTOJTHEHUU OOHOBJICHMUS;

* BpiOupaTh poiau U BO3MOXKHOCTH OIEPAIMOHHBIX CHUCTEM
(taxue kak Kontpomiep JlomeHa u T.11.);

e OOcyxnaTh TMPEIJIOKEHHBIE PEIICHUs JUIsi BBIOPAHHBIX
poJNel W BO3MOYKHOCTEW, COrJIAaIaThCsl € KOHCTPYKTHBHBIMHU
NPEAJIOKEHUSIMU OT MOJIb30BaTEIEH, MEHEIKEPOB U KOJLJIET,

e [loAroTOBUTH TEXHUYECKUH JOKYMEHT, OTPa’KarOLIHIA
MIPUHSATOE PELICHUE JIJIsi COTJIACOBAHUS U MOIIUCH;

* KoudpurypupoBarb HEOOXOAMMBIEC POJH\BO3ZMOKHOCTH B
COOTBETCTBUM C HMHCTPYKIHMSIMHU  pa3padOTUYMKOB WM B
COOTBETCTBHUU C HAWIYUIIUMHU NMPAKTUKAMU,;

* TectupoBaTh CUCTEMBI, YCTPaHATh MPOOJIEMBbI U TPOBOJIUTH
KOHTPOJIbHBIE TIPOBEPKHU;

J1oOMBaThCs MOIB30BATEIHCKOTO OJI00PEHUSI.

KoHnurypaius ceTeBbIX yCTPOMCTB

Cnenuanuct JOJKEH 3HaTh U MOHUMATh!
* (CeTeBOE OKpPYKEHHUE,

* (CeteBble TPOTOKOJIBI,
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* Ilponecc mocTpoeHHs CETHM W KakK CETeBble YCTpOICTBa
MOTYT OBITh HACTPOEHBI 1J1s1 3(HPEKTUBHOTO B3aUMOACHCTBUS;

THDBI CETEBBIX YCTPOUCTB.

Criennanuct JOHKEH YMETh:

* HHTrepmpetupoBaTh  MOJIB30BATEIBCKHE  3aMpOChl U
TpeOoBaHMS C TOYKHU 3peHus WHTy CTpUATIbHBIX
cepTu(HUKAIMOHHBIX TPEOOBaHUM;

e [lpumeHsATH BCce THUNBI KOHPUTYpalWid, MPOTPaMMHBIE HU
anmapaTHble OOHOBJICHHSI HAa BCE THIIBI CETEBBIX YCTPOWCTB,
KOTOPBIE MOTYT OBITh B CETEBOM OKPYKEHUHU;

* TIpoexTHpoBaTh U PEATU30BBIBATH MPOIEAYPHI JTUKBUIAITIH

WHIIUJIECHTOB,

[TonnepxuBath 0a3y TaHHBIX KOHPUTYpaALIHi.
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2. ®opmat JleMOHCTPAIIMOHHOTO 3K3aMeHAa:

Ounplii / Pacupenenennblii/ IncTaHIHOHHBIH

3.®opma yyacTus:

NuauBuayainbHan

4, Buag arrecTanum.

I'IA / IllpomMe:xkyTOoYHAS

5. O0001mIeHHAA OLIEHOYHASA BEeJOMOCTD.

B JaHHOM pa3aciic OIpCACIAIOTCA KPUTCPHU OLCHKHM W KOJIHYCCTBO

HaYHCIIsIeMbIX 0a/uToB (cyneiickue u o0bekTHBHBIC) (Tadmuma 3).

O6HICC MaKCUMaJIbHO BO3MOKHOE KOJMYECTBO OaJlIOB 3aJaHus 110 BCCM

KPUTEPUSM OLICHKU COCTABJISET /5.

Tadauua 3.

MopnyJib, B KOTOPOM HCIIOJIb3YyeTCS
KpuTepuit

Kpurepuii

Bpems
BBIIIOJIHEH
us
Moay.as

IIpoBeps
emMble
pasebl
WSSS

Banasl

Cypneiic
KHe

bl¢

Oo0nbek
THBH

Oomme

Moayas A-B: «Ilyckonamaaka
undpacTpykrypbl Ha ocHoBe OC
cemeiicrBa Linux m Windows»
(mam anasor)

Moayab A-C: «IlyckoHnajaaka
HHppacTPYKTYpsI HAa ocHOBe OC
cemeiicTBa Linux n
TeJTeKOMMYHUKAIIHOHHOTO
o0opyaoBaHuI»

A Linux
Envirome
nts (uau
aHaJIor)

25

25

Monyan A-B: «Ilyckonamanka
HHPpacTPYKTYpsI HAa ocHOBe OC
cemeiicrBa Linux u Windows»
(mam anagor)

Monayas B-C: «Ilyckonanaaka
HHPpacTPYKTYpsI HAa ocHOBe OC
cemeiicrBa Windows (umyim aHaJjor)
U TeJIEKOMMYHUKAIIMOHHOTO
00opy1oBaHUA»

B
Windows
Envirome

nts (wim
aHaJIoT)

1,2,3,45

25

25

Mopnyas A-C: «Ilyckonanagka
HHPPpacTPYKTYpsI Ha ocHoBe OC
cemeiicTBa Linux n
TeJIEKOMMYHUKAIUOHHOTO
o0opyaoBaHMsI»
Moayas B-C: «Ilyckonananka
uHdpacTpykTypbl Ha ocHoBe OC
cemeiicrea Windows (i anasor)
U TEJICEKOMMYHUKAIIHIOHHOI0
o0opyaoBaHH»

C Cisco
Envirome
nts (um

aHaJIor)

25

25

HToro

75

75
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6.KoninyecTBO JKCHEPTOB, Y4YacTBYWHIMX B  OIEeHKe
BBINOJIHEHUS 3aJaHUsl, U MUHUMAJIbHOE KOJMYECTBO Padoyux
MeCT Ha MJIomaaKe.

6.1. MuHUMalbHOE KOJHUYECTBO JKCIIEPTOB, YYACTBYIOIIUX B
OI[CHKE  JEeMOHCTPAaI[MOHHOTO  JK3aMeHa 10  KOMIETCHIHHU
Ne 39 «CeTeBoe u cUCTEMHOE aJMUHUCTPUPOBAHUE» - 3 YEl.

6.2. Pacuer konumuecTBa DSKCHEPTOB HCXOAd U3 KOJHYECTBA
pabodyuX MECT U YYaCTHHKOB OCYIIECTBISETCSA MO CXEME COTJacHO
Tabnuue 4*:

Ta6auua 4.

OJIMYECTBO MOCTOB-PA0OYNX MECT 1-4 5-8 9-12 13-16 | 17-20 | 21-25

KonnyecTBo yyacTHUKOB

Orlnob 3 3
Or 6 mo 10 3 3
Ot 11 o 15 3 6
Ot 16 10 20 6 6 6
Ot 21 no 25 6 6

*BO3MOJKHAas IIOJIHASI aBTOMATU3alKs IPOBEPKH pabOUYMX MECT YYaCTHUKOB, YTO
UCKJIIOYaeT HEOOXOAUMOCTh B JINHEUHBIX SKCIEPTAX.

7.CuucoK 00OpYyAOBAaHUS M MaTEepPHAJOB, 3alpelleHHbIX HAa
miaomanke (Mpu HAJUYHNH)

K nmponocy 3anpeniatorcs Takue 3J€KTPOHHbIE YCTPOMCTBA KaK MOOMIIbHBIE
TenedoHbl, CMapTHOHBI, TUIEEPHI, HAYITHUKH, TUKTOPOHBI, KaMEPhl, HOYTOYKH,
IUTAHIIETHBIE  KOMIIBIOTEPHl M MPOYME TMEPCOHANBHBIE  DIIEKTPOHHBIC

YCTPOMCTBRA.
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)
worldskills
Russia

3aganue I 1eMOHCTPAIIMOHHOI0 K3aMeHAa M0 KOMILJIEKTY
oneHo4YHOM noxkymeHTauuu Ne 2.1 mo komnerenunu Ne 39 «CerteBoe

U CUCTEMHOC Q/IMUHUCTPUPOBAHUE

(obpazeu)

3aI[aHI/Ie BKJIIOYAET B ceOs CICOYIOIINC pa3ACIIbI.

1.
2. ®opMBI ydacTus

3. Bun arrecranmun

4,

5. HeobxomuMble TpUIIOKECHUS

®opmar J[eMOHCTPaIMOHHOTO YK3aMEHA

Monynu 3aanusi, KpUTEPUHU OLICHKU U HEOOXOAUMOE BpeMsI

HpOI[OJ'I)KI/ITeJILHOCTI) BBITIOJIHCHUS 3aJaHUS. 9y,
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1. ®opmat /IeMOHCTPAIMOHHOT0 K3aMeHA:

Ounblii / PacupeneaenHblii /JlucTaHIHOHHBI

2. ®opMa yyacTus:
HuauBuayajabHas
3. Buag arrectanumu:

I'IA / IllpomMe:xkyTOYHAS

4.Moayjau 3alaHusl, KDUTEPHUH OLEHKU M HEOOX0IUMOe BpeMs

Monaynu u Bpems cBeneHsl B Tabnmuiie 1.
Taoauua 1.

n/n

Moayab, B KOTOPpOM
HCIOJIB3YeTCsl KpUuTepuii

Kpurepmuii

Bpemsa
BBIIIOJIHEH
us
Moay.ast

IlpoBeps
eMble
pa3aennl
WSSS

Bbanasl

Cyneiic
KHe

0O0nek
THBH
ble

Oomme

Moayas A-B: «Ilyckonamaaka
HH(PACTPYKTYpPhI HA OCHOBE
OC cemeiicTBa Linux
Windows» (usim aHaJior)
Moayab A-C: «Ilyckonajaaka
HHPPACTPYKTYPbI Ha OCHOBE
OC cemeiicTBa Linux u
TeJIEKOMMYHUKALUOHHOI'O
o0opyaoBaHus»

A Linux
Enviromen
ts (uau
aHaJIor)

25

25

Monyan A-B: «Ilyckonamanka
HH(PACTPYKTYpPhI HA OCHOBE
OC cemeiicTBa Linux u
Windows» (ujim anasior)
Monayas B-C: «Ilyckonanaaka
HH(PACTPYKTYPhI HA OCHOBE
OC cemeiictBa Windows (nim
aHaJIOT) W
TeJIeKOMMYHHKAITHOHHOTO
000opy10BaHUA»

B
Windows
Enviromen
ts (mn
aHaJIoT)

1,2,3,45

25

25

Monayab A-C: «Ilyckonagaaka
uHGPACTPYKTYPHI HA OCHOBE
OC cemeiicTBa Linux u
TeJIEKOMMYHUKALUOHHOT'O
o0opynoBaHusI»
Monayas B-C: «Ilyckonanagka
HH(}PACTPYKTYpPhI HA OCHOBE
OC cemeiictBa Windows (niam
aHaJIOT) M
TeJIEKOMMYHHUKAIHOHHOTO
o0opyaoBaHMI»

C Cisco
Enviromen
ts (i
aHaJIoT)

25

25

HToro

75

75
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Moayau ¢ onucanmem padort
OIMIMCAHUE DK3AMEHALIMUOHHOI'O 3AJJAHUA

JlaHHOE SK3aMCHAIIMOHHOE 3aJlaHhe pa3padOTaHO C HCIOJb30BaHUEM
pa3IMYHBIX TEXHOJOTHH, BXOAAIIUX B cepTuduKaimonnsie nmporpammel LPIC, Red
Hat, CCNA, CCNP, MCSA.

CoBMECTHOE WCIIOJIB30BAHUE OTHX TEXHOJIOTHHA TIPEICTaBIsACT COOOM
JOCTAaTOYHO CIIOXKHYI0 HHPPACTPYKTYpY. TpeboBaHUs B 3aJaHUH TIPEICTABIICHBI B
o01eM BUe, KOHKPETHBIH METO/] BBIMIOJTHEHUS M TEXHOJOTHH, HEOOXOIUMBIC IS
€ro peaju3allid, Bbl BIPABE BBHIOPATh CaMOCTOSTEIIBHO C YYETOM YKa3aHHBIX B
3aJIaHUH TPECOOBAHMIA,

MO’KHO 3aMETUTh, YTO MHOTHE TEXHOJIOTHH JOKHBI pad0TaTh B CBSA3KE MITU
nmoBepx  Jpyrux. Hampumep, auHaMuUuyecKkas  MapHIpyTH3allds  JOJDKHA
BEITIOJTHATHCS TTOBEPX HACTPOCHHOTO MEXIy OpraHM3alsIM{d TyHHeEs. BaxkHo
MOHMUMAaTh, YTO €CJM BaM HE yAAJIOCh HACTPOWTH MOJHOCTHIO TEXHOJOTHUYECKHM
CTEK, TO 3TO HE O3Ha4aeT 4To paboTa He Oyner oueHeHa. Hampumep, mis
yAQJIEHHOTO JOCTyIHa HEOO0XOJUMO HAacTpouTh |PSeC-TyHHeNb, BHYTpH KOTOPOTO
opranu3oBatb GRE-tynnens. Ecim Bam He ynanoch HactpouTh IPSec, Ho Bbl
cmoryin HactpouTh GRE, To BBI Bce emie moiyduTe Oalibl 3a OpPraHU3AIUIO
yAaJIEHHOTO JOCTYyTIA.

['maBHOM 3amaueil SIBISETCS MOJy4YeHHE pabOTOCIIOCOOHONW CHUCTEMBI B TOM
VI MTHOM BHJIE, a TakKe e€ eKeTHEBHAs JopaOdOoTKa U yIydIlIeHHE,

MOAVYJIN 3AJAHUA 1 HEOBXOIMMOE BPEMA
Monynu u Bpems ipuBeieHbl B Tabmuiie 1.

Tabmuua 1 — Bpems BbInoaHEeHUE MOAYJIS

Ne HaunmenoBanue monyis Bpewms na Henn
n/m 3a7aHue
1 KommuiekcHoe 3ajanue no mycKo-Hanajake HH(PacTpyKTyphl 6 u. 1

Ha ocHoBe OC cemetictBa Linux, OC cemeiictea Windows

(nm aHAJIOT), TEIEKOMMYHHUKAITHOHHOTO 000PY/IOBaHHUS»

KomruiekcHoe 3a1aHue 1o MyCcKo-HaIaIKe HHPPaCTPYKTyphI 3u. 2
2 Ha ocHoBe OC cemeiictBa Linux, OC cemeiictea Windows

(nnu aHANOT), TENICKOMMYHHKAIIMOHHOTO 000Dy I0BaHHS»

16



Moayasr A-B: «llyckonanaaka wuHdpacTpykTypbl Ha ocHoBe OC
cemeiicTBa Linux u Windows» (njim anasor)

BBEJIEHUE

Ha BhimonHeHue 3aanusi OTBOJAUTCS OTPaHUYEHHOE BpeMsl — MOJyMaiiTe, Kak
WCIIOJIB30BaTh €ro MakcHUMaibHO 3(dexktnBHO. CoCTaBbTE IUIaH BBIMOJTHEHUS
pabot. BiosHe BO3MOXKHO, UTO JJIS MIOJTHOW pabOTOCIIOCOOHOCTH CUCTEMBI B UTOTE
JIEUCTBUSI HYKHO BBITIOJIHSTH HE CTPOTO B TOM MOCIEAOBATEILHOCTH, B KOTOPOM
OHHU OTMCAHbI B JAHHOM JK3aMEHAITMOHHOM 3aJaHUH.

BuumaTenbHO mpodTHTE 3ajJaHue OT Hauyajga J0 KOHIA — OHO MpEACTaBIsSET
co0ol 1enocTHyo cucremy. [Ipu mepBoM MOCTyIE K ONEpallMOHHBIM CHUCTEMaM
ar00 clenyiTe yKa3aHHsIM MacTepa, MO0 HCIONb3YWTEe CIeAYIONINe PEKBU3UTHI
Windows (uau amasor): Administrator/P@sswOrd. Linux:root:toor. Mamuna
ISP Takxe HacTpanBaeTcs yuacTHUKaMu!

Ecmu Bam TpeOyeTcs ycTaHOBHTH Taposib, (M OH HE yKa3aH B 3aJlaHUM)
ucnonp3yire: “P@ssword”

OOpatute BHUMaHue 4To Opanamaysp Windows (wiu aHamor) T0JIKEH OBITh
BKJIIOYEH!

Ecnu mpemocTtaBieHHBIC BUPTyajdbHBIC MAIIMHBI HAYHYT CAMOIIPOW3BOJILHO
OTKJIFOYAThCS B Tporecce padoThl, MOMPOOYWTE BBHITIOJHUTH HAa HUX KOMAaHIY

slmgr /rearm uau oOpaTUTECh K TEXHHUECKOMY SKCIIEPTY.

JlaHHO€E 3K3aMEHAllMOHHOE 3aJlaHUE COAECPKUT MHOYKECTBO 3a/1a4, OCHOBAHHBIX
Ha ONBITE PEATbHON OHKCIUTyaTallud WH(OPMAIMOHHBIX CHUCTEM, B OCHOBHOM,
MHTETPAIMA U ayTCOPCHUHTE. ECIM Bbl MOXETE BBINOJHUTH 3aJaHUE C BBICOKUM
pe3yinbTaTOM, TO BBl TOYHO CMOXETE OOCIyX UBaThb HHGOPMAIIMOHHYIO

UHOPACTPYKTYpy OOJBIIOTO MPEATNPUITHSL.
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HEOBXOAMMOE OBOPYJIOBAHMUE, IMPUBOPHBI, mo n
MATEPHUAJIBI

O’xumaercs, 4YTO OJK3aMEHAIIMOHHOC 3aJaHHMe BBIIOJHMMO YUYaCTHHKOM C
IpUBJICYCHHEM 000pPYIOBaHUS W MaTepPHaoB, yKa3aHHBIX B MHOGpacTpyKTypHOM
Jlucre.

Bam nocrynen muck CentOS-7-x86_64-Everything-1908.iso

BaMm mocTyrneH JOKalbHBIH peno3uTopuil mo azapecy http://10.11.7.50:8080/,

cereBoit anantep Repos_Access, IP-agpec BrmaéTcss AMHAMHYECKHU.

Bam nocrynen auck WindowsServer2016-XXX.iso (uiu aHasor)

Cxema ouneHKH

Kaxnapiii cyOkputepuil MmeeT NpUOIU3UTENbHO OJUHAKOBBIM Bec. IIyHKTHI
BHYTPU Ka)KIOTO KPUTEPHUS MMEIOT PA3HBIA BEC, B 3aBUCHMOCTH OT CJIOKHOCTH
MYHKTa U KOJIMYECTBA IIYHKTOB B CYOKpUTEPUH.

Cxema OIleHKa MOCTpOeHa TaKUM 00pa3oM, YTOOBI KaXAbli MMyHKT OLIEHUBAJICS
TOJIBKO oAauH pa3. Hampumep, B cekuuun «ba3zoBag koHpurypamus»
IIPEANUCHIBACTCS HACTPOUTh HMMEHA Ul BCEX YCTPOMCTB, OJHAKO 3TOT IIyHKT
OyZIeT MpOBEpPEeH TOJbKO Ha OJHOM YCTPOWCTBE W OLEHEH Toibko 1 pa3s.
OpauHakoBble MYHKTHI MOTYT ObITH NMPOBEPEHBI U OLEHEHHBI OoJbule, yem 1 pas,
€CIM Ul KX BBIIOJIHEHUs IIPUMEHSAIOTCS pAa3Hble HACTPOMKM WA OHU
BBITIOJTHSIOTCS HA Pa3HBIX KJIACCAX YCTPOUCTB.

[TonpoOHOE omucaHue METOAMKHM NPOBEPKU JOJDKHO OBITh pa3paboTaHO
JKCIEPTaMH, IPUHUMABIIMMU y4acTHE B OLEHKE JK3aMEHALIMOHHOIO 3aJaHMWs, U
BBIHECEHO B OTHEJbHBIA JOKYMEHT. /[aHHBIM TOKYMEHT, KaKk M CXeMa OLIEHKH,

aBJisieTcs 00beKkTOM BHECeHUS 30% M3MEHEHU.
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http://10.11.7.50:8080/

ba3oBast HacTpoiika

1)  HacrpoiiTe nMEHa XOCTOB B COOTBETCTBUU C JTHATPAMMOI.

2)  Pazpaboraiite m mnpumenute |P-ampecanmio ma BCEX xocrax B
COOTBETCTBMM C 3aJJaHUEM U TPOBEAEHHBIM aHAJIU30M CYIIECTBYIOIICH
CTPYKTYPBHIL.

a) Paspaboraiite u HaznaubTe URL mis nocryma ko Bcem Web-cepsrucam

B COOTBETCTBUU C 33JJaHUEM

b) Yxaxure HazHaueHHble URL B ipuiioskeHUH K 3a1aHUIO

3) HasmaubTe a1 BceX YCTpPOMCTB noMeHHOoe ums demo.ab, kpome
Remote-W

4)  Ycranosure cienytomiee [10 nHa BCE BupTyanbabie MammHb! Linux:

a) IMaker tcpdump
b) IMaker net-tools
c) PexakTop vim
d) lynx
e) dhclient
f) bind-utils
g) nfs-utils
h) nmap-ncat
i) telnet
Kon¢purypauus cereBoii UHQpacTpyKTypbl

1)  Ha WInSRV1 nactpoiite ciyx0y pa3pemicHusi TOMEHHbIX UMCH IS
BHYTPEHHEU CETHU.

a) CepBep JODKEH BBICTYIIAaTh B KayecTBe OCHOBHOrO DNS njist 30HBI
demo2019.ab.
b) Ha WInSRV2 opranusyiite DNS-cepep mns 3ombr demo2019.ru.

Pazpemmure nepegauy 30ub1 Ha |SP.

) Cozpnanite 3ammcu i y3na WEB. Cpencrsamu DNS-cepsepa
peann3oBath paboTy ¢ BeO-cepBepoM 1o azapecy http://web.demo2019.ru

Tak, YTOOBI MAIIUHBI U3 KIMEHTCKOro Mmysa padotanu ¢ LINSRV2, a mst
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MaliHbl U3 cepBepHoro myna ¢ WINSRV1. Mensars mas storo ¢aiin
hosts Ha MarMHaXx 3anperaeTcs.
i)  Ilepenaiire Ha LINSRV2 xonwmro 30u61 demo02019.ab
C) 3ampocel, KOTOpbIe BBIXOAAT 3a pamku 30H demo2019.ab wu
demo2019.ru momxuer mepecbutathesi DNS-cepepy ISP. [lnst mposepku

WCMOJIB3YWUTE TOMEHHOE UM Ya.lU.

2) Ha WIinSRV1 ycranosute ponbs DHCP, co3gaiite KIMEHTCKHIA Iy
anpecoB poBHo Ha 50 xoctoB. Kmmenter (Remote-W, Remote-L) nomxHbI
OJy4YnTh: IpaBuibHbIe agpeca DNS nomena demo2019.ru, nuto3 ISP,

3) Ha WInSRV2 caenaiite otka3oyctoiiunBocth DHCP B pexume
HotStandby

4)  Ha LInSRV2 peanusyiiTe CHUCTeMy IMOJICPKKHA IOJIb30BaTeNCH Ha
6aze OTRS

a) Bce coemuHeHMs ¢ CHCTEMOH JO/DKHBI — MPOM3BOJMUTHCSA IO
3aIUIIICHHOMY KaHaTy
b) B URL cepBuca 10/mKHO 00s13aTEIIEHO coiepkarhbest ciioBo help
Kondurypamusi  ciayk0  MOHHUTOPHHIA,pe3epPBHOTO  KONMHPOBAHMUSI,
JKYPHAJTHPOBAHUSA

1)  Peammusyiite cO6op moroB co Bcex Linux-xocToB mocpenctBom ISyslog
Ha cepsepe LINSRV2.

a) ObecnieubTe BO3MOKHOCTh MPOCMOTpa Joros uepe3 LogAnalyzer
b) B URL cepBuca nomkHO 00s3aTebHO coiepikaThes cioBo logger

2)  Oo0ecmeubTe pe3epBHOE KOMUpOBaHHE AaHHBIX cepBepa LINSRV1

nocpencteom Isyncd
a) KonupoBanue m0DKHO Mpou3BoauTCs B aupekroputo /var/backup

cepBepa LINSRV2
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Koundurypaunus cucTeM HEeHTPATU30BAHHOTO ynpaBJieHHs
MOJIb30BaTeISIMH U KOMIIbIOTEPAMU
1)  BoccranoBure moctym k gomeny ActiveDirectory demo2019.ab na
WinSRV1.

a) IIpu momomu powershell skcroptupyiite B daitn C:\userlist.csv
UHPOPMAIIMIO O TIOJIH30BATEIIAX, COJICpPXKAIIMXCA B KOHTeWHepe USers.
(nadopMmarysi TODKHA BKJIHOYATH MM TMOJB30BATENsl, a TaKKe 3HAUYCHHE
nosist JobTitle)

b) Coznaiite opranusanuonHoe noapasaenenrne Demo2019. B manHom
OpTraHU3aI[IOHHOM 0Ipa3/ieIICHUN co3anTe HoJIpa3aeieHus,
cootBeTcTBYOIUE moyisiM JODTitle panee BBITpyKEHHBIX TIOJIB30BATENICH.

c) IlpousBeauTe COPTUPOBKY TOJIH30BATEICH IO COOTBETCTBYIOIIMM
CO3JIaHHBIM ITOIPa3/ICIICHHSIM.

d) B xaxmoMm mojapa3fcieHHH CO3/IaliTe OJHOMMEHHYIO TPYIILY
0€30MacHOCTH

e) JloGaBbTe pacCOPTUPOBAHHBIX MOJB30BATENICH B CO3JaHHBIC TPYIIITHI

f) Cosmaiite B moxpasaenennn DEMO2019 mnoas3oBatens Test ¢
naposem P@sswOrd, conepxxamum B osie Title smauenne Cloud storage, Ho
HE HaXOJSIIErOCs B JAHHOH rpyIine 0€30MacHOCTH.

2)  Cnenaiite cepep WINSRV2 pe3epBHBIM KOHTPOJJICPOM JTIOMEHA
demo02019.ab.

a) OH He J0JDKeH HeCTH (QYHKIUIO TI100aJIbHOTO KaTaiora

b) Ilepenaiite poas Rid mactepa na cepsep WIinSRV2

Kondurypanus ciayx0 y1ajeHHOro 10cTyna
1)  Peamusyiite cinyx0y KJIMEHTCKOrO YIAJIEHHOTO JOCTyna Ha Oase
OpenVPN na xocte LINSRV1.
a) Bech Tpaduk ymaiéHHBIX KIHEHTOB JOJDKCH MPOXOIUTH Yepes3 LT3

LinSRV1
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2) Jns monb3oBareneii kommbroTepa Remote-W moakiarodcHue K
cepBepy OpenVPN 10mKHO TPOM3BOJMTHECS aBTOMATHYECKH IIPU BXOJEC B
CUCTEMY

a) OOecrieubTe aBTOMATUYECKOE MOAKIIOUCHHE KIMEHTCKOW CITy)KOBI

OpenVPN npu Bxoje moiab30BaTeneit

3) Cxondurypupyiite mnonkmodenue OpenVPN Ha kommbioTepe
Remote-L

a) 3amyck ymajJeHHOTO TOJKIIOUSHUS JIOJDKEH BBITOJHATHCS CKPUIITOM
start_vpn.sh

b) Orkmoueare VPN-TyHHENss JOJDKHO — BBINOJHITBCS — CKPUIITOM
stop_vpn.sh

c) CkpunThl TOJIXKHBI pacrionaraTbes B /opt/vpn.

d) CkpunThl AODKHBI BBI3BIBATHCS W3 JIIOOOTO Karajgora 0e3 yKa3aHHS

Iy TH.

Kongurypanusi Bed- ¥ NOYTOBBIX CIIYKO
1)  Co3paiite calT mocTymHbI 1o aapecy http://web.demo2019.ru, B
Ka4yecTBe TeKCTa Ha crpanulle Harmmmute «\Web Site LINSRV2».

a) CoznmaiiTe caliT JOCTYIHBIM 1o amapecy http://portal.demo2019.ru,

oe}

Ka4yecTBE TEKCTa Ha cTpanuiie Hanuimrte «Portal Site LInSRV2»
2) HaWinSRV1

a) CosmaiiTe calT mocTynHbli mo ampecy http://web.demo2019.ru, B
Ka4yecTBe TEKCTa Ha cTpanuie Hanmuiute «\Web Site WinSRV1»

b) Coznaiite caiiT goctymHbld 1o azapecy http://portal.demo2019.ab, B
KadyecTBe TeKCTa Ha cTpanuiie Hanmuimute «Portal Site WinSRV 1»
3) HaWIinSRV2

a) CoznmaiiTe calT mocTymHbld mo aapecy http://portal.demo2019.ab, B
Ka4yecTBe TeKCTa Ha cTpanuile Harmmimute «Portal Site WinSRV2»

b) Ha  LinSRV1  HacTpoiiTe = 0TKa30yCTOHYMBOCTH K  CalTy

http://portal.demo02019.ab meTogom mepebopa.
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Kondurypauus napameTpoB 0e30MaCHOCTH U CJIYKO ayTeHTHDUKAITUA
1) Knuentsr Remote-W u Remote-L momkubl BXoauTh B foMeHn demo2019.ab
2) Peamusyiite numo3 Ha LINSRV1
Kondurypauus mnapamerpoB ciayx0 ceprupukanmu
1) Ha cepepe WINSRV2 ycranoBure poib IieHTpa ceprudukaniu
npeanpusitast Active Directory.
a) Bpems sxusnu: 9 jer
b) CepTudukarsl, BIJaHHBIC [ICHTPOM, JIOJDKHBI OBITH JCHCTBUTEIILHBI B
TEYEHUU O JIET
c) Ums nentpa: DEMO-AB-CA
2) Bce BeG-cepBucH, r7ie TpeOyeTCs 3aUUIEHHOE COCAMHEHUE, TIOTKHBI
UCITIOJIb30BATh CEPTU(PHUKATHI, BbIIAHHBIE TAHHBIM [IEHTPOM
3) Hacrtpolika nokIr0ueHnid K 1J100adbHbIM CETSIM
a) Peanu3yiiTe nuiro3 BeIXo1a B HHTEpHET Ha 6aze LINSRV1
4)  Hactpoiika MapmpyTH3aliu
a) B manHOM MOyJIe HacTpoOiiKa HEe MPeyCMOTPEHA
5)  Konduryparus moacucTeMsl Teine(GoHHOMN CBI3U
a) B manHOM MojyJsie HacTpoiiKa He TPeyCMOTPEHA
6) KoHudurypamnus cucteM BUPTyaIu3aIliuu
a) YcTaHOBHTE WMEHAa BHMPTYaJbHBIX MaIIUH B COOTBETCTBHH C
IarpaMMon
b) Hacrpoiite ESXi vSwitch B cooTBeTcTBHU ¢ qrarpaMMoit
7)  Kondurypamus CYB]]
a) B manHOM MOjyIJie HacTpoOiKa He TPeyCMOTPEHA
8)  Konduryparus u ycTaHOBKa CHCTEMBbI

a) B maHHOM MOJIyJIe HACTPOKMKA HE MPEIyCMOTpEHA
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JIUATPAMMA BUPTYAJIbBHOM CETU
TOIIOJIOI'Us L2

WinSRV1 WinSRV2 WinSRV3
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LinSRV1 LinSRV2
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TOIIOJIOT'Us L3

| WinSRV4 WinSRV2 WinSRV3 Magic
: - Mirror

P
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LinSRV1
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TOIIOJIOT'UA VPN
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Moayas A-C: «lIlyckonanmaaka wuH@pacTpykTtypsl Ha ocHoBe OC
cemeiicTBa LiNUX H TeJIEKOMMYHHKAIIMOHHOTO 000PY/10BAHHUSI»

BBEJIEHUE

Ha BhimonHeHue 3aanusi OTBOJAUTCS OTPaHUYEHHOE BpeMsl — MOJyMaiiTe, Kak
WCIIOJIB30BaTh €ro MakcHUMaibHO 3(dexktnBHO. CoCTaBbTE IUIaH BBIMOJTHEHUS
pabot. BiosHe BO3MOXKHO, UTO JJIS MIOJTHOW pabOTOCIIOCOOHOCTH CUCTEMBI B UTOTE
JEUCTBUSI HYKHO BBITIOJIHSTH HE CTPOTO B TOM MOCIEAOBATEIILHOCTH, B KOTOPOM
OHHU OTMCAHbI B JAHHOM JK3aMEHAITMOHHOM 3aJaHUH.

BuumaTenbHO mpodTHTE 3ajJaHue OT Hauyajga J0 KOHIA — OHO MpEACTaBIsSET
co0ol 1enocTHyo cucremy. [Ipu mepBoM MOCTyIE K ONEpallMOHHBIM CHUCTEMaM
00 CIeayWTe yYKa3aHUSIM MacTepa, JTU0O0 MCTIOIB3YUTE CISAYIOIINE PEKBU3HUTHI
root:toor.

Ecim Bam TtpeOyercss ycTaHOBUTH Taposib, (M OH HE yKa3aH B 3a/JaHHH)
ucnoin3yite: “P@ssword”

Y Bac OTCYTCTBYET KOHCOJIBHBIM JOCTYN K YCTpoOWcTBaMm, OyAbTe OYEHBb
BHUMATEIIbHBl TPW BBITOMHEHWH 3amanms! B cioydae moTepm CBSI3UM ¢
o0opynoBaHueM, Bbl Oynere BHUHOBaThl camH. Paspemnaercs mnepesarpyska
000OpyIOBaHUS — TOJBKO TEXHHYECKHMMH SKcnepramu. Hampumep, mpumeHMIM
HenpaBwibHbIE ACL, koTopblii 3akpeil goctyn mo telnet, Ho BbI He ycmenu
COXpaHUTh KOHPUTYPAIIUIO.

BHUMaTETBPHO M3YYHTE COACPKUMOE BCEX PECYpPCOB, MPETOCTABICHHBIX BaM
JUTSI BBITIOJTHEHUS 33JaHU.

JlanHO€ SK3aMEHAIMOHHOE 3a/IaHUE COACPKUT MHOKECTBO 3aJ1ay, OCHOBAaHHBIX
Ha ONBITE PEAbHON OHKCIUTyaTallil WH(OPMAIMOHHBIX CHCTEM, B OCHOBHOM,
WHTETpallMi U ayTcOpcuHre. Eciay BbI MOXKETE BBIMIOJHHUTH 33JJaHUE C BBICOKUM
pe3yabTaTOM, TO BBl TOYHO CMOXKETE OOCITYXKHWBaTh WH(OOPMAIMOHHYIO

UHDPACTPYKTYpy OONBIIOTO NPEANPUITHS.
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MOJKJIOUYEHUE K YCTPOUCTBAM
JInst TmepBOHAYANBHOTO TOAKIIIOYCHUST HCIONBb3ylTe mpoTtokon Telnet. [lns
MIOJIKJTFOYEHUST K CETEBBIM YCTPOWCTBAM MCIOJIB3YHTE Mapoib: CISCO M MapoJib IS
IPUBUICTUPOBAHHOTO PEKUMA: CiSCO
YeTponcTBa TOCTYIHBI O CIEAYIOMINAM aIpecaMm:
HQ-SW1 -192.168.20.2
HQ-SW2 -192.168.20.3
HQ-RTR -192.168.20.1
BR-RTR -192.168.10.1
BR-SW -192.168.10.2
Bam HeoOxoauMo o0ecrieynuTh BO3MOKHOCTD MOAKIIOUEHUS K YCTPOUCTBaM
0 CIEAYIOLIUM aJipecam:
HQ-SW1-10.0.1.11
HQ-SW2 -10.0.1.12
HQ-RTR -10.0.2.1
BR-RTR -10.1.0.1
BR-SW -10.1.0.11

HEOBXOUMOE OBOPYJIOBAHHE, IMPUBOPBHI, 1mo "
MATEPHUAJIBI

O’xumaercs, 4YTO DK3aMEHAIIMOHHOEC 3aJaHHMe BBIIOJHMMO YUYAaCTHHKOM C
NPUBJICUCHUEM O0OPYIOBaHUS W MaTEPUAOB, yKa3aHHBIX B MH)pacTpyKkTypHOM
Jlucre.

Bawm noctynen auck CentOS-7-x86_64-Everything-1908.iso

Bam JIIOCTYIIEH JIOKQJIbHBIN PENO3UTOPU o azpecy

http://192.168.101.100:8080

BaMm pgocTynHbl 1Ba JIMHKA 0 JIOKAJIBLHOTO PEMO3UTOPHUS, OHU MOJKIIOYECHBI B
KOMITBIOTEPHl pabodymx MecT ydacTHHUKOB. IP-ampec BbImaércs IuHAMHUYECKH,

CXEMa KOMMYTallu1 JaHHBIX JIMHKOB - HA YCMOTPCHNEC YUAaCTHUKOB.
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http://192.168.101.100:8080/

KommyTtarnus KVM HoOSt, paBHO kak U aapecaliys - Ha yCMOTPEHHE YYaCTHUKA.

HGO6XOI[I/IMO OTPA3UTDL AAPCCAIIHNIO Ha CXCMC 0o B IMPUIOKCHUH K 3a1aHUIO.
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Cxema ouLeHKH

Kaxnaplii cyOkputepuil MmeeT NpUOIU3UTENBHO OJUHAKOBBIM BecC. IIyHKTBHI
BHYTPU Ka)XIOTO KPUTEPHUS MMEIOT PA3HBIA BEC, B 3aBUCUMOCTH OT CJIOKHOCTH
IIYHKTa U KOJMYECTBA IIYHKTOB B CyOKpUTEPHH.

Cxema OIleHKa IOCTpOeHa TaKUM 00pa3oM, YTOOBI KaXAbli IyHKT OLIEHUBAJICS
TONBKO OoauH pa3. Hampumep, B cexuun «ba3oBas kougurypamus»
IIPEANKCHIBACTCS HACTPOUTh MMEHA Ui BCEX YCTPOMCTB, OJHAKO 3TOT ITYHKT
OyZeT MpOBEpPEH TOJbBKO Ha OJHOM YCTPOWCTBE M OLEHEH TOoJbKO 1 pa3s.
OnunHaKoBBIE MYHKTHI MOTYT OBITh MPOBEPEHBI M OLIEHEHBI Ooibiie, yeM 1 pas,
€CIM Ul HX BBIIOJIHEHUsS IIPUMEHAIOTCS pAa3Hble HACTPOMKM WA OHU
BBITIOJTHAIOTCS HA Pa3HBIX KJIACCAX YCTPOUCTB.

[TonpoOHOE omucaHue METOAMKM NPOBEPKU JOJDKHO OBITH pa3paboTaHO
JKCIEPTaMH, IPUHUMABIIUMHU y4acTHE B OLEHKE DK3aMEHALIMOHHOI'O 3aJaHus, U
BBIHECEHO B OTHENBHBIA JOKYMEHT. /[aHHBIM TOKYMEHT, KaKk M CXeMa OLIEHKH,

aBJisieTcs 00beKTOM BHECEHUS 30% M3MEHEHU.
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ba3oBast HacTpoiika
1)  HacrpoiiTe nMeHa XOCTOB B COOTBETCTBUU C TUATPAMMOi
2)  Hacrpoiite IP-agpecarmro Ha BCEX Xoctax B COOTBETCTBHH C
JrarpaMMou
3)  Hasnaubre mis Bcex yCTpoHCTB foMeHHOE uMst WSr2019.ac
Kon¢purypauus cereBoii UHGpPacTpyKTypbI
1)  Ha HQ-LIinSRV1 nactpoiite ciyk0y pa3pelieHus JOMEHHBIX HMEH
JUUII BHYTPEHHEHN CETH
a) Cepsep J0iDKeH 00cay)uBaTh 30HY WSr2019.ac
2)  Ha Bcex KoMMyTaTOopax HaCTPOWTE JIOKAJIbHBIC CETH:
a) Ha Bcex KoMMyTaropax OTKJIIOUUTE JUHAMUYECKOC OOHOBJICHHE
tabmuusl VLAN.
b) Tadmuna VLAN ycrpoiicte oduca HQ mgomkHa couepikaTh
CJIETYIOILUE CETH:
) LAN - VLAN101
i)  VOIP-VLAN103
i) SERV1-VLANI111
iv) SERV2-VLAN112
v)  SERV3-VLAN113
vi) BGP-VLAN120
c) Tadmuma VLAN ycrpoiictB oduca Branch pomkna conmepxarb
CIIEYIOIINE CETH
) LAN - VLAN101
i)  SERV - VLAN102
i)  VOIP - VLAN103
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3)  Mexay BceMu KOMMYTAaTOpaMH HACTPOMTE TPAHKHU C MCIIOJIb30BaHHEM
npotokosa IEEE 802.1q
a) Tpanku mexay kommyratopamu HQ-SW1 u HQ-SW2 nomkHbl OBITH
cormacoBanbl mo DTP, kommyrtatop HQ-SW1 nomkeH wuHULMHpPOBATH
co3gaHue TpaHka, a kommyrtatop HQ-SW2 nomkeHn oxumate Hadama
COTJIacOBaHUSl TapaMeTpoB OT cOcCela, HO caM HE WHHUIMHPOBATh
COTJIacOBaHUE
b) OcTayibHBIC TpaHKH MEXKIY MEXKIY YCTPOHCTBAMHU JOJDKHBI OBITh
HACTPOCHBI O€3 MCTOJBp30BaHus coryiacoBanus. Otkimounte npoTokon DTP
SIBHBIM 00pa3om
4)  Koudurypamus mpoToKojia OCTOBHOTO JIepeBa:
a) Mcnonp3yiite npoTokoi coBmectumsiii ¢ IEEE 802.1w
5)  Hacrpotite moptel FO/5 kommyrtatopoB HQ-SW1 u HQ-SW2, takum
o0pa3oM, 4TO MPHU BKIIFOUYCHUU OHU Cpa3y mepexoamm B coctosaue forwarding
HE JOXUIAsCh mepecuera ocToBHOro jaepeBa. [Ipu monyuennn BPDU makera
JIAaHHBIC MTOPTHI JIOJDKHBI IEPEXOANTH B cOcTOsiHUE error-disabled
6) Ha wmapmpytuzatopax HQ-RTR u HQ-LINRTR Ha nokanbHBIX
uHTepdeiicax HacTpoilTe ciayk0y OTKa30yCTOMYMBOCTH BHYTPEHHETO IILIHO3a
no iporokosry VRRP mist cereit odprca HQ
a) Homep rpymnmsl qo/mkeH coBnaaath ¢ Homepom VLAN
b) B kadectBe BupTyambHOro IP-agpeca wucronb3yiTe MepBbId aapec
CeTH
c) Mapmpytuzatop HQ-LINRTR nomkeH ObITh BEAYIIUM B TPYIIIE
d) Hactpoiite ayrentudukanuto mno mapoiaro HSRP. Ilaponas momken
nepenaBarhbes B Buje xema MDS
e) Paspemmre mnepexBaT poOJM aKTUBHOTO IILII03a YCTPOWCTBOM C

OOJIBIINM IPUOPUTETOM
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Kondurypauus ciay:x0 MOHMTOPHMHIA, PpPe3epBHOr0 KONMUPOBAHUSA,
JKYPHAJTHPOBAHUA
1) Ha wapmpyruzatope HQ-RTR wu HQ-LIinRTR  macrpoiite
BO3MOXXHOCTbH YJIaJICHHOI'O MOHUTOPUHTA 110 TIpoTokosry SNMP v3.
a) 3amaiite MecTomnoioxkenne ycrporicts “EKT, Russia”

b) 3amaiiTe konTakT admin@Wwsr.ru

c) Ucnone3yiite ums rpymms “WSR”.
d) Co3pgaiite mpoduis TONBKO st uTeHust ¢ umereM “RO”.
e) Ucnone3yiite st 3amurel  SNMP  mmdposanne AES128 wu
ayrentudukanuo SHAL,
f) Hcrmonp3yiiTe uMs MOIB30BATEIIS: SNMPUSEr | IMapoiib: SNMpPPass
g) 3anaiite KoMaHIy A1 poBepku sSnmp_test na HQ-CLI:
) Komanga momxHa BBITIOIHATHCA U3 TI000N TUPEKTOPUU.
i)  Cxpunt moipkeH ObITh pa3MerieH B /opt/script/.
iii) CkpunT JODKEH MNPUHUMATh HMMs  YCTPOHCTBA, MM
MI0JIb30BATENsl, TAPOJIh U TUI MIM(PPOBAHUSI B KAUECTBE IMapaMETPOB.

2) Ha Bcex cereBix ycTpoiictBax oduca HQ  Hactpoiite
KypHAIIMPOBaHUE CUCTEMHBIX cooOmenuit Ha cepBep HQ-LINSRV2, Brirouas
coobmieHust ypoBHs oTiiagku. CooOIIeHns JOMKHBI pacIoyiaraTbCsi B KaTajaore
/opt/logs/ciscol.

3) Ha Bcex cereBeix ycrpoiictBax oduca HQ  Hactpoiite
KypHAITMPOBAHKNE BBOJUMBIX KOMaH]I TIOJIb30BATEIIS.

4)  Pasepuure Oxidized na cepsepe HQ-LINSRV3 u obGecneuste
pe3epBHOE KOMUPOBaHNE KOH(PUTYPAIIMH BCEX CETEBBIX YCTPOICTB

a) YkakuTe B NPUIOKECHHH K 3aJaHUI0 HEOOXOAUMBIC IaHHBIC IS
nocryna k uarepdeiicy Oxidized

5)  Hacrpoiite mporokon |IEEE 802.1AB Takum oOpa3zom, 4ToObl préM
CITyKEOHBIX COOOIIECHUI OBLT BO3MOXEH Ha BCEX MOPTax YCTPOMCTB, BKIIFOYAs
cepBepa, MPU ATOM KIWEHTCKHWE YCTPOWCTBA HE JOJDKHBI MOTy4YaTh JAaHHBIX

COOOIIEHUH
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6)  Passepuure Zabbix (Server+Web) na xocte HQ-LIinSRV2
a) s xpaHenus nHGOpPMALMK KCIIONB3YHTe 0a3y maHHbIX PostgreSQL
Ha xocre HQ-LinSRV1
b) ObecnieubTe MOHUTOPHHT JOCTYITHOCTH BCEX Y3JIOB CETH
c) Hoctym k  Web-untepdeiicy MOMKEH  TPOU3BOIUTHCS  TI0
3alUAIIEHHOMY COCIMHEHUIO
d) Cepsuc nomkeH ObITh AOCTyIIEH 1o uMeHu Zbx.wsr2019.ac
e) ObecrieubTe MOHHTOPUHT BceX Linux-cepBepoB cTaHIapTHHIMH
1rabJI0HaMU ¢ Mcnojb3oBaHuem Zabbix-agent
) OOMEH NaHHBIMH JIOJKCH MHPOM3BOJIUTHCS IO 3aLTUIIEHHOMY
COCIMHEHHIO C MCITOJIb30BaHueM napoist Z@bb3xP@ssword
f) OGecrieubTe cOop cratuctuku mo uHTepdeiicam u CPU co Bcero
AKTUBHOTO (PU3NIECCKOT0 HE BUPTYATBHOI'O CETEBOTO 00OPYIOBAHHMSI
7)  PasBepuure Grafana na xocte HQ-LINSRV?2
a) OOecnieupTe MomydeHue nanHbix u3 Zabbix mocpeactom API
b) Cozmaiite nmamoOopx i MOHHMTOPHHTA CICAYIOIIUX ITOKa3aTesei
Linux-xocToB:
1) 3arpyska LI mo sapam
i)  OOmas u 3ansaTas O3Y
i)  OO1miee 1 3aHATOE TUCKOBOE MPOCTPAHCTBO
Iv) JloiokHa OBITH BO3MOXKHOCTH BBIOpAaTh HEOOXOIUMBIH XOCT U3
BBIMAIAIOIIETO CIIHCKA
c) Hoctym k  Web-untepdeiicy mOMKEH  HPOM3BOIUTHCS 110
3alIUIIEHHOMY COCIMHEHUIO

1)  CepBuc moimkeH ObITh qocTyreH mo umenu grafana.wsr2019.ac
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Koundurypaunus cucTeM HEeHTPATU30BAHHOIO ynpaBJjeHHs
MOJIb30BaTEJISIMH U KOMIIbIOTEPAMHU
1)  Peammsyiite LDAP-cepsep ma xocre HQ-LINSRV1 mis xpanenus
YUYETHBIX 3alIUCEN MOJIb30BATEJIEH U TPYIIT
a) Mms nomena - wsr2019.ac
b) Co3paiiTe y4éTHBIC 3aITUCH U TPYIIIBI B COOTBETCTBUU ¢ Tabmuiei 1
1) VYuérHele 3anucu 10kHB BxoauTh B OU users, rpynmsl - OU
groups
1)  3Bagaiire mapoas P@sswOrd mist Bcex V3
C) Bce  BupryampHbie  LINUX-XOCTBI ~ JOJDKHBI  TMOJJICPKHBATh
aBTOPHU3ALINIO Yepe3 JaHHBINA CEpBEp
) Toneko rpymmam  Sysadmins wu  Uzvers  pasperieHo

ABTOPHU30BLIBATLCA HAa XOCTax
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Kondurypauus ciayx0 y1ajJeHHOro 10CTyna

1) Mexny BR-RTR u HQ-RTR npomken ¢yukimuonupoBats GRE

TYHHEJb
2) Mexnay BR-RTR u HQ-LINRTR nomxen ¢yukmuonupoats GRE
over IPSec Co crnenyroummu napaMmeTpamu:
a) Mcmonp3yliTe ayTeHTHU(PHUKAIUIO IO 00IIEMY KITFOTy
1) Iudposanue - AES 256
i) I'pynma Iuddu-Xsmmana — 5
iii)  IIposepka nemoctoct — SHAL
iIv)  Hcnons3yiite cetb 172.16.10.0/30
3) Ilpm BBIXOAE W3 CTPOSI OJHOrO W3 MpoBaiiiepoB oduca Branch,
TYHHEJIH JI0JDKHBI BOCCTAHOBHUTB CBOIO PabOTy HE MO3KE, UEM Uepe3 MUHYTY

4)  Jlna Remote Access noctymna aomken ¢pynkuuonuposats WireGuard
VPN na cepepe HQ-LINRTR

a) Hacrpotite kimenTa Ha xocte RMACC-LinCLI

1)  IlomkmiodyeHWe MODKHO TPOUCXOAWTH ABTOMATUYECKH IIPH

3armycke ckpunTa /opt/scripts/start_wg.sh
i)  OTkioYeHHe JODKHO TPOMCXOAWTH aBTOMATHUCCKH IPH
3arrycke ckpunra /opt/scripts/stop_wg.sh
Kon¢urypanus Bed- ¥ NOYTOBBIX CIIYkKO

1) B nanHOM MOjIyJIe HACTPOMKA HE MPeayCMOTpEeHa

Kondpurypanus ciayx0 XxpaHeHUs1 JaHHBIX

1) B manHOM MOjyJie HACTpOMKa HE MPEIyCMOTPEHA
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Kondurypauusi napamMeTpoB 0e30MaCHOCTH U CJIYK0 ayTeHTHPUKAIUA
1)  Peanmsyiite kopHeBOH I1eHTp ceprtudukanmmu Ha cepBepe HQ-
LinSRV1
a) Kopuesoii qupektopueii a1 Y11 nomkHa ciyxuTh /etc/ca
b) Wcnone3yiiTe ciaenyromue aTpuOyThI:
1) CN -WSR CA
i)  Country - RU
i)  Organization - WS ITNSA 39
C) Bce ceptudukaThl, HCIOJb30BAaHHBIC INPU BBITOJHCHUU 3aaHMUI,
JTOJKHBI OBITH BBIMYIIEHBI TaHHBIM Y L[]
d) Bce cuctembl JOKHBI TOBEPATH TaHHOMY Y]
2)  CosmaiiTe Ha BCEX YCTpPOWMCTBax IIOJb30BaTE]ICH WSI C MmaposieM
wsr2019
a) Iaposs moB30BaTENs JODKEH XPAHHUTHCS B KOH(UTYpalUd B BUJIEC
pe3yibTaTa Xau-pyHKIUN
b) IMomp3oBarenr  JOKEH  007aJaTh  MAaKCUMAJIBHBIM  YPOBHEM
IIPUBUJICTUN
3)  Ha Bcex ycrpoiicTBax ycTaHOBHTE mapoJib Wsrenablepass na Bxoj B
MPUBUJICTHPOBAHHBIN PEKUM
a) ITapons momkeH xpaHuthes B KoHpurypanun HE B Bujae pesynbrara
X3MI-(DYHKIUH.
4)  Bce mapoaum Ha CETEBBIX YCTPOMCTBAaX JOJ/DKHBI XPAHHUTHCSA B
3amu(poBaHHOM BUIE
5)  Hnsa ycrpoiicte HQ-SW1, HQ-SW2, HQ-RTR, BR-RTR u BR-SW
peanusyiite moaenb AAA
a) AyreHTuduKainms Ha JUHUIX BUPTyalbHBIX TepMmuHAIOB ¢ 0 mo 15
JOJDKHA TPOU3BOAUTBECS C MCIOJIB30BAHUEM JIOKAJIbHOM 0a3bl yUETHBIX

sanuceit. (kpome mapipyrusatopa BR-RTR)
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b) IMocne ycnemHol ayTeHTU(UKAIUN TIPU YAAJIEHHOM MOJIKIFOYCHUN
MOJIb30BaTEeIh Cpa3zy JOJDKEH IOJydaTh IIpaBa, COOTBETCTBYIOIIHE €T0
YPOBHIO ITPUBUJIET U

C) HacrtpoliTe HeOOXOAMMOCTh ayTEHTHU(PHUKAIIMH Ha JIOKAIbHOW KOHCOJIH

d) Ilpu ycmemHoW ayTeHTH(UKANIMKM HA  JIOKAJIBHOW  KOHCOJH
MOJIb30BaTeNb JOJDKEH IMOJIy4aTh IpaBa, COOTBETCTBYIOIIHUE €r0 YPOBHIO
MIPUBUIIETUA
6) Ha wmapmpytuzarope BR-RTR Ha BHpTyanbHBIX TEepMHHAIBHBIX

auHusx ¢ 0 mo 15 HacTpoiite ayreHTudUKaIUIO ¢ ucnoias3oBanneM RADIUS-
cepeepa

a) Ilopsmok ayreHTH()UKAINN:

) ITo mporokory RADIUS
i)  JlokanpHas
Iii)  HMcmone3yiire oOmmit kirou P@sswOrd

b) Ucnone3yiite HoMepa nopToB 1812 u 1813 nns ayTeHTU(DHUKAIIMH U
ydeTa COOTBETCTBEHHO

c) B xagectBe cepBepa ucnoib3yiite HQ-LINSRV?2

d) O6GecnieubTe JIOTHPOBAHKME BCEX 3aIIPOCOB HA CEPBEPE

e) HactpoliTe aBTOpU3aIUIO TIPU YCIICITHOW ay TEHTH(UKAIH

f) IIposeppre ayreHTH(duKanuio 1o npotokony RADIUS npu
yAQJIEHHOM MOJKIIOUYeHHH K MapupyTtuszaropy BR-RTR, wucnonssys
yueTHY*0 3anmuch radius ¢ maposem CiSCo

g) Ionw3oBarpy radius momkeH 00JaaaTh MaKCHMAaabHBIM YPOBHEM
IIPUBUIIETUN
7)  Bce ycrpoiicTBa IOMKHBI OBITh JOCTYIHBI JUIS YIPABICHUS TIO

npotokory SSH Bepcun 2
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Hacrpoiika noak/i04eHnii K rj100ajJbHbIM CETAM
1)  Peanusyiite kopHeBOH I1eHTp ceprudukammu Ha cepBepe HQ-
LinSRV1
a) Hactpoiite PPPOE kimuent na HQ-LINRTR.
b) Mcnone3yiiTe mMs mojib3oBatess PPP u napois P@sswOord
C) YcrpolicTBa MPOXOASIT OJHOCTOPOHHIOW —ayTEeHTH()HKANUIO 110
npotokory CHAP, Tonsko ISP2 npoBepsieT uMs 1mojs30BaTes U IapoJib
d) HQ-LinRTR momxen aBToMaTuvecku noiay4arh aapec ot 1SP2
2)  Ilpomaitmep ISP2 wucnoas3yer mpotokon L2TP nmns moaxiarodeHwHs
ouca Branch
a) Hactporite BR-RTR B kauectBe L2TP-kiuenTa
) Ucnonsayiite anpec 10.255.200.1 B kauectBe ceprepa L2TP
i)  Hacrpoiire VirtualPPP ¢ Homepom 100
iii) BR-RTR moimkeH aBTOMaTHYECKH MMOIydaTh aapec oT 1SP2
Iv)  Hactpoiite B3auMHy0 ayTeHTH(UKaIHIO 110 TipoTokory CHAP,
Hcnonwayiite morun client651230 u mapoas P@ssword
V)  Ayrentudunupyiite nmposaiiiepa mo jorudy 1SP2
vi) Hcnone3yiite MTU 1450
3)  Hacrpotite nogxmoderre HQ-RTR k ISP1 ¢ momomipio Frame Relay
a) Wcnone3yiite Tun LMI cisco
b) Ucnonesyiite DLCI 102
4)  Hactpoiite noaxmouenre BR-RTR k ISP1 o nporokony IPOE
5)  Hacrtpoiite muHamuueckyto Tpancasuuio moptoB (PAT) B ampeca
BHEILIHUX UHTEpPEIcoB
6) Ha BR-RTR oOecneubTe OaJaHCHPOBKY  HArpy3Kd  MEXKIY
npoBaiinepamu. bamaHcupoBKa ODKHA TMPOWM3BOIUTHCS IS KaXJIOTO
MOJIKJIFOUEHUST BO BHEIIHIOIO CeTh. [Ipy OTKIIIOYEHUH OJHOTO MpoBaiiiepa Bce

CITyOBI JJOJKHBI MPOJIOKUTH CBOIO pabOTy
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Hacrpoiika mapmpyruzauuu
1) Ha ycrpoiicteax BR-RTR, HQ-LInRTR u HQ-RTR wnacrpoiite
MIPOTOKOJ TUHaMu4Ieckor Maprpytusanuun OSPF
a) Bxiounte B OOHOBJICHHMS MapIIPYTHU3allMd CETH B COOTBETCTBUHU C
Routing-auarpammoit
b) Orkimtounte oOTHpaBKy OOHOBICHHWN MAapIIpyTH3allMd Ha BCEX
uHTep(deiicax, rae He MpeIyCMOTPEHO (POPMHUPOBAHUE COCECTBA
c) Hcnonp3yliTe ayreHTHHKaIIo message-digest ¢ kirouom ospfkey
2) Jns oduca HQ BbemencHa mpoBalaepOHE3aBUCHMAas IOACEThH
2.1.100.0/29 ¢ nHomepom aBTOHOMHO# cucTeMbl 65010
a) HactpoiiTe aBTOHOMHBIE CHCTEMBI B COOTBETCTBHHM ¢ Routing-
JrarpaMMon
b) Tpebyercs ycranoButh 1Be BGP ceccun:
) Mexny HQ-RTR u ISP1
i)  Mexay HQ-LINRTR u ISP2
c) Mapmpytuzaropsl HQ-RTR 1 HQ-LINRTR momkHBI OBITH CBSI3aHBI €
riomonbsio IBGP
d) Brimounte B OOHOBIICHHSI MapIIPYTU3allUUM CETH B COOTBETCTBUHU C

Routing-auarpammori

Tadoauuma Nel — I'pynnsl u noas3oBatenau LDAP

['pymmibs [Tons30BaTenu

Sysadmins|  SuperAdmin, MegaAdmin, HyperAdmin

Uzvers LittleUser, BigUser, NotSoSmallUser
Experts Gates, Torvalds, Stallman
Allies Englishman, Yankee, IvanPetrov
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Tadoaunma Ne2 — YcrpoiicTBa TesiepoHUN

YcerpoiictBo SIP Server Howmep Nms

HQ-Phone HQ-RTR 1001 SuperAdmin
HQ-CLI HQ-RTR 1002 MegaAdmin
BR-Phone BR-LIinSRV 2001 BigUser
RMACC-LInCLI BR-LinSRV 2002 NotSoSmallUser
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JIUATPAMMA BUPTYAJIbBHOM CETU
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BR-CLI
- ¢
10.1.4.0/29
—
——
BR-LINSRV .
: SERV
i 10.1.0.0127
ER-Fhone
VoIP
“ 10.1.4.8129

TOIIOJIOT'UA L3

RMACC-LInCLI

RMACC
82.58.20.128/30

I5P1 | 120 (oo 6BB6A2

I15P3

&

193 85.25255.192/30

I5P4
45 46.48.128/30

HG-LINRTR

ASG5010
1.2.100.0/29

HQ-Phone

voip
10.0.4.8/29

HQ-CLI

(%)

LAN
10.0.4.0129

=i
HO-LinSRV1
SERV-SRV1 i
10.0.1.0128
HO-LINSRV2
SERV-SRV2 -
10.0.2.028 i

HO-LinSRV3
SERV-5RV3
10.0.3.0128
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HO-LinBETR

WireGuard

S
L —
RMACC-LinCLI

TOIIOJIOT'UA VPN

HC!—FITFI

HCQ-LinRTR
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ROUTING-AUAT'PAMMA

OSPF

area? areal

areat

10.1.0.0027
10.1.4.0/29
10.1.4.8/29

10.0.2.0/28
10.0.3.0/28
10.0.4.0/29
10.0.4.8/28

172.16.0.0/28
172.16.10.0/30

BGP

ASE5000 ASE5010

CeTH npoEanaepa

1.2.100.0/29
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Moayasr B-C: «llyckoHanaaka wuHdpacTpykTypbl Ha ocHoBe OC
cemeiictrea Windows (uam aHaJor) U TeJeKOMMYHHUKAIMOHHOIO
o0opyroBaHHA»

BBEJEHUE

Ha BbITIOJTHEHUE 3aJjaHUSI OTBOJUTCS OTPAHHUYCHHOE BPEMS — TOJIyMaWTe, Kak
UCIIOJB30BaTh €ro MaKCUMalIbHO 3¢ ¢ekTnBHO. COCTaBbTE IUIAH BBITOJHCHUS
pabot. BriosiHe BO3MOXKHO, 9TO JJIs1 TOJTHOW pab0TOCTIOCOOHOCTH CHCTEMBI B UTOTE
JNCHCTBUS HY)XHO BBIIOJHITH HE CTPOrO B TOW IMOCIEAOBATEIBHOCTH, B KOTOPOW
OHH OTIMICAHBI B IAHHOM SK3aMEHAIIMOHHOM 3a/IaHUU.

BHHUMaTeIpHO MPOUYTHTE 3aJaHUE OT Hayajda JO0 KOHIA — OHO IMPEACTABIISACT
co00ii 11eJI0CTHYI0 cucteMmy. [Ipu mepBoM AOCTyIEe K ONEpPallMOHHBIM CHCTEMaM
a100 CleyiTe yKa3aHWsIM MacTepa, JIM0O HCIOJIb3YHTEe CIICHYIONINEe PEKBU3UTHI
Windows (uau anasor): Administrator/P@sswOrd.

Ecim Bam TtpeOyercss ycTaHOBUTH Naposib, (M OH HE yKa3aH B 3a/JaHHH)
ucnonp3yire: “P@ssword”

OOpatute BHUMaHue 4To Opanamaysp Windows (wiu aHamor) T0JIKEH OBITh
BKJIIOYEH!

Ecim mpenocTaBieHHbIC BUPTyaJbHbIC MAIIWHBI HAYHYT CaMOIPOM3BOJIBHO
OTKJIIOYAThCSA B TIpoliecce pabOoThI, MOMPOOYHTE BBHIMOJHUTH HAa HUX KOMaHIY

slmgr /rearm uau oOpaTUTECh K TEXHHUECKOMY SKCIIEPTY.

JlaHHO€E 3K3aMEHAllMOHHOE 3aJlaHUE COAECPKUT MHOXKECTBO 3a/1a4, OCHOBAHHBIX
Ha ONBITE PEATLHON OHKCIUTyaTallul WH(OPMAIMOHHBIX CHUCTEM, B OCHOBHOM,
MHTETPAIMA U ayTCOPCHUHTE. ECIM Bbl MOXETE BBINOJHUTH 3aJaHUE C BBICOKUM
pe3yinbTaTOM, TO BBl TOYHO CMOXETE OOCIyX UBaThb HHGOPMAIIMOHHYIO

UHDPACTPYKTYpy OONBIIOTO NPEANPUITHS.
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HEOBXO/NMOE OBOPYJIOBAHHE, INPUBOPBI, no n
MATEPHAJIBI

Oxujaercs, 4YTO SK3aMEHAIMOHHOE 3aJlaHH€ BBIMOJHUMO YYacCTHUKOM C
MpPUBJICUCHHEM O0OPYJIOBAaHUSI U MaTepuasoB, yKa3aHHBIX B MH(pacTpykTypHOM
Jlucre.

Bam noctynen nquck WindowsServer2016-XXX.iso (v anaior)

Bam nmocTynHbI Ba JIMHKA O JOKAJbHOTO PEMO3UTOPUS, OHHU MOJKIIOYEHBI B
KOMITBIOTEPHI pabo4YMx MecT ydacTHHKOB. IP-ampec BBImaércs IUHAMHUYECKH,
CXeMa KOMMYTAIMU JAHHBIX JINHKOB - HA YCMOTPEHUE YYaCTHUKOB.

CxeMa OLleHKH

Kaxaplii cyOkputepuii umeeT NPUOIUZUTENBHO OJWHAKOBBIM Bec. [IyHKTHI
BHYTPHU KaXJIO0I'0 KPUTEPUS MUMEIOT PA3HBIM BEC, B 3aBUCUMOCTH OT CIIOKHOCTH
MyHKTa U KOJIUYECTBA MYHKTOB B CYOKPUTEPUH.

Cxema OlleHKa TOCTPOCHA TaKUM 00pa3oM, UTOOBI KaX bl MYHKT OLICHUBAJICS
TOJIBKO oAauH pa3. Hampumep, B cekiuu «ba3zoBas koHdurypamms»
MPEINMUCHIBACTCA HACTPOUTh MMEHA IS BCEX YCTPOWMCTB, OAHAKO ATOT ITYHKT
OyJIeT MpoBEpeH TOJbKO Ha OJIHOM YCTPOWCTBE U OIEHEH ToJibKo 1 pas.
OnuHakoBbIE MyHKThI MOTYT OBITh MPOBEPEHBI U OIEHEHBI OoJbIle, 4yeM 1 pas,
€CIM JJI1 WX BBINOJHEHHUS TPUMEHSIOTCS pPa3HbIE HACTPOMKU WM OHHU
BBITIOJTHSIFOTCSL HA Pa3HbBIX KJIacCaX yCTPOUCTB.

[TogpoOHOE omucaHue METOJMKHA TMPOBEPKU JIOHKHO OBITh pa3paboTaHO
AKCHEpPTaMU, TPUHUMABIIUMHU y4acTHUE B OLEHKE 3K3aMEHAIIMOHHOTO 3aJlaHus, U
BBIHECEHO B OTAECIbHBIA JTIOKYMEHT. J[aHHBIM JOKYMEHT, KaK M CXEMa OIICHKH,

aBJIsieTcs 00bekTOM BHECeHUS 30% M3MEHEHU .

50



ba3oBast HacTpoiika
1)  HacrpoiiTe nMeHa XOCTOB B COOTBETCTBUU C TUATPAMMOi
2)  Hcnonp3yiite o0yt ymnoOHyro s Bac IP-ampecammro (mpoBepka
OyeT MpOU3BOUTHCS TOJIBKO IO IOMEHHBIM UMEHaM!)
3)  Hasmaubre ms Bcex yctpoiictB nomennoe ums Skill39.bc
Kon¢purypauus cereBoii UHGpPacTpyKTypbI
1)  Tabmuma VLAN ycrpoiicte oduca HQ gomkHa coaep:kaTh
CIICTYIOIINE CETH
a) VLAN 100 - HQ-DMZ
b) VLAN 101 - HQ-LAN
c) VLAN 301 - ISP-HQ
2) Tabmuma VLAN ycrpoiicte oduca BR nmomkHa comepxarb
CIICYIOIINE CETH
a) VLAN 201 - BR-LAN
b) VLAN 302 - ISP-BR
3)  Jns ynanéuneix mammH ucronb3yite VLAN 300
4)  Hactpoiite npotokos DHCP ns aBTokoH(pHTypalyu KIMEHTOB
a) Failover mode - hot-standby
b) OcuorHoii cepBep — AD
C) PesepsHsiii cepep - AD_B
d) Murepsain switchover interval - 10 min
e) B kauecTBe KJIMEHTOB JOJDKHBI BhicTynaTh mamuabel HQ-CLI u BR-
CLI
5) HaBR-RTR u HQ-FW nactpoiire DHCP relay
6) Ha mapmpyrusatope BR-RTR nactpoiite cepsep NTP:
a) Stratum: 1
b) YkaxuTe TeKyuyro aaty
) YacoBoit mosic mist y3noB moacetd HQ u DMZ, a takke ycTpoiicTa

HQ-FW: +5 YKT
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d) Yacogoit mosic mis y3noB noacetd BRANCH u INTERNET, a taxke
yctpoiictB BR-RTR, ISP: +3 MSK
e) HacTpouTh CHHXpOHH3AIMIO BpEMEHU IS BCEX CETEBBIX YCTPOUCTB U
koHTposuiepa nomeHa AD ¢ BR-RTR
Kondurypanmusi  cay:k0  MOHUTOPHHIA,pe3epBHOT0  KONMMPOBAHMSA,
JKYPHAJTUPOBAHUS
1)  CpencrBamu DFS mnpousBenute pesepBupoBanue aanHbix CYBJ] u

caiita Ha cepBep FILES mo mytu R:\backup.

Kondurypaunus CHCTEM HEeHTPAJIN30BAHHOT O ynpaBJieHHSsI
M0JIb30BaTEJsIMH M KOMIIbIOTEpaMHu
1)  PasBepHute ocHOBHOM KoHTpouiep momeHa SKill39.bc Ha cepsepe AD
a) Bce cepeepa m kimeHTckue MamuHbl oprca HQ momkHBI OBITH
YJIEHAMH JAHHOTO JOMEHA
b) Co3mailiTe B JOMEHE HEOOXOAMMBIC TMOJPA3ACICHUS, TPYIIBI M
MI0JIb30BATEJICH CKPUIITOM U3 MpeiokeHHoro daitia C:\Users.csv.
2)  Cospaiite B tomene SKill39.bc rpymnmoBbie MOTUTHKH
a) [ns Bcex moan3oBareneii qomena SKill39.bc moaxmrounte B kauecTBe
crapToBoii ctpanutisl IE caitr php.skill39.bc

b) Jlns Bcex mOab30BaTENIEl MOAKIIOUMTE CETeBOM auck  R:\

(\\FILES\Share).

C) 3ampeTuTe aHUMAIIMIO ITPH BXOJIC B CHCTEMY
3) PaseBepuure Ha cepBepe AD B ponp  1OMEHHBIX  CiTy)O0
ActiveDirectory
a) Cnenaiite nannsiii ceppep RODC xontposuiepom momena skill39.bc
b) Bce cepBepa odurica Branch gomkHb! ObITh YieHaAMH JaHHOTO JOMEHA
¢) Kmuenrckas mammua BR-CLI nomwkHa OBITH MOATOTOBICHA KO BXOAY
B nomen SKill39.bc. Tlocne mepesarpyzku DKCIIEPTAMMUM ona momxHa

CTaTh YICHOM JAaHHOI'O JOMCHA
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Kondurypauus ciayx0d ceprupuxanuu

1)  Ha cepBepe ADCS mpousBeanTe yCTaHOBKY CIIYKObI CEpTH(HKATOB.

a) HactpoliTe KOpHEBOH EHTP CePTUDUKAIUH.

b) Mwms nentpa ceprudukanmu — SKill39 CA.

c) Cpok neiictBus ceprudukara — 10 ser.

d) BergaBaemble IEHTPOM CEPTH(PHUKATHI TOJDKHBI ObITh JCHCTBUTEIIHHBI
B TEYCHUH D JIET

e) He pa3pemiaercst BBOAUTH TaHHBIN CEPBEP B JIOMEH
2)  Ha cepsepe FILES ycTanoBuTe OMYHMHEHHBIN IICHTP CepTUDUKALINN

a) Wms nentpa ceprudukarmm Skill39Sub

b) Iloce 3aBepiieHust HACTPOHKU MOJYNHEHHOTO IIEHTPA CePTUDUKAITUH
CpEICTBAMHU BUPTYIH3AIMH OTKIIOYUTH CETEBYIO KapTy Yy KOPHEBOTO
LEHTpa cepTuuKanuu

c) Co3maiite 1IaOyioH cepTU(UKATOB JUISL TOJIB30BATENIC TPYIIIBI
rdsusers ¢ wumenem FOrRDS. Ceprtudukar monkeH OBbITh BbIIaH
aBTOMATUYECKHU MPU IEPBOM BXO/I€ JIFOOOTO MOIH30BATEINS TPYTIIIHI.

Cay:x0a ynajieHHbIX pa004ux CTOJIOB

1) Ha cepBepe AD_B ycranoBute ponb Y aaneHHbix padouunx crosioB (RDS)

a)
b)

d)

Omny6nukyiite npuiokenue notepad asis nmonb3oBarened rpymnist FdSusers
[Tonoxute spabIK A7 BXOJa B TMPWIOKEHHWE Ha paboumii CTONM BCex
noJjbp3oBarenei rpymmel rdsusers. Ilpu Bxoje B MPWIOKEHUE HE JOJHKHO
BBIBOJUTHCSI COOOIICHUE O HEJJOBEPEHHOM CEPTH(UKATE.

Hoctyn k caity ciyk0si RDS momkeH OCyIIECTBISTBCA IO aJpecy
rds.skill39.bc mo mporoxomy https://, ¢ mepeHanpaBieHueM npu yka3aHuu
npoTokosa http://.

Hoctyn x Web ¢popme ynanéuusix pado4mx CTOJIOB JOJKEH OBITH TOCTYIICH
TOJILKO JJIs TOJIb30BaTeNiel Trpymmbl FASUSErS Mo WX TOJIh30BATEIbCKHM

ceprudukaram
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Kondurypauus ciayx0 y1ajJeHHOro 10CTyna
1)  Hactpoiite Site-to-Site VPN mexnay oducamu Ha ycrpoiictBax HQ-
FW u BR-RTR naubonee 6e30macHpIM cIocoO0OM Ha Ballie YCMOTPEHHE
2) Ha wmexcereBom dkpane HQ-FW HacrpoiiTe BO3MOKHOCTH
MOIKJTIOYCHUS yIaJIEHHBIX KIIMEHTOB ¢ TomMombio SSL-VPN
a) KimmeHTBI TOJDKHBI TTOJIKITIOUATRCS ¢ TIOMOIIBI0 KineHTa AnyConnect,
o0pa3 Juisi YCTaHOBKH KOTOPOTO HAXOAMUTCS BO (PIIeHI-TIaMATH MEXCETEBOI0

HKpaHa HQ-FW, a TaKXKe 1o azpecy

http://192.168.101.100:8080/misc/cisco/

b) IMoaknrouenue nmposepsTh ¢ kiuneanTa REMOTE
Kon¢purypauus Bed- ¥ NOYTOBBIX CJIIYKO

1)  Ha cepBepe DMZ pa3sepuure posb BeO-cepBepa 1S

a) O6ecneubte GyHkImonupoanue carta php.skill39.bc. Caiit nomken
pacnionaratecs no nytu C:\site, pyHKIMOHUPOBATH TOJIBKO IO MPOTOKOIY
https, moanucanxomy nentpom cepruduxammu SKill39Sub. [dns craproBoi
CTpaHUIIBI co3aiTe daiin index.php co cieayromumM coaep>KUMbIM:

<?php

phpinfo();

7>
2)  Ha cepsepe WEB_B pa3sepuute posb BeO-cepBepa 1S

a) Ob6ecnieubTe QyHKIMOHUpOBaHKe caiita Www.branch.skill39.bc. Caiir
JoJDKeH pacrionaratbes mo mytu C:\branch, ¢yHkimoHupoBaTh TOIBKO IO
npotokony https, moamucanHomMy 1eHTpoMm cepTudukanun SKill39Sub,
cepTu(uKaT KOTOPOTO JOJKEH paclo3HaBaThCs JOBEPEHHBIM CO BCEX
CepBepOB M paboOYMX CTaHIMIA ITaBHOTrO oduca u oduca Branch.

Kon¢purypanus ciayx0 XxpaHeHus1 JaHHBIX

1)  Ha cepsepe FILES co3naiite RAID-5:

a) Mcnonp3yliTe MHHHMAJIbHO HEOOXOJUMOE YHCJIO JHWCKOB IIPH
CO3/IaHUU MacCHBa

b) Hasnaubre nannomy mMaccuBy OykBy R:
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) CosznaiiTe manku Jyuisi TPYII MOJIh30BATENIC B COOTBETCTBHH C
tabmuuedt 2. J{ns Bcex monb3oBaTenell Mpu OO0IIeM JOCTYIE JTOJDKHBI
0TOOpakaThCsl TOJILKO MAIKH, K KOTOPBIM UM IPEJO0CTaBIICH JIOCTYII.

i)  Cosmaiite manky «Accounting» maiire moctyn mHa RW Tosabko
yreHaM rpymbl Accounting. Crenaiite cooOImIEHHE TPH OTCYTCTBHH
nocryma «This is only for Accounting staff. Call 223322»

iii) Cosmaiire manky «Marketing» maiite mocryn Ha RW ToibKko
ywrenaMm rpymel Marketing. Chenaiite cooOmieHue TpH OTCYTCTBUH
noctyna «This is only for Marketing staff. Call 00002»

Iv) CoszmaiiTe  NpPHUBETCTBEHHOE  COOOIICHHWE Ui BXoJa
NOJIb30BATEJICH, B CHCTEMY B KOTOPOM €CJIH MOJb30BaTEb 3allel U3
HeHTpaJibHOro oduca mucanoch «Welcome to HQ», a ecnu u3 ¢unuana
«Welcome to branch». 3amuce momkHA TPUMEHSTHCS ABTOMATHYCCKU
IpH TIepexojie KIMEHTCKOW MammHbl u3 cetd HQ B cerp branch wu
obOpatHo.

Kondurypauus napamMmeTpoB 0e30aCHOCTH U CJIYxK0 ayTeHTH(UKAIUU
1) Ha wmapmpytuzatope BR-RTR HacTpoiite mosb30oBaTencii ¢
OrpaHUYCHHBIMHU TIPABAMH.
a) Cospaiite monb3oBatenei Userl, user2, user3 u user4 ¢ mapoiieM pass
b) Ha3znaubTe mosp30oBaTeno  USerl  ypoBeHb  mpuBwieruii 6.
[Tonmb30BaTeb JOMKEH WMETh BO3MOYKHOCTH BBIMOJHATH BCE KOMAH/IbI
MI0JIb30BaTEIHCKOTO PEXKIMA, a TAKXKE BBITIOJHATH TIEpe3arpy3Ky U OTIAIKY
¢ momoIipio komana debug.
¢) CospgaiiTe ¥ Ha3HAYLTE VIEW-KOHTEKCT Sh_VIEW Ha MOJIb30BaTeIs

) Komanmy show cdp neighbor

i)  Bce xomanmsr Show ip *

i)  Komanmy who

iv) Tloap3oBaTenb USEr2 HOKEH MOMaaaTh B JaHHBIH KOHTEKCT
d) Cospaiite View-koHTeKCT ping_Vview. Bximouunte B Hero

) Komanmy ping
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1)  Kowmannmy traceroute
1) Tloaw3oBaTenpb USEr3 HOKEH IOMaiaTh B JaHHBIH KOHTEKCT
e) Co3pgaiiTe SUPErview-kKoOHTEKCT ¢ KIMEHEM SUPEer, 00beIUHSIONIMN 3TH
3 xoHTekcTa. [lpu BXoje Ha MapuIpyTHU3aTop MOJIB30BaTENb USEr4 moiKeH
TIOITaJIaTh B JIAHHBIH KOHTEKCT
2)  Yo0enurteck, 4TO MOJIH30BATEIN HE MOTYT BBITIOJIHATH JPYyTAe KOMAHIbI
B paMKaX MMPUCBOCHHBIX KOHTEKCTOB U yPOBHEH MPUBHUIICTUIA
3)  Ha mexcereBom skpane HQ-FW nactpoiite ypoBHU Oe30macHOCTH:
a) s nokansHoi cetu: 100
b) Jlist cetu DMZ: 50
¢) Hus cetu Internet: O
4)  Ha BR-RTR Bxmounte DHCP Snooping mns momcetn HQ-LAN.
Hcnonw3yiiTe dien-naMaTh B KaueCTBE MECTa XpaHEHHUs 0a3bl JaHHBIX
5) Ha ISP Bxmounte nmuHammueckyro mpoBepky ARP-3ampocoB B cetn
HQ-LAN
6) Ha mapmpytuzarope BR-RTR mactpoiite Opanamaysp 30HAIBHON
nonautuku (ZBF)
a) HactporiTe 30HBI:
1) 3ona ¢ umeneM INET mns untepdeiica g0/0
i)  3ona ¢ umenem HQ mis uHTepdeiica, ncnoansdyemoro Site-to-
Site VPN
i)  3ona ¢ umenem LOCAL st untepdetica g0/1
b) 13 30ub1 LOCAL B 300y HQ pasperure m060i Tpaduk
c) U3 3oub1 HQ B 300y LOCAL pa3permmre mo6oii Tpaduk
d) U3 3omubl INET B 30y LOCAL paspemmre paboTy CIEIyIONMX
cepBucoB: HTTP u HTTPS. B o6paTtnyto ctopony pazpemure SSH, HTTP,
HTTPS
e) Becw octanbHOM Tpaduk J0KEH OJOKMPOBATHCS

7)  Ha mapmpyrtusarope BR-RTR nactpoiite npobpoc caiita ¢ WEB_B

i gocTyna o https u3 BHemHe# cetu mo aapecy Www.skill39.ext
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8)  Cosnmaiite Ha Bcex ycTpoiicTBax mojb3oBateneit SKill39 ¢ maposem
skill39
a) Ilonp3oBarens JOHKEH MOMAAaTh B MPUBIJICTUPOBAHHBIA PEXUM TIPH
aBTOPHU3AINN
9)  Ha Bcex yctpoiicTBax ycranoBute naposb SKill39enablepass na Bxon
B IIPUBUJICTUPOBAHHBIN PEXKUM
a) IlTapons momkeH xpaHuThes B koHpurypanun HE B Buje pesynbrara
X31I-(QyHKITUH
b) HacrpoiiTe pexum, NMpu KOTOPOM BCE MapoiX B KOHQUTYpalUH
XpaHATCS B 3alTU(PPOBAHHOM BHJIC
10) TIlocne ycnemHoOW ayTeHTU(UKAUN TPU YAAIEHHOM MOJKIFOYCHUN
NOJIb30BATEIN Cpa3y JOJKHBI IOJydYaTh MpPaBa, COOTBETCTBYIOLINE UX YPOBHIO
MIPUBHWIIETUN WIIA POJIH
11) Bce ycTpoiicTBa JOKHBI OBITH JOCTYIHBI IS YIIPABICHUS T10
npotokoiny SSH Bepcuu 2
Hacrpoiika noak/i0ueHuii K rio0ajJbHbIM CeTAM
1)  Odwucet HQ u Branch nmoaxaroueHs! o mporokony IPOE
2)  Hacrpoiite nuHammueckyro TtpaHcusmuio noptoB (PAT) B ampeca
BHeHuX uHTepdericon s cereit BRANCH u HQ
a) KimeHTHI JODKHBI KIMETh JOCTYI IO BHEITHUX CAaHTOB
3)  Ha cepgepe ISPS nactpoiite smynsinuio cetn MaTepHeT. Bee MarmHeb
JIOJOKHBI TIPABHIILHO YKa3bIBaTh HAJIMYHUE JIOCTYTIA B CETh MIHTEpHET
HacTtpoiika mapupyruzauuu
1)  HactpoliTe npoTokKoa aMHAMHYecKOW wmapmpyrtusanun BGP  mns
oOecrieueHus J0CTymna B ceTh UHTEpHET uepe3 ISP
a) Ucnone3yiite AS 65000, 65010, 65020 ms ISP, HQ-FW u BR-RTR
COOTBETCTBEHHO
b) Ha ISP anoHCcupyiiTe Bce CETH, aHOHCHPOBAaTh CETH Ha JAPYIHX

YCTpOMCTBAX HE TpeOyeTcs
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Kondurypauus noacucremsl Tesse)OHHOH CBSI3H

1) B manHOM MOJyJie HACTpOiiKa He PEIyCMOTPCHA

Ta6auua Nel ®DaiisioBasi CTpyKTYpa

JlokanbHBIN yTh CereBoil yTh Hocrtyn ['pymmbr
(FILES)

R:\Share \\FILES\Share RO Everyone

R:\Share\RDS \\FILES\RDS RW rdusers

R:\Share\Work \\FILES\Share\Work RW Everyone

R:\Share\Accounting \\FILES\Share\Accounting RW Accounting

R:\Share\Marketing \\FILES\Share\Marketing RO Marketing
RW Domain

Admins
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TOIIOJIOT'UA VPN
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IMpumepHblii 1aH padorsl’ lenTpa npoBeneHus
AeMOHCTpAIMOHHOTr0 3Kk3aMeHna 1o KOJI Ne2.1 nmo komneTeHIMu
Ne 39 «CeTeBoe M CHCTEMHOE a[IMUHUCTPUPOBAHME»

[IpumepHoe Bpems Mepornpusarue
08:00 [TonmyuyeHue TIaBHBIM 3KCIIEPTOM 3a1aHUS
JICMOHCTPAIIMOHHOTO 3K3aMEHA
08:00 - 08:20 [TpoBepka rOTOBHOCTH MPOBEICHUS
JIEMOHCTPAIIMOHHOTO K3aMEHa, 3aIll0JTHEHUE AKTa O
TOTOBHOCTH/HE TOTOBHOCTH
08:20 - 08:30 Pacnpenenenne 00s3aHHOCTEH MO MTPOBEACHUIO
9K3aMeHa MEX]y WICHaAMH DKCIIEPTHOM IPyTIIIbI,
zanonHeHue IIpoTokosa 0 pacnpeneaeHun
TTo/rOTOBUTE bHbL 08:30 - 08:40 HNHcTpyKTaX DKCIEPTHON TPYIIIIBI 11O OXpaHe Tpyna
TeHb ¥ TEXHHUKE 0e3011acHOCTH, COOp MOoaNHCel B
[TpoToKkoJIe 00 O3HAKOMIICHHH
08:40 - 09:00 Perucrpanusi y4acTHUKOB JEMOHCTPAIIHOHHOTO
JK3aMeHa
09:00 - 09:30 WHCTpYKTaX Y4aCTHHKOB IO OXpaHEe TpyJia U
TEXHUKE 0€30MaCHOCTH, COOp MOANHUCE B
[TpoTokose 00 03HaKOMJICHUH
09:30-11:00 Pacnpenencuue pabounx mect (3kepeObeBKa) U
03HAKOMJICHHE YYaCTHUKOB C PaOOYMMH MECTAMHU,
o0opyaoBaHueM, rpadukoM paboThl, HHOM
JOKyMeHTaluen u 3anonanenue [Iporokosna
09:00 - 09:30 O3HaKOMJICHHUE C 3aJJaHUEM U MPaBUIIAMU
09:30 - 10:00 Bpudunr sxcnepToB
10:00 —13:00 BrinonHeHue nepBoi NOJIOBUHBI 3aaHUs
13:00 — 14:00 Ob6en
Hens 1 14:00 —17:00 BrlnosiHeHHE BTOPOM MOJIOBUHBI 3a/1aHUs
17:30 - 19:00 Pabora skcnepToB, 3anonHeHne (OPM U OLICHOUHBIX
BEJIOMOCTEN
19:00 - 20:30 ITonBeneHne UTOroB, BHECEHHE TTIAaBHBIM
skcriepToM 6ayuioB B CIS,
Jenn 2 09:00 - 09:30 O3HakoOMJIEHHE C 33JJaHUEM U IIPaBUIIAMHU
09:30 - 10:00 Bpuduar sxcepToB
10:00 — 13:00 BrimonHeHne TpeThei MOJIOBUHBI 33/1aHUS
13:00-14:30 Pabora skcnepToB, 3anonHeHHe (OPM U OLIEHOUHBIX
BEJIOMOCTEN
14:30 — 15:30 ITonBeneHne UTOroB, BHECEHHE TTIAaBHBIM
skcriepToM O6aiioB B CIS, 6iokuporka CIS,
MIOJIMTMCAHUE TIPOTOKOJIOB

! Ecnu nutaHmpyeTcst mpoBesieHne JIEMOHCTPAIMOHHOTO JK3aMeHa UTsl JIByX M 0OJiee HK3aMEHAIIMOHHBIX
rpymm (3I') u3 ofHO#H yueGHOM TPy OMHOBPEMEHHO Ha OHOM MIIOMIAKE, TO 3TO TAKXKE JOIKHO OBITH OTPaKEHO
B IraHe. lIpuMepHBIH IUTaH PEKOMEHIYETCS COCTaBHTh TaKUM 00pa3oM, YTOOBI IMPOAOJDKHTEIBHOCTH PaboTHI
9KCIIEPTOB Ha IUIOLIAJAKE HE IPEBbIIAJa HOPMBI, YCTAaHOBIIEHHBIE JECHCTBYIOLIMM 3aKOHOIATENBLCTBOM. B ciyuae
HEOOXOJIMMOCTH TIPEBBIIICHUS] YCTAaHOBICHHOW MPOJOIDKUTEIBHOCTH MO OOBEKTHUBHBIM INPHYMHAM, TpeOyeTcs
COTJIacOBaHHUE C IKCIEPTAMH, 3a/IeHiCTBOBAaHHBIMU JUIsl paOOTHI HA COOTBETCTBYIOMIEH IIIOIIA/IKE.
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IlaH 3acTpoiiKy MJIOMIAAKH JJI5A MPOBeAeHUA TeMOHCTPAIMOHHOIO
3k3amMeHa o KOJI Ne2.1 mo komnerenmun Ne 39 «CereBoe u
CHCTEMHOE aIMUHUCTPUPOBAHME»

Homep komnerentiun: 39

Ha3Banue koMIeTeHIINN .

CeTeBoe U CHCTEMHOE aJIMUHUCTPHUPOBAHUE

O6m1as momaas miomaak: 250 m?

[Iman 3acTpOVKM IUIOIIAAKM IIAH 3aCTPOWMKHM TaKKe IMPEIOCTABIICH Kak

otaenpHbIN (aiin k KOJI):
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puioxenus

1. Uudpacrpyxrypnsiit nuct st KOJ Ne 2.1
2. Ilnan 3actpoiiku
3. Ocobpie ycnoBus TpoBeneHus JleMOHCTPAllMOHHOTO

nuctanimonHoM dopmare st KOJ Ne2.1

OK3aMCHa

B
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Ipunoxenne 4 k KOJ Ne 2.1
nmo komnerennuu Ne39
«CeTeBoO€ U CHCTEMHOE A IMUHUCTPHPOBAHH E»

OcoOble yciioBusi mpoBeAeHusi J{eMOHCTPALIMOHHOI0 IK3aMEHA 110
cranaapram Bopaackmiic Poccus B iuctanniuonunom gopmare

Hactosmue  ycnoBus  ompeAensioT  MOPAJOK  OpraHuM3allud W MPOBEICHUs
JEMOHCTpAallMOHHOrO  9Kk3amMeHa 1o  kommereHuu Ne39  «CereBoe UM CHUCTEMHOE
aJIMUHUCTPUPOBAHUE» B COOTBETCTBUH C KOMIUIEKTOM OlleHOUHON nokymenTanuu (KOJI) Ne2.1
B JMICTAaHLIIMOHHOM (hopmate paboThl BO BpEMs IK3aMeHa.

1. Texnuueckmue Cpeacrna, NMPpUMEHAECMbIC IJIsA OpraHu3anuu H NnpoBeaACHUSA
AEMOHCTPAIIMOHHOI'0 3K3aMEHa

YcaoBusi BUIEOTPAHCIANNH Pazpemenne He menee 720p, moaxmodyeHue nmo USB

C/1a4¥ IEMOHCTPANIMOHHOT O Bepcun He MeHee 2.0, BO3MOXKHOCTh TpaHcasaiuu Buneo B BKC
K3aMeHa cucTtemy uepes Opaysep.

Ha BuaeoTpaHCIAIMU JTOJDKHO OBITH XOPOIIO BHIHO JIMIO H

Onmxaiiiee IIPOCTPAHCTBO Y4aCTHHKA. B ciryyae

YcaoBust BUI€03alUCH CAAYHU HEOMPEAETEHHBIX CI/ITyauHﬁ, YYaCTHHK  JIOJDKCH 6y):[eT

JIEMOHCTPAIMOHHOT0 IK3aMeHa | IPOJEMOHCTPUPOBATh CBOE pabodee MecTO AJIs MPOBEPKH, UTO
Ha HEM HET 3alpelleHHBIX MpeaAMEToB (0 TpeGOBaHUIM
OpUIOKEHHS 3)

Pabouuii cTton sK3aMEHyeMOro JOJKEH TpaHCIMpOBAaThbCS Ha
3aKpbIThI YOUTUbe-kaHas, yepes3 OeCIUIaTHYIO MPOrpaMMmy st
Yci0Bust TpaHCAsIUMHA dKpaHa | | pueorpaHcIsmii OBS-Studio.
pabouero mecra 3k3aMenyemMoro | Ha TpaHcnsanuu 10JKHO OBITH BUAHO JIMIO YYaCTHHUKA, pabounit
CTOJI, TIPYU HAJIMYUHM HECKOJIBKUX PabOYMX CTOJOB, OTOOpasuTe
UX Ha TPAHCISIMHY,

3anuce paboyero croyia BeAETCS TakkKe, C HCIOJIb30BAHUEM

Ycaosus 3anucu sxpana / nporpaMMHOro  obecredenusi  mporpammbel  OBS-Studio.
pabouero mecta 3xk3amenyemMoro | OOs3aTenbHas 3aMucCh ayJIM0 U BHUJIEONOTOKA C pabouero mMecra
YYaCTHUKOB.

YcioBus nepeaayum 3agaHui

J€MOHCTPALMOHHOI0 IK3aMeHa DKcrmepTaM, TPHUCYTCTBYIOIIMM Ha IUIOMIAJKE, HA IOYTY
OTIMpaBJseTCs 3ajJaHue JEeMOHCTpAIlMOHHOTO »Jk3ameHa. [lpu
pabore uepe3 uHppactpykrypy VDI, pabouee 3amanmue
pacmonaraeTcst Ha paboyeM MecTe YYaCTHHKA.

JKCIEPTAMH YYaCTHUKAM, a
TaK:Ke pe3yJIbTaTOB PadoThI
Y4ACTHHMKAMM JKCIepTaM

YyacTHUK BBIMONHSET 3aJaHue Ha pabodyeM MecTe, TO
HCTEYEHUIO HK3aMEHAIlMOHHOIO BPEMEHM, TIpymna JIUHEHHBIX
DKCIIEPTOB  MpOBEpsieT pabouyee MecTo BpyuHyto. llpu
WCIIOJIb30BAHUN CHCTEMBI aBTOMAaTHUECKOTO cOOpa pe3ysIbTaToB
JTUHEWHBIE JKCIEpTHl HE TpeOyeTcs, a cCuUcTemMa 3alycKaercs
['1aBHBIM DKCEPTOM IEMOHCTPAIIMOHHOTO YK3aMEHA.

YcaoBust AeMOHCTpaLuu
pe3yJbTaTa BbINOJHEHHO
padoThl y4YaCTHUKAMHU IK3aMeHa

JlonoHHTeIbHOE Tporpammuoe | 1Ipu ncmonbsoBannn uHppacTpykrypsl VDI Ilporpamma s
MOJIKITFOYEHUS] K HMH(QPACTPYKTYpe BHPTYAIBHBIX pabodnx

crosos (Vmware Horizon Client).
[Tpu ucnone3oBanuu uHGpacTpyktypsl ESXi: IIporpamma st
NOAKIIOYEeHUs] K rumepBuzopam  Vmware ESXi  (Vmware

o0ecneueHue He0OX0AMMOE ISt
padoTthl Ha /D, BriIOUan
NpOrpaMMbl COBMeCTHOI padoThl




HA/l TOKyMEHTaMH, 00JIauHbIe
XpaHUJIMIIA, cienuduyeckne
NporpamMmMbl He0OXO0AMMBbIE 1JIl

Workstation, Vmware Remote Console)
[Tpu ucnons3oBaHuM yaaneHHONW UHGpacTpyKTypsl: [Iporpamma
s ynanenHoro noakmoueHus (OpenVPN, Cisco AnyConnect,

Huawei SecoClient u mpouee)
peaau3anum 3aaanus 19

YcioBusi OKa3aHUs IOMOIIHU B
YCTAHOBKe U 00y4eHus padore ¢
NMPOrpaMMHBIM 00ecreuyeHueMm,
TEXHUYECKOH MOJAeP:KKH BO
Bpemsi npoBeaeHus /19

OT 5uua KOMIIETEHIMH OINyOJMKOBAaHbl MHCTPYKLHMM 10
YCTAaHOBKE U HACTPOIKE BCEro MpOrpaMMHOI0 0oOecledyeHHUs, B
cillyua€  BO3HUKHOBEHHS  CIIO)KHOCTEH, aKTHUBHO  BeJeTCs
oOuienue B Tenerpam-kaHajie KOMIETEHLIUN

2. Oco0blii IJIaH MPOBeIeHHUsI IeMOHCTPANIMOHHOTI 0 SK3aMeHa (IIPUMEP)

Meponpusitue
e IIpumepHoe
BpeMst HeiicTBUSA IKCIIEPTOB JeiicTBUS y4ACTHMKOB 3K3aMeHa
JlesTenbHOCTh  OCYIIECTBISIETCS COTJIACHO NYHKTY S «JlomonHUTEIbHBIE — YCIOBUSY,
ONKMCAaHHOMY B JJaHHOM JOKYMEHTE
Pabora ¢ s3xcnepramu /1D
1. Tlomyuenue IJIABHBIM
3KCHEPTOM 3a1aHUs
JEMOHCTPALIMOHHOTO  JK3aMeHa
(manee J13).
08:00 — 08:30 | 2. Pabora B cucreme 1o mposepke K paBoTe He IPUBEKAIOTCH
MPaBUILHOCTH BHECEHHBIX
JTAHHbIX.
3. T'enepupoBaHue  MEPBUYHOTO
MpPOTOKOJIa O  OJIOKUPOBKE
CXEMBI OLIEHKH U3 CUCTEMBI
1. Ilpoepka oOopymoBaHud U
NOAKIIYEHNH  TexXHUYecKuM
IToaroros
skcneptom / IT sxcieprom
UTeIbHbI 2. IlpoBenenue perucTpanuu
— TJIaBHBIM 3KCIEPTOM JMHEMHBIX
skcnepToB /IO Ha BBIOpaHHOM
C-1! SIIEKTPOHHOM peCypce:
2.1. TectupoBaHHe 3KCIEPTHOM
rpynmnou paboTocrnocoOHOCTH
08:30 - 08:50 BBIOPaHHBIX AIIEKTPOHHBIX K paboTe He MpUBJIEKAIOTCS
pecypcoB
2.2. 3amonHeHWe W 3arpys3ka
JIOKYMEHTaIluU JKCIIEPTHOM
TPYIIION
1. Onosermienue IJIaBHOTO
JKCIIepTa O 3aBEpIICHUH U
pe3ynbTarax NpoBEPKH
2. TlonTeepxacHue I'maBHBEIM
9KCIIEPTOM T'OTOBHOCTH
08:50 — 09:20 | 1. TIpoBepka TIaBHBIM JKCIIEPTOM K paboTe He MPHUBJIEKAIOTCS

! Eciu TpebyeTcs, MOAroToBKa MOYKET HAYaThCs 32 HECKOJIBKO JIHEH 110 MpoBeieHus JleMOHCTPALMOHHOTO 3K3aMeHa
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COBMECTHO C  TEXHHYECKHM
aJIMHHHCTPATOPOM  ITUIOIIAJIKH
TOTOBHOCTb MECT JIHHEHHBIX
JKCIIEPTOB K OIIEHOYHOM
IEeSITEIbHOCTH COTJIACHO
HHOPACTPYKTYPHOMY JUCTY
KO 2.1 mno KOMIIECTCHIIHH
«CerteBoe u CHUCTEMHOE
aJIMHHHCTPUPOBAHUE

CocraBnenue I'’IaBHBIM
OKCIICPTOM IIpOTOKOJIa 0
TOTOBHOCTH MECT OJOKCIIEPTOB K

hile)

09:20 - 10:00

[TpoBenenue TJIaBHBIM
DKCIIEPTOM HHCTPYKTaxxa
DKCIEepTHOM IpyMIibl IO OXpaHe
TpyJa U TeXHUKE 0€3011aCHOCTU

OTBeThI Ha BOMPOCHI JTMHEHHBIX
3KCHepTOB TJIAaBHBIM BKCHepTOM
C HCIIOJIb30BAaHHUEM PECYpCOB
ZOOM wunu ananor

3.1. Cioco0 nmoamucanus
3.2. Hcmonb3yembie pecypchbl
3.3.  Cnocob 3arpysku

3.

[IpoBepka TIJIaBHBIM 3KCHEPTOM
noxnuceir B IIporokone 06
osHakomsienun ¢ Thb u OT
JKCIIEPTOB c IIOMOUIBIO
pecypcos Google Drive,
Snnexc./Juck U po4ue
o0JauHble XpaHUJIMILA.

Pacnipenenenue TJIaBHBIM
IKCTIEPTOM  OO0SI3aHHOCTEH U
CYIEUCKUX poien 1o
MPOBEICHUIO iiC) MEKTY
YleHaMu DKCIEPTHOM IPYIIIIbI €
nomorniplo  pecypcos  ZOOM
WJIM aHAJIoT

5.1. Cnoco6 noanucanust
5.2. Ucnonb3yeMbie pecypchl
5.3. Criocob 3arpy3ku

5.

O3HakoMIIEHHIE JTMHEHMHBIX
IKCIIEPTOB c MpaBUJIaMU
npoBeaeHus /9, oneHku padot
y4acTHUKOB [/|D B COOTBETCTBHUH
¢ 3aganmem KOJ[ 2.1 mo
xomnereHnun  «CereBoe U
CHUCTEMHOE
aJIMUHUCTPUPOBAHUE

Tloanucanune JKCIIEpTaMu
MIPOTOKOJIA OJIOKUPOBKHU

K pa60Te HC IIPUBJICKAIOTCA




KpUTEPUEB OICHKHU:
6.1. Cmnoco0 noanucanns
6.2. Hcnonb3yemsie pecypchl
6.3. Cnoco0 3arpy3ku

6. Pacmpenenenue TJIABHBIM
AKCTIEPTOM MEXKIY JHUHEHHBIMH
JKCIIEPTAMH  YYAaCTHUKOB  JIS
OCYIIIECTBJICHUS KOHTPOJISI 32
XOJ0M BBIIIOJHEHHS AMU
3aganus /IO B COOTBETCTBHHU C
KO 2.1 mno KOMIETCHIHH
«CeteBoe H CHCTEMHOE
aIMUHHCTPUPOBAHUE» — HA
OJIHOTO JIMHEHHOTO DKCIIepTa He
0osee 3 Y4aCTHHKOB.

7. CocraBieHHEe TPOTOKOJIA O
pacrnpeneneHun YYaCTHUKOB
MEXTY IKCIIEPTaAMH ISt
KOHTPOJIS 3a X0JIOM
BBINIONTHEHUST 3adanus /IO B
cootBercTBuu ¢ KOJ[ 2.1 mo
komnereHiuun ~ «CereBoe U

CHCTEMHOE
aJIMUHHUCTPUPOBAHUE»
Padora ¢ yuactHukamu 19
1. OrtBeTcTBEHHBIH oT
o0pa30BaTe/bHOI OpraHu3aluu
3a MIPOBEACHUE pliC)
OCYIIECTBIISIET ~ KOHTPOJIb 34
MOJIKJIFOYEHUEM BCEX

y4acTHUKOB /IO k BeIOpaHHOMY
pecypcy Google Meeting, wiu
Zoom-koHbepeHIus, WU
mo00i Ipyro UMEIOIIHicsS y

1. TlomkmodyeHne K  BBHIOpAaHHOMY
pecypcy B yKa3aHHOE BpeMsi

10:00 = 11:00 y4eOHOro  3aBEJEHHUS]  CEPBUC
Ui BUACOKOH(epeHLUH B
yKa3aHHOE BpeMsi
2. IlpuBercTBeHHOE CJIOBO
2. 3HAKOMCTBO C TJIaBHBIM IKCIIEPTOM
TJIABHOTO DKCIIEpTa
3. Pabora TEXHUUYECKOTO
aIMUHUCTpartopa tiomanku c | 3. Paborta c TEXHUIECKUM
ydacTHHKaMu /I3 mo oOyueHuto aJIMUHUCTPATOPOM IUIOIIAJAKH U C
pabote c BBIOpAaHHBIMU pecypcamu:
pecypcamu: ZOOM wunu ananor
3.1. ZOOM wunm aHaior
1. TI'maBHBI »SKCHEpT OOBACHSAET
TIOPSI/IOK perucTpaIu
YYaCTHHKOB 1. TIpociymmBamOT WHCTPYKIHIO TI0
11:00 - 11:30 JIEMOHCTPAIMOHHOTO DK3aMEHa. perucTpanuM 4epe3  BHIOpaHHBIH
2. IlIpoBepka JMYHOCTH c pecypc Google Meet
MTOMOIIIBIO CIIMYCHUS TAaHHBIX U3
CHCTEMBI " nacropTa




(ycrpanenue  ommbOOK, 1O
HEOOXOIUMOCTH).

I'maBHBI SKcnepT OOBICHAET
npouenypy 3aTI0JTHCHUS
NPOTOKOJA O PErHCTpalid |
3arpy3Ky ero Ha BbIOpaHHBIN
pecype Google Drive Tlposepka
[JIABHBIM OKCIIEPTOM MOJIUCEH

B [Iporokose perucrpauuu
YYaCTHUKOB a2 yepes
BBIOpaHHBIN pecypc
[IpoBepka JUYHOCTH c
MOMOIIBIO CIIMYCHUS TaHHBIX U3 2. Hewoncrpupysor ¢ TTOMOTIBIO Beb-
KaMephl uepe3 BBIOpaHHBIA pecypc
CUCTEMBbI u nacropra
(yeTpamemme  ommbox, o JIOKYMEHTOB, yIOCTOBEPSOLIIX
HEOOXOAUMOCTH). JTHHHOCTR
I'maBHBIA dKcnepT OOBICHSIET
— ATLOM IS 2.1. 3BanonHsioT HpOTOK_OJI 0
perucrpauu nytem Google Drive
MPOTOKOJIA O PETUCTpAllud |
. | 2.2.  3arpyxawot Ilpotokona Ha
3arpy3Ky 4epe3  BBIOpaHHBII 3 .
BeIOpaHHbIi pecypc Google Drive
pecypc
IIpoepka rnaBHBIM 3kcrepToM | 3. CooOleHHe TIaBHOMY 3KCHEPTy O
HoANMCen B IIpoTokoite 3aBEpLICHUN 3arpy3Ku
perucTpanyu y4acTHukos J1O HOJNMCAHHOTO  HPOTOKOJIA  Ha
4yepe3 BRIOpaHHBIN pecypc BeIOpaHHbIi pecypc Google Drive
[IpoBepka TIaBHBIM SKCIEPTOM
W JUHEWHBIMH  JKCIIEpTaMHU
COBMECTHO C  TEXHMYECKUM
aaMuHUCTparopoM  Twiomaaku | 1. TlogxmrouaroTcst B yKa3aHHOE BpeMs
TOTOBHOCTH MECT YYacTHHUKOB K KOH(EepeHIUH, CO3JaHHOM Ha
st ipoBeAeHust /1D cormacHo BbIOpaHHOM pecypce Google Meet,
UHPPACTPYKTYPHOMY JIUCTY U 10 OYepeu JAEMOHCTPUPYIOT yepes
rana 3actpoiikn KOJl 2.1 mo BeO-Kamepy Wi HHOE
komnereHiuun  «CereBoe U BUJICOYCTPOICTBO pabouee MecTo
CHCTEMHOE yuactHuka JID (3apaHee umwu
a/IMUHUCTPUPOBAHUEY NoAroToBjieHHOe, corinacHo WMJI u
(ocyrecTBisieTcst yepes I13 ykazanubix B KOJI 2.1)
BBIOpaHHBII pecypc) — Ha
11:30 - 14:00 Ka)kZ0ro ydvacTHuka gaercs 10
MHUHYT.
ITpoBepka OTBETCTBEHHBIM
JMHEHHBIM SKcHepToM (MOXXKHO
CaMOCTOSITEITEHO WA c
MIOMOIIBIO TEXHUYECKOTO
aIMUHHCTpaTopa  Iomanku) | 2. JlarloT  mocTym ¢ TOMOIIBIO
pabouero KOMIIbIOTEpa nporpamMmmbl  Vmware  Horizon
yuactHuka /1D (BBINONHSAETCS C Client
MIOMOIIIBIO, Hanpumep,
NIPOrPaMMBI COBMECTHOMN
ylaJeHHOU paboThI
TeamViewer win aHAJIOTHYHO# )
I'maBHbIN  9KkcnepT  odopmiisieT | 3.




MPOTOKOJI O TOTOBHOCTH MECT
YYaCTHUKOB K JID

[IpoBenenue TJ1aBHBIM
AKCTIEPTOM BBOJIHOI'O
HHCTPYKTaxa O TOpsSJIKE U
ocobeHHocTsax xoma JID 1o

[TpocinymuBarOT HMHCTPYKLHIO IO
perucTpalMu 4epe3 BbIOpaHHBIN

. . kommnereHnuu ~ «CeTeBoe U
14:00 - 14:30 1 pecypc Google Meet
CUCTEMHOE
aJIMUHUCTPHPOBAHUEY qyepes
BBIOpaHHBIN pecypc
OTBeTHl TIIABHOI'O JKCHEpTa Ha 3aparor BOIIPOCHI IJIaBHOMY
BOIIPOCHI YUaCTHUKOB AKCIIEPTY.
[IpoBenenue TJ1aBHBIM
JKCIIEPTOM HWHCTPYKTaxa
[IpocaymmBanue HHCTPYKTaxa I10
y4acTHUKOB J|D 1o oxpaHne
OXpaHe  Tpyda W  TEXHHUKE
TpyJa U TEXHHUKE OE30MacCHOCTH N
0e30MmacHOCTH 4Yepe3 BBIOpPAHHBIN
(ocyrecTBisiercst yepes
. pecypc Google Meet.
BeIOpaHHbIii  pecypc  Google
Meet)
Pa30op BO3HHMKIIMX BOMPOCOB
Pa300p BO3HUKIIINX BOIIPOCOB
OT y4acTHUKOB /1D
['maBHBIA dKCHEpT OOBACHSAET
14:30 - 15:00 npouenypy 3aI0JIHEHUS 3anonHsoT IIPOTOKOJI 00
MPOTOKOJIa 00 O3HAKOMIIEHUU C o3nakomsienud ¢ Thb u OT myrem
Th u OT u ero 3arpy3ky Ha Google Drive
BeIOpaHHbIi  pecypc  Google 3arpyxaroT Ha BbIOpaHHBIA pecypc
Drive B Hy»HBII pa3en Google Drive
[IpoBepka TIaBHBIM 3KCIIEPTOM
. Coo0mieHne riaBHOMY SKCIEPTY O
noanuceir B I[Iporokonme 006 B — SATDVSKH
osHakomsienun ¢ Thb u OT p Py
MOJAMUCAHHOTO  MPOTOKOJa  Ha
Y4aCTHUKOB i 6] qyepes 9 .
. BBIOpaHHbI pecypc Google Drive
BBIOpPAHHBIN pecypc
[IpoBenenue TJ1aBHBIM
9KCIIEPTOM  KepeObEeBKU  I10
pacrpenieNieHuo pabounx MecT,
O3HAKOMJICHHE YYaCTHHKOB C
o HaGmonenue / yyactue B mpoiiecce
rpa¢pukoM  paboOTBhI, WHOU
< XKepeObeBKM B 3aBUCUMOCTH  OT
JOKyMEHTaIUeH
OpraHu3aly rnpoiecca
(ocymiectBisiercs qyepes
BBIOpaHHBIH pecype) c
15:00 — 16:30 UCIOJb30BAHUEM  NPOTPAMMBI,
Hanpumep, Smart  Notebook

(nm anaJior).

3HaKOMCTBO C  OLEHOYHBIMH
MaTepuallaMd W 3a/IaHUEM ero
Ha BeIOpaHHOM pecypce Google
Drive, oTBeThl Ha BOMPOCHI OT
y4acTHUKOB 1D

3HAKOMCTBO C OIICHOYHBIMH
MaTepualaMd W 3aJlaHueM Ha
BeIOpaHHOM pecypce Google Drive,
BOIPOCHI TJIABHOMY SKCIIEPTY

I'maBHBI 3KcnepT OOBSICHSET
IpOLEAYPY 3aI0JIHEHUs

3anonHsoT MIPOTOKOJ 00
osHakomsieHnu ¢ Thb u OT nyrtem
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MIpOTOKOJIa O pacnupCaACICHUN

Google Drive

pabounx MecT U O3HakomJIeHHs | 4. 3arpykaroT Ha BBIOPAHHBIA pecypc
YYaCTHUKOB C JOKYMEHTAIHCH, Google Drive
obopynoBaHueM U paboOYUMU
MECTaMH M €ro 3arpy3ky Ha
BbIOpaHHbIE  pecypc  Google
Drive
[IpoBepka TJIaBHBIM 3KCHEPTOM
noanucerr B IIporokone o
pacnpenenenuu padbounx mecT v | 5. CooOlieHue IJIaBHOMY JKCHEpPTy O
O3HAKOMJICHUSI YYaCTHHKOB C 3aBepIICHUH 3arpy3Kku
JOKYMEHTaIueH, MOJAMUCAHHOTO  MPOTOKOJa  Ha
o0opyaoBaHneM U pabounMu BeIOpaHHbIi pecypc Google Drive
MECTaMH 4epe3  BbIOpaHHBIM
pecype Google Drive.
['maBHBIA dKCHEpT OOBACHSAET
npouenypy 3aIOJTHECHHS
MPOTOKONIa 00 O3HAKOMIICHHUH
6. 3amosHAIOT ~ TPOTOKON  IyTeM
YYaCTHUKOB .
Google Drive
JEMOHCTPAIIMOHHOTO  JK3aMeHa .
7. 3arpykarT Ha BBIOpaHHBIN pecypc
mo craHgapram Bopiaackuiuic .
Google Drive
Poccus c OLICHOYHBIMU
MaTepHallaMH U 3aJJaHUEM U €ro
3arpy3Ky Ha BEIOpaHHBIN pecypc
[IpoBepka TJIaBHBIM JKCIIEPTOM
noanuceir B IIporokonme 006
03HAKOMJICHUHT YYaCTHUKOB
8. Coo0mieHue riaaBHOMY 3KCIEPTy O
JIEMOHCTPAIlMOHHOTO  JK3aMeHa
3aBepIICHUH 3arpy3Ku
mo craHgapTam Bopiackumic
MNOJANMCAHHOTO  NPOTOKOJNAa  Ha
Poccus c OLIEHOYHBIMH " .
BeIOpaHHbIi pecypc Google Drive
MaTepuallaMH 1 33JaHieM Yepe3
BeIOpaHHbIl  pecypc  Google
Drive
3HaKOMCTBO JTUHEHHBIX
9. 3HAaKOMCTBO C  3aKpEIUICHHBIMH
HKCIEPTOB C 3aKPEIUICHHBIMU 32 o
JTUHEHHBIMU dKCIIEPTaMU
HUMU ydacTHHKamu J1D
Pabora rmaBHOTO SKCHEpTa Han
16:30 MIPOBEPKOM BceX MpOoTOKouoB 3a | 10. OTKiIroueHHe OT BUEO CBSI3U
«[ToATOTOBHUTENBHBIA JCHB»
IIpousBenenne  TexHuueckuM | 1. Ilogkirouenue ywactHukoB [ID u
aJIMAHUCTPATOPOM  TUIOIIAIKH TECTHPOBAHUE CTaOMIIHOCTH
TIOJIKITFOUEHUS CBSI3U c CUTHaJa c TEXHUYECKUM
08:00 - 08:30 yY4aCTHHUKaAMH a5 aJIMUHICTPATOPOM TUTOTIIA KA
(ocymecTBisieTcs yepe3 (ocymecTBisercs yepes
BbIOpaHHBI  pecypc  Google BeIOpaHHBIi pecypc Google Meet)
Henb 1 Meet)
[IpomsBenenne  texumdeckuMm | 1. Tlomkmrouenne ydactHukoB J1D m
aJIMUHUCTPATOPOM  TUIOINAIKH TECTUPOBAHUE CTaOMIIBHOCTH
08:30 — 09:00 TTOTKITFOUCHUS CBSI3U c CUTHaJIa c TEXHUIECKUM
' ' SKCHEepTaMH u TJIaBHBIM aJIMUHHUCTPATOPOM TIOIIAAKU
AKCIEPTOM IiC (ocymecTBisieTcs yepes
(ocymectisieTcs yepe3 BBIOpaHHBIH pecypc)
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BBIOpaHHBIN pecypc)

[IpoBenenue IJIaBHBIM
JKCIIEPTOB U JIMHEVUHBIMU
IKCTIEpPTaMH MPOBEPKU PabOdInX

V4acTHUKA JEMOHCTPUPYIOT
pabouee MecTo yepe3 BHIOpPAHHBIN
pecypc Google Meet u paGouwmii

MECT Y4aCTHUKOB KOMIIBIOTEp  4epe3  IMporpammy
3anoiHsAIT MPOTOKONI MyTEeM (BBIMTOTHSIETCSI c MOMOIIbIO,
Google Meet HarpuMmep, pOrpaMMBbl
3arpyxaloT Ha  BbIOpaHHBIN COBMECTHOM yJIaJeHHOH paboThl
pecypc TeamViewer win aHaJIOrHYHOM)

I'maBHBIA  SKCOEPT MNPOBOJUT
uHctpyktax no Thb u OT nns
YYaCTHUKOB U dKcrepToB 9.

[Tonnucanue IPOTOKOJIA 00
ozHakomsienun ¢ Tb wu OT
y4acTHUKOB [[9:

09:00 - 09:30 3anoyHAIT TPOTOKOJ  IyTEM 3amoMHAOT  MPOTOKON  IMyTEeM
Google Drive Google Drive
3arpyxaroT Ha  BBIOpaHHBIH 3arpyxatoT Ha BBIOpaHHBII pecypc
pecypce
O3HakomiieHHE C 3aJaHUeM | [TpocmymuBanue UHCTPYKIUU
IIpaBUJIAMH, 03BYUYHUBaeTCs 4yepe3 BbIOpaHHBIH pecypc Google
[JIaBHBIM ~ DKCIEPTOM  4epe3 Meet, npocmoTp amroputma 33 B
09:30 - 09:40 BeIOpaHHbIi  pecypc  Google BUJE JIOKYMEHTa Ha BBIOpaHHOM
Drive, otkpbiBacTcs B BHUjE pecypce Google Drive
JOKYMEHTa Ha  BBIOpAaHHOM
pecypcee
BpuduHr ydacTHMKOB: OTBETHI bpuduHr y4acTHHKOB: OTBETHl Ha
Ha BONPOCHI (OCYIIECTBIISCTCS BOMPOCH  TJIABHBIM  HKCIEPTOM
4epe3 BHIOpaHHBIN pecypce) (ocyriecTBisieTcs yepes
[Nonkmouenne qyepes BBIOpaHHBII pecypc)
09:40 - 10:10 Iporpammy COBMECTHOM OTKpBbITHE TOCTYIIa OTBETCTBEHHBIM
ynaineHHod pabotel Vmware JKCIEpTaM  4epe3  MpPOrpaMmy
Horizon Client x pabGounm COBMECTHOW yNaJ€HHOH paboThI
KOMIIBIOTEpAM  3aKpPETUICHHBIX Vmware Horizon Client
YYaCTHUKOB
CrapT Ha Ha4ajao BBIOJHEHHUS Y4acTHUKH MPUCTYTIAIOT K
3aJJaHMs J1aeT TJaBHbBIM HKCHEpPT BBIMTOJIHEHUIO  33/JaHUSl  COTJIACHO
yepe3  BBIOpAaHHBIH  pecypc KOJ Ne2.1 mo KOMIETeHIUU
Google Meet «CereBoe u CHCTEMHOE
JIuneitnbie JKCIIEPTHI aIMUHHACTPUPOBAHUE»
10:10-13:10 HaAOIOIAI0T 32 3aKPETIEHHBIMU
yuacTHuKamMu J1D (¢ momorisio
MIPOrpamMMbl COBMECTHOM
yIoajieHHol  paboTel,  dYepes
BeIOpaHHBI ~ pecypc  Google
Meet)
TexHu4ecKuil  agMUHUCTPATOP IIpoBepka BBINIOJIHEHHBIX 3aJaHUN
TUTOIIAJIKA TI0 HEOOXOAUMOCTH Ha BBIOPAaHHOM peCcypce — CKPHIITHI
obecrieynBaeT TEXHUYECKYIO aBTOIIPOBEPKH u 3arpyska
MOJIICPIKKY pe3yIbTaTOB MPOBEPKU HA PECYPCHI
13:10 - 14:10 I'maBHBII JKCHEepT Google Drive
o0ecrnieuyrBaer KOHTPOJIb Coo0mieHne riaaBHOMY SKCIEPTY O
OKOHYaHUs BBITTOJIHEHHS 3aBepIICHUH OTIIPABKHU
3aJaHHs BBITTOJIHEHHOTO 3/1aHUS
OOeneHHBIM  mepepblB ISt




Y4aCTHUKOB

CTapT Ha HaydaJl0 BBIIIOJIHCHUA
BTOpOﬁ JacTu 3aJaHuA [JacT

1. VYyacTHUKM NPUCTYMAIOT K
BBITIOJIHEHUIO BTOPOM YacTH

rJ1aBHbBIN AKCIEPT yepes 3amanus cormacHo KOJI Ne2.1
BeIOpaHHbII  pecypc  Google 1o komrnereHuu «CereBoe 1
Meet CHUCTEMHOE
14:10 — 17:10 JInneiinbie JKCIIEPThI aIMUHUCTPUPOBAHUE»
HaOJII0/IAI0T 32 3aKPETIEHHBIMU
yuacTHuKaMu J1D (¢ momoribio
MIPOrpaMMBbl COBMECTHOM
ylaneHHoW  paboThl,  4epes
BeIOpaHHbIE  pecypc  Google
Meet)
TexHuyeckud  aAMUHUCTPATOP [IpoBepka BBINOJHEHHBIX 3aJaHUN
IUIOLIAIKU TI0 HEOOXOIMMOCTH Ha BBIOPAaHHOM pecypce — CKPHIITHI
obecrnieurBaeT TEXHUYECKYIO aBTONPOBEPKHU u 3arpyska
MOJIICPIKKY pe3yIbTaTOB MPOBEPKU HA PECYPCHI
17:10-18:10 I'naBHBII 9KCIEPT Google Drive
obecrieynBaeT KOHTPOJIb Coo0uieHue riaBHOMY SKCIEPTY O
OKOHYaHUS BBITIOJTHEHUS 3aBepUICHUH OTIIPaBKU
3aJaHus BBITIOJIHEHHOTO 33/1aHUS
[lepepbIB [1J1s1 YHACTHUKOB
[lonBeneHne WTOrOB, BHECEHHE
18:10 — 20-00 TJIaBHBIM SKCIIEPTOM
MOJyYCHHBIX 3a NepBbI JIeHb
6ayutoB B CIS, cBepka 6aoB
JeHn 2 [IpousBeneHrne  TEXHUYECKUM [Toaxmouenne ywactHukoB /D u
aIMHUHHUCTPATOPOM  TUIOIIAIKH TECTHUPOBAaHUE CTaOMIIBHOCTH
TIOTKITFOUCHUS CBSI3U c CUTHaJIa c TEXHUIECKUM
08:00 - 08:30 Y4aCTHUKAMHU 5 aAMUHUCTPATOPOM ILTOIAgKU
(ocyrecTBisieTcst yepes (ocymrecTBisiercst yepes
BeIOpaHHbII  pecypc  Google BBIOpaHHbIT pecypc Google Meet)
Meet)
[IpousBeneHne  TEXHUUECKUM [Tonxarouenue ywactHUKOB JID u
aJIMAHUCTPATOPOM  TUIOIIAIKH TECTHPOBAHUE CTaOMIIBHOCTH
MOJIKITFOUEHUS CBSI3U c CUTHaJsa c TEXHUYECKUM
08:30 - 09:00 SKCIEPTaMH " TJIABHBIM aJIMUHICTPATOPOM TUTOIIIA KA
9KCHEPTOM JitC) (ocyriecTBisieTcs yepes
(ocymectisieTcs yepes BBIOpAHHBII pecypc)
BBIOpaHHBI pecypc)
[IpoBenenune TJIaBHBIM YyacTHUKH JIEMOHCTPUPYIOT
OKCHEPTOB U JIMHEHHBIMHU pabouee MecTo yepe3 BbIOpAHHBIN
JKCTIEpPTaMH MPOBEPKU PabOodInX pecypc Google Meet u paGouwmii
MECT yYaCTHHUKOB KOMIIBIOTEp  uYepe3  Iporpammy
3amoHAIOT  TPOTOKOJI  IIyTEM (BBITTOTHSIETCSI c MTOMOIIIBIO,
Google Drive Harpumep, IPOTrpamMMBbI
3arpykaloT Ha  BBIOpaHHBIN COBMECTHOM yJaJeHHOW paboThI
pecypc Google Drive TeamViewer uin aHaJIOTHYHOM)
BpuduHr y4acTHHKOB: OTBETHI BpuduHr y4acTHHKOB: OTBETHI Ha
09:00 — 9:30 Ha BONPOCHI (OCYIIECTBIISETCS BOMPOCH  IJIABHBIM  HKCIEPTOM
4epe3 BRIOpaHHBIH pecypc) (ocymecTBisieTcs qyepes

[TonknroyeHue yepes

BBIOpaHHBII pecypc)
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porpammy COBMECTHOM
yAaJIeHHOW paboTel  Vmware
Horizon Client x pabGouum
KOMIIbIOTEpaM  3aKpPEIUIEHHBIX
YYaCTHHUKOB

OTKpBITI/Ie A0CTyIIa OTBCTCTBCHHBIM
SKCIIEPTaM  4Yepe3  MPOorpaMmy
COBMECTHOM YJAJIEHHON paboThl
Vmware Horizon Client

9:30-12:30

3. CrapT Ha HaA4aJO BBINOJHEHUS
3alaHMsl aeT IJIaBHBIM JKCIEpPT
yepe3  BBIOpaHHBIH  pecypc
Google Meet

4. Jluneiinbie AKCIEPTHI
HAOJII0AAI0T 32 3aKpeIUIEHHBIMU
yuacTHuKaMu JID (C moMoIiso
IIPOrPaMMBbI COBMECTHOMN
yaajgeHHOW  paboThl,  yepes
BbIOpaHHbIE  pecypc  Google
Meet)

YyacTHUKU
BBIITOJTHEHHTO

MPUCTYIIAIOT K
TPETbEe  3aJaHus
COTIACHO KO/, Ne2.1 1o
KOMIIETCHITUHU «CereBoe u
CHCTEMHOE aIMUHUCTPUPOBAHHE

12:30 - 13:30

5. TlonBenenune WTOTrOB, BHECEHUE
TJIABHBIM DJKCIIEPTOM OasioB B
CIS, OJIOKUPOBKA, CBEpKa
0aJuIoB, 3aIOJIHCHHE WUTOTOBOTO
MIPOTOKOJIA

6. I[lommucanue  mpoTOKOJIA O
OJIOKMPOBKH OLIEHOK

6.1. Jluneiineie

3aIOJIHSIOT

OJIOKMPOBKH

Google Drive.

6.2. Jluneiinble DKCIEPTHI

3arpy’xaroT MIPOTOKOIT Ha

BBIOpaHHbIii pecypc Google Drive.

DKCIEPTHI
IIpoTokon o
OLICHOK, IIyTEM

4. CooOuieHue TJIaBHOMY
JKCIEPTY 0 3aBepILEeHUH
3arpy3Ku 3aMI0JTHEHHOTO
NPOTOKOJNIa  Ha  BBIOpaHHBIN
pecype
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3. Heramu3anusi HHPPACTPYKTYPHOIO JIUCTA U 00yCTPOIicTBA paGounX MeCT YYACTHHUKOB
3k3ameHna u 3kcnepToB (IIPUMEP)

1. Cron
2. Cryn
3. TlepcoHanbHblii KoMMbOTEp (HOYTOYK, MOHOOJIOK HIIH
aHaJor)
4. KoMmnbrOTepHas MBIl
5. Haymnuku ¢ MUKpohOHOM
6. TexHu4eckoe CPEICTBO JUIS 3aIllCU BUACOPOIIHKA, (eciu
Tpebyercs)
7. llporpammuoe  obecnedeHwe  JUIS  BO3MOXKHOCTH
yIQJICHHOTO MOJKITIOYEHHUS K KOMIIBIOTEPY
8. Bupryanenbiii  auck  (00mako) — NPHUBSI3AHHBIA K
AJIEKTPOHHOM MOYTE
9. Tlporpamma oHIAMH YaT
OcHamenue padouero mecra | 10. [Iporpammuoe obecrieueHue
YYacTHHKA IK3aMeHa 10.1. Vmware Workstation
10.2. OBS, Veyon Client
10.3. Google Chrome
11. CurHanpHble  KapToukd  (OKa3aHMs ~ [OMOLIM B
9IICKTPOHHOM BapHUaHTE)
12. nTepHeT (CKOpPOCTH Mepenaun AaHHbIX He MeHee 5 Mb
(pexomenyemoe 100 Mb))
13. Kannensapckre ToBapsl (pydka, KapaHjaall, JHHEHKa,
HOXXHUIIBI, MAJIIPHBINA CKOTY, Oymara A4)
14. Pa3mep "30HBI AeMOHCTpaluu" He MeHee 2M*2M
15. loctyn k OHJIaifH pecypcaM COBMECTHOM paboThbl
15.1. Google Meet
15.2. Google Drive
1. Cron
2. Cryn
3. TlepconanbHblii KOMIbIOTEp (HOYTOYK, MOHOOJIOK WM
aHaJjIor)
4. HaymHuku ¢ MUKpoOHOM
5. Unrepner mwmun Wi-fi (ckopocTe mepenaunm NaHHBIX He
meree 5 Mb (pexomenayemoe 100 Mb))
OcHamenue padovyero mecra
6. IIporpammuoe obecrieueHue U ero PyHKINU
IJIaBHOT0 IKCIepPTa 7. -Veyon Server
8. -.Vmware Workstation
9. -. Google Chrome
10. IIpunTep / ckanep u T.nI.
11. Kannenspckue TOBaphl (pyyka, KapaHpaall, JHHEHKa,

CTeriep, CKOOBI, HOXKHHUIIBI, MAaJSIPHBIA CKOTY, bymara
A4, ¢aiubl, nanka CKOPOCIINBATEIb)
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12. TocTyn K OHJIaliH pecypcaM COBMECTHOM paboThl

12.1. Google Drive
12.2. Google Meet
13.
14. .
1. Cron
2. Cryn
3. TlepcoHanbHblii KoMIbOTEp (HOYTOYK, MOHOOJOK HIIH

aHaJIOT) — 110 KOJIMYECTBY Y4acTHUKOB J1D
Haymuuku ¢ Mukpodonom
5. Unrepner uwmun Wi-fi (ckopocTs mnepenauyn JaHHBIX HE

5Mb 100 Mb
OcHamenue pado4yux MecT MeHee (pexomenyemoe )

. 6. IIporpammuoe obGecniedeHue u ero GyHKIIMH
YJIEHOB YKCIIEPTHOI IPYIIbI

6.1. .Vmware Workstation
6.2. Veyon Server
6.3. Google Chrome
7. JlocTyn K OHJIAMH pecypcaM COBMECTHOU pabOThI
7.1. Google Drive
7.2. Google Meet
8. 8. Kannenspckue ToBapsl (pyuka, KapaHjaalil, JHHEHKA)

4. YcaoBusi pa6orel 3kcnepTHoii rpynnsl (IIPUMEP)

1. DkcnepThl 3aKpeIUISIOTCS 328 ydacTHUKaMu (He Oosiee 3 y4acTHHKOB Ha OJIHOTO JIMHEHHOTO
9KCIIEPTa) C 1IENIbI0 KOHTPOJIsSI BBIMOIHEHHS 3aiaHus (ocyiecTBisercs yepe3 pecype Google
Meet).

2. TlpocMOTp IEMOHCTPUPYEMBIX Y4YacTHHKOM 3ajJlaHuil depe3 BbIOpaHHBIH pecypc Google
Meet.

3. Orenka paboT y4acTHHKOB uepe3 BeIOpaHHbIN pecypc Google Meet.

4. B 3aBUCUMOCTM OT KOJMYECTBA YYaCTHUKOB JEMOHCTPAIMOHHOTO 53K3aMEHa MOXKET
YBEJIMYUBATHCS BPEMS Ha IPOCMOTP U OLIEHKY pabOT y4YaCTHUKOB.

5. Mudopmanus mo O3 B Bujie TOKyMEHTa PacIoyiokKeHa Ha BeIOpanHOM pecypce Google Drive,
JOCTYTI K KOTOPOH OCYIIECTBIISIETCS TI1aBHBIM 3KCIIEPTOM.

5. JMonoanureabnbie ycaosusi (IPUMEP)
5.1. TpeGoBaHusl K 0TOOPY JIMHEHHBIX IKCIIEPTOB:
1. Hanuuwue ycToiiunBOro MHTEpHETA HA MECTE MPOBEACHUS OLIEHKU

N

CBoboanoe nonps3zoBanue I1K
3. Hanmume tpeboBanuii cornmacao WSR
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5.2. llesaiteabHocTh B pamkax /[ (ITIPUMEP)

HaumeHoBaHMe 1eSITEJIbLHOCTH

Jlam

c3|c2|c1]cL|c2

5.2.1. OO0s13aHHOCTH IJIABHOT0 IKCIIepTa
1. PabGota mo moArotoBke paboYMX MECT JTMHEHHBIX IKCIIEPTOB U
YYaCTHUKOB, COIIacHO MH(pacTpykrypHoMy mnucty KOJ 2.1
o KOMIIETCHLIUU «CeteBoe u CHCTEMHOE | ¢ X
aJIMUHUCTPUPOBAHUE» C TEXHUYECKHUM aJAMUHUCTPATOPOM
IUIOIAAKM M OTBETCTBEHHBIM  OT  00pa3oBaTesIbHOU
opraHuszanmu 3a nposeaenue 10
2. TloarotoBka W mepejaya KOHTEHT-TIAIIKK B COOTBETCTBUH C
KOO 2.1 mno xommerennmn «CeTeBOE M CHCTEMHOE
aJIMUHUCTPUPOBAHUE» JUIA 3arpy3Kd Ha BBIOpaHHBIA pecypc
Google Drive texHrYeCKOMY aJIMUHACTPATOPY IUIOMIAIKY
3. llpemocraBieHue TEXHHYECKOMY aIMHUHHUCTPATOPY IIOLIAIKH
MaTepuaabl JUIS 3arpy3ku Ha BeIOpaHHBIH pecypc Google
Drive:
3.1.  unctpykuus o Tb u OT,
3.2. TJIaH 3aCTPOUKH TUTOIIA IKH,
3.3. SMP, X
3.4. TEXHAYECKOE OIMMCAaHNE KOMIIETECHIINH,
3.5.  umHbpacTpykTypHSBIA mUCT corinacHo KOJI 2.1
3.6.  obpazen KO/ no xommerenunn «CeTeBOE U CHCTEMHOE
aJIMUHUCTPUPOBAHHE»,
3.7.  KOIEKC 3THKH.
4. Cospmanne Google / owmmaitn dopm / apyrux pecypcoB yis
MPOBEJCHMs OlleHOYHOU JesrtenpHocTd mo KOJI 2.1 1o
KomreTeHIuu «CeTeBoe U CUCTEMHOE aIMUHUCTPUPOBAHHUE»
5. Tlposepka nannbix B cucreme CIS X
6. IloaroroBka mporokosioB (Ha Bce aHHM [ID) M CHUTHAJIBHBIX
KapTOYeK: X
6.1.  IPOTOKOJIBI JJIsk SKCIIEPTOB
6.2.  TPOTOKOIBI /I yIaCTHUKOB
7. lloaroroBka NOpPOTOKOJa O TOTOBHOCTH MECT SKCIEPTOB H
yuacTHUKOB K /|9 B coorBerctBuu ¢ KO/ 2.1 kxommneTeHImnu X
«CeTeBo€ U CUCTEMHOE aIMUHUCTPUPOBAHUE
8. Opranmzamust  pabOTBl ~ COBMECTHO  C  TEXHHYECKUM X X
aJIMUHUCTPATOPOM TLIONIAIKU IMHEWHBIX SKCIIEPTOB
9. Peructpauusi rIaBHBIM 3KCIIEPTOM JIMHEHHBIX dKcnepToB D X
(ocymecTBisieTcst uepes BHIOpaHHBIN pecypc)
10. Perucrpanusi  TJIaBHBIM ~ JKCIEPTOM  ydYacTHHUKOB  JID X
(ocymecTBisieTcst uepes BEIOpaHHBIN pecypc)
11. IlpoBenenue raBHBIM 3KcniepToM HHCTpYKTaxa mo Th u OT ¢
JMHEHHBIMH dKciepTaMu (OCYIIECTBISIETCS Yepe3 BBIOpaHHBIH
pecypc)
12. TIpoBenenue rinaBHLIM dKcriepToM nHCTpyKTaxa mo Th u OT ¢ X
yuactHuKamu /1D (ocyecTBisieTcs: uepe3 BRIOpaHHbINA pecypc)
13. [IpenocraBieHre TEXHUYECKOMY aJIMUHHCTPATOPY IUIOmWAAKH | X
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MaTepHaIbl 10 3aJaHuI0 IS 3arpy3KH Ha BRIOpAHHBIA pecypc
Google Meet

14.

Pacripenenierre  TIIaBHBIM = JKCIIEPTOM  OOSI3aHHOCTEH IO
npoBefieHnI0 /1D Mexay uwieHamMu OKCHEpTHOW TPYIIIBI
(ocymiecTBisieTcss 4epe3 BBIOpaHHBIA pECypc), 3alOJHEHHE
IIporokona o pacmpenenenun cyneiickux poseir B Google /
oHJaiH Gopm / Ipyrux pecypcos hopme

15.

PacripeniesieHne TJIaBHBIM JKCIEPTOM MEXKIY OKCIEpPTaMU
YYaCTHUKOB Ul HAONIONEHHS 3@  BBINOJHEHHEM
9K3aMEHAIIMOHHOTO 3a/IaHUsI C TIOMOIIBI0 Tporpammel Google
Meet (ocymecTBisieTcst uepe3 BEIOpaHHBIN pecypc)

16.

17.

O3HakOMIJIEHHE YYacTHHUKOB J/ID c 3amaHneM B COOTBETCTBHU C
KO/l 2.1 xkoMmeTeHIHH
«CeTeBoe M CHCTEMHOE aIMUHHCTPHUPOBAHHEY

18.

[IpoBeneHue xepeObEBKHM MO PACHPEICIICHUI0 PabO4YUX MECT
yuacTHUKOB J[D (ocymiecTBisercs yepe3 BRIOpaHHbIH pecypc, ¢
nomoInkio nporpammel Google Meet)

19.

O3zHakoMJICHHE YYaCTHUKOB c JOKyMEHTAaIueH,
000py10BaHKEM M PabOYNMK MeCTaMH (OCYIIECTBIISCTCS Yepe3
BBIOpaHHBIN pecypc, Ha BbiOpaHHOM pecypce Google Meet +
VPN-cepBHCBI M  HACTPOCHHAs yNAJICHHOM  ILIOMIAJKOMN

uH(pacTpyKTypa)

20.

19. OznakomieHne y4acTHHKOB JID C CcaHKOWAMH TIpU
HECOOJTFOICHUH MpaBWII TipoBeacHus 10

21.

Oznakomiienrne yq9acTHUKOB ¢ 30% W3MEHEHUs 1Mo 33/IaHUI0 B
cootBerctBun ¢ KOJI 2.1 kommereniuu «CereBoe U
CHCTEeMHOE aJMHUHHCTpUpoBaHue» (depe3 BBHIOpPAaHHBIN pecypc
Google Meet)

22. Coop npoTokoioB B JieHb C-1:

22.1. «IIpoToko.sl IkcnepToB aeHb C-1»

22.2.  IIpoTOKOJ perucTpamuy 3KCIepToB,

22.3. Tpotokon Thb u OT 3kcrepros,

22.4.  TlpoTtokon pacmpeneneHus CyIelCKuX polie,

22.5. TIpoTokoi 0 TOTOBHOCTH Pabo4MX MECT y4acTHUKOB [0,
22.6. IIpoTokoia GIOKUPOBKH KPUTEPUEB OICHKH.

22.7. «IIporokoasl yuactHukoB /I C-1»

22.8. IIpoTokoin perucTpaniy y4aCTHHKOB

22.9. IIporokon Thb u OT yuacTHHKOB

22.10. TIpotokon pacmpeneneHus pabodunx MeCT H O3HAKOMIICHUS
YYaCTHHKOB C JIOKyMEHTAaIluel, 00OpyJoBaHHEM W pabouuMu
MeCTaMu

22.11. TIpotokon 00 03HAKOMJIEHUH YYaCTHHUKOB

ACMOHCTPALIMOHHOTO 3K3aMCHa 110 CTaHJapTaM BOpJ'II[CKI/IJ'IJ'IC

Poccus c OIICHOYHBIMU MaT€pHraiaMu U 3alaHUEM

23.

23.1.
23.2.
23.3.
23.4.

Co6op mpoTokosoB B geHb Cl:

«IIpoToK0bI IKCepTOB AeHb C1»

[Iporoxon Th n OT skcriepToB

[IpoToxos 0 TOTOBHOCTH pabOYMX MECT YIaCTHHUKOB /1D
[Iporokosn yuera BpeMeHH
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23.5. HTOroBblii MPOTOKOJ OJOKHPOBKH
23.6. «IIporokoasl yuactHukoB /19 Cl»
23.7. TIpotokon Th u OT y4acTHHKOB

24. 3anecenue oreHoK B cuctemy CIS

25. Opranuzaiysl CBEpKH BHECEHHBIX OIICHOK OTBETCTBEHHBIM OT
00pazoBaTeNbpHOM OpraHm3aIuy 3a nmposeaeHue 19

26. brokupoBKa KpUTEpHEB OLIEHKU

27. TloaroroBka OTUETa IO MUTOTY MPOBeeHUs /[ B COOTBETCTBUH
¢ KOJ 21 xomnerenmun «CeTreBoe MW  CHCTEMHOE
aJIMHUHUCTPUPOBAHUEY

5.2.2.00s13apH0CcTH TexHn4yeckoro axMmuHUu

pa mwio

IHaaKn

1. Co3nanue BeTku Ha BbIOpaHHOM pecypce Google Drive mms
npoBeaeHus [, HeoOXoaMMEBIe pa3aeIib:

1.1. pa3aen 1. «HopmaTHBHBIE JOKYMEHTBHI» BKIIOYAET

clenyromme AOKYMEHTH: HHCTpykmms mo Tb u OT, mman

3aCTPOHKH IUIOMIAAKH, SMP, Texunueckoe OIIMCaHueE

KOMIIETEHIINY, WHQPacTpYKTypHBIA mucT cormacHo KO 2.1,

Meronuka mpoBeaeHus /O, obOpazenr KOJl mo kommeTeHmHn

«CeTreBoe ¥ CUCTEMHOE aIMUHUCTPUPOBAHUE», KOJEKC ITHUKH,

1.2. pa3nen 2. «3apanue /19 B coorBercTBuu ¢ KOJI _mo 2.1

komnereHuuu «CereBoe M CHCTEMHOE aJMUHHMCTPHPOBAHUE:

3arpy’KaeTcs II1aBHBIM dKCIIEpTOM B eHb C-1;

1.3. pasnea 3. «<PagoTbl IK3aMeHyeMbIX»

1.4. pa3zzaea 4. «IIpoTokoJibl 3kcnepToB AeHb C-1»

1.4.1. Orser na 3amanue Ne 1 «[IpoTokon permcrpanuu

JKCTIEPTOB»

1.4.2. Oter Ha 3amanue Ne 2 «[Iporokon Th u OT skcrepToB»

1.43. Ortser Ha 3amanme Ne 3 «[IpoTokon pacnpeneneHus

CyEUCKUX posen»

1.4.4. Ortser Ha 3amanue Ne 4 «[IpoTOKOI 0 TOTOBHOCTH pabodnx

MECT y4aCTHUKOB [I9»

1.5. pazaea 5. «IIporokosbl yuactaukos /[J C-1»

1.51. OrBer Ha 3amanue No 1 «IIporokonm perucrpauuu

YYaCTHUKOB»

1.5.2. Ortser Ha 3amanue Ne 2 «[Ipotokon Th u OT y4yacTHHKOB»

1.5.3. Oter nHa 3amanme Ne 3 «IIpoTokonm pacmpeneneHus

pabounx MecT M O3HAKOMJIEHHSI YYAaCTHHUKOB C JOKYMEHTAaLUEH,

00opyZoBaHKEM M PaOOYMMH MECTaMU»

1.5.4. Ortser nHa 3amanue Ne 4 «[Iporoxon o0 03HaKOMIIEHHH

YYaCTHUKOB JICMOHCTPAIMIOHHOTO DJK3aMeHa [0 CTaHJapTaM

Bopaackuiic Pocenst ¢ 0leHOYHBIMH MaTepHaiaMH U 331aHUEM»

1.6. pasnea 6. «IIpoTokoJibl 3xkcnepToB AeHb C1»

1.6.1. Ortger Ha 3amanue Ne 1 «[Ipotokon Th u OT skcrieproB»

1.6.2. Ortser Ha 3aganue Ne 2 «IIpoToKOI 0 TOTOBHOCTH pabodnx

MECT YYaCTHUKOB J[O»

1.6.3. Ortger Ha 3amanue Ne 3 «[IpoTokon y4uera BpeMEeHU»

1.7. pasnea 7. «IIporokoJibl yauacTuukos /13 Cl»

1.7.1. Ortger Ha 3aganue Ne 1 «[Ipotokon Th u OT ygacTHUKOB»

1.7.2. OtBer Ha 3amanue Ne 2 «lIpoTokon pacnpeneneHus
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pabounx MECT M O3HAKOMIICHHS YYaCTHHKOB C JOKYMCHTAIIHCH,
o0opyoBaHUEM U PA0OYUMU MECTaMM»

2. 3arpy3ka JIOKYMCHTOB, NPHCIAHHBIX TJAaBHBIM JKCIIEPTOM B
yKa3aHHbIE pa3/ieNbl Ha BRIOPaHHBIN pecype

3. Co3pmanue JUYHBIX  KaOWHETOB.  TJAaBHOMY  OKCIEPTY,
y4acTHHUKaM M JTUHEWHBIM dKcrieptam J[0.

4. TlpenocraBieHHE MOCTYIAa K JUYHOMY KaOHHETY: TJIaBHOMY
9KCIIEPTy, YYaCTHHKAM W JIMHEHHBIM dKcmepram [
(ocymiecTBisieTcs myTeM PacChUIKA Ha e-mail
IPEIOCTABICHHBIC OTBETCTBEHHBIM OT  00pa3oBaTeIbHON
opraHu3aluy 3a nposenenue 1)

5. Ocnamenne pabo4nx MeCT YYaCTHUKOB, THHEHHBIX IKCIIEPTOB
cornacHo  uH(pactpyktypuomy gucty KOJ 2.1 mo
KoMmreTeHIInu «CeTeBoe U CHCTEMHOE aJIMUHICTPHPOBAHKEY

6. IloaroToBka IMe4aTHOro Makera MpoTokosos (Ha Bce auu [19) u
CUTHAJIbHBIX KAapTOUYCK IMEPCOHAJIBHO JIA Ka)XKAOTI'O0 y4JaCTHHKaA
U JuHeiHOro H“Kcmepra mo JID (mpHchLIaeTCs TIIaBHBIM
IKCIIEPTOM)

7. TlpoBepka U MJONOJHUTENbHAas HacTpoika/ycraHoBka (1m0
HEOOXOMMUMOCTH)  MPOTPAaMMHOTO  OOecredeHus:  paboumx
KOMIBIOTEPOB Y4acTHUKOB J19D

8. IlpoBepka ® [ONOJHHUTENbHAs HACTpoiika/ycTtaHoBka (IO
HEOOXOMMMOCTH)  MPOTPAaMMHOTO  OOecredeHus:  paboumx
KOMIIBIOTEPOB I'NIaBHOI'O 3KCIICPTA U JIMHEMHBIX OKCIICPTOB

9. OOyuenme paboTe C MPOrpaMMHBIM OOECIEYeHHEM TIIABHOTO
3KCIIepTa U JIMHEHHBIX 3KcnepToB J[2

10. OOyueHue paboTe ¢ MPOrpaMMHBIM 00ECIICUEHUEM YYaCTHUKOB

Jiic]

11. O6yuenue pabote Ha BEIOpaHHOM pecypce Google Meet:

11.1. nwuHeliHeIM  Skcmeptam  (BXOX, CKauuMBaHWe — paboT
y4acTHUKOB [1D);

11.2. rnaBHbBIH 3kcnepT (BXOM, 3arpy3Ka JOKyMEHTOB, HACTPOWKa
BPEMEHH U KOJIMYECTBA BO3MOXHOTO MOTrpyeHus Qaitnos (oauH
pa3, oxauH (Gailn), CKpPHITHE JOKYMEHTOB 10 MOMEHTa
ounmansHoro Hauana /13, OTKpBITHE NOKYMEHTa, CKayMBaHWE
JOKYMEHTOB YYaCTHHKOB JUIsl TPOBEPKH 3amaHus /D).

12. O6yuenne pabore Ha BeIOpaHHOM pecypce Google Meet
yuacTHUKOB  (BXOJ, CKauyWBaHWE JOKYMEHTOB, 3arpyska
JIOKYMEHTOB, TIPOBEPKa 3arpyKEHHOTO IOKYMEHTA).

13. OOyuenue paboOThl Ha BBIOPAHHOM pecypce
TJIaBHOT'O 3KCIEPTA U JIUHEHHBIX 3KcnepToB 1D

14. OO0yuenune paboTBl Ha BBIOPAHHOM pecypce
y49acTHUKOB /IO

15. IlpoBepka COBMECTHO C TJaBHBIM 3KCIEPTOM TOTOBHOCTH
pabo4nx MeCT y4aCTHHUKOB W JMHEHWHBIX 3KCrepToB K D B
cootBerctBun ¢ KOJ| 2.1 mo xommnereHiuu «CereBoe u
CHUCTEMHOE aIMUHUCTPUpPOBaHKE» coriiacHo SMP

16. ObecnievyeHnEe TEXHUYECKOM MTOIEPIKKA IO HEOOXOAMMOCTH

17. C6op mpemocTaBIeHHOTO 000y I0BaHUS (€CITU TPUMEHIMO)
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18. OcymiectBnenne  cObopa,  XpaHeHWss W pa3sMEIICHHS
BUJIEO3aMMCEN POIeTyphl HOATOTOBKH U IpoBeaeHus 13

X

X

X

X

5.2.3. O0s13aHHOCTH OTBETCTBEHHOI'0 OT 00pa30BaTeIbHOI OPraHU3anuM 3a

nposenenue /19

1. TlpenocrarneHue HHPOPMAILIUY TTIABHOMY 3KCIIEPTY:

1.1. matel JIO m Ne KOJI, BbeIOpaHHBIA 00pa3oBaTEIbHOM
OpraHm3anued, KOHTAKTBl ~ TEXHHUYECKOTO  aJMHHHCTPATOpa
TUTOINAJKHA W OTBETCTBEHHOTO OT 00pa30BaTeIbHON OpraHU3aIiy 32
nposezaenue /13 (ykazanue ®UO, email, renedon);

1.2. ckaH arTtecrata 00 akkpemuranuu LI1JID B cooTBeTCTBHH X X X

¢ KOJ;

1.3. criucok yyactauko (PUO) B popmare Excel;

14. CIHUCOK JIMHEHHBIX dKcreptoB (ykaszanme DPUO, mecra

paboTHI, OKHOCTH, HOMEpP CBHJCTENbCTBA W CPOK JEHCTBHA,

email, renedon) B popmare Excel

2. TlpoBepka e-mail: rmaBHOro »SKCmepra, Yy4YacTHHKOB U X % %
JIMHEHHBIX 3KcnepToB /19D

3. TlpemocraBnenue UHPOpMAaITUH TEXHUYECKOMY
aIMUHHACTPATOPY  IUIOMANKH W  TJIaBHOMY  OKcrepry | X X X
(ocymectBisieTcs yepes e-mail)

4. Tlepemaua makeTa MEUaTHBIX MPOTOKOJIOB (Ha Bce auu JID) u
CHTHAJIBHBIX KapTOUEK MEPCOHAIBHO Ul KaXIOro ydacTHHKa | X X
U JIMHEWHOr o dKcnepTa mo 119

5. OOecriedyeHne COBMECTHO C TEXHHYECKHM aJIMHUHHCTPATOPOM
IUTOIAIKH 3aCTPOMKH pabOvYnX MECT YYaCTHUKOB M JIMHEHHBIX
akcneptoB [I3 cormacHo nHdpacTpykrypHomy nucty KO 2.1 | X X
o KOMITETEHIIUH «CeteBoe u CHCTEMHOE
aJIMUHUCTPUPOBAHHE

6. KoHTponb SBKM M BBIOJHEHHS paObOT B yCTAHOBJICHHOE BPEMSI
(cormaco SMP) y4yacTHHKOB, JHHEWHBIX AKcreproB 1D u X X X
TEXHUYECKOTO a/IMUHICTPATOPA TUIOMIAIKH

7. Csepka BHECEHHBIX OLICHOK OTBETCTBEHHBIM oT X X
0o0pa3oBaTeIbHOM OpraHu3anuy 3a nposeaexue 19

8. Co6op npemocTaBiaeHHOr0 000PyAOBaHUS (€CIIK PUMEHNMO) X X

5.2.4.00513aHHOCTH JIMHEHHBIX IKCIIEPTOB

1. OsnakomiieHHE ¢ HOPMATHBHOM TOKYMEHTAIe W MpaBUIaMU
nposenenust 1D (ocymectBisiercs yepe3 BoIOpaHHBIN pecype, | X
Ha BEIOpaHHOM pecypce Google Meet)

2. O3HakomIieHHE C PabOTOM:

2.1. Ha BeIOpaHHOM pecypce Google Meet,

2.2. Ha BEIOpaHHOM pecypce Google Meet, X

2.3. ua Google / onmaiia hopm / Apyrux pecypcos,

2.4. C TMporpaMMoil yInaJeHHOro JocTyna / y#aleHHOH

COBMECTHOM paboTHI.

3. 3anojHeHHe MPOTOKOJIOB B AeHb C-1:

3.1.  IIpoToKoja perucTpauuy SKCIepTOB, X

3.2.  Tlporokon Tb u OT skcnepToB,
3.3. [Iporoxon pactpeneneHus cyaeckux poen,
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3.4. [IpoTOKOJ O TOTOBHOCTH pabOYNX MECT YIACTHHKOB J[3.
4. TlpoBepka TOTOBHOCTH pabodero Mecra 3aKperIeHHBIX
Y4aCTHUKOB /D B COOTBETCTBUH C KePEeOBEBKOM.
5. 3amosHeHHe MPOTOKOJIOB NeHb Cl.:
5.1.  IIpoTOKOJ perucTpanru SKCIepToB
5.2,  TIlporokon Th u OT 3kcrnepros
5.3.  IIpoTokoia 0 TOTOBHOCTH pabOYMX MECT Y4acTHHKOB J[O
5.4.  Ilporokon yueTa BpeMeHH
6. HaOmoaenue 3a cobmoaennem npasui nposeacaus 13 u Th u X X X X
OT yuyacTHUKaMH MIPU BBIIOJTHEHUH 3aJaHHUSI.
7. OcymecTBieHWE OICHKM BBINOJHEHHOro 3aganHus /1D
yuacTHUKamMu B cootBercTBun ¢ KOJI 2.1 xommeTeHIuu X
«CeTeBOo€ U CHCTEMHOE aJMHHUCTPUPOBAHUE» W 3aIOJHEHHE
BEJIOMOCTEN
8. Tloamucanue uroroBoro orvera nposencuus J12 yepes Google X X
| onnaita popm / Apyrux pecypcos
9. B ciyuae yxyameHust 0030pa 3a Y4aCTHUKOM TIPH BBHITTOTHEHHH
3amanus /IO TDONpPOCUTH ydYacTHHKA IOBEPHYTH/HATPABUTH X X
KaMepy B CTOPOHY BBITTOJIHCHHS BUICOCHEMKH
MIPON3BOACTBEHHON TMMHACTHUKA
5.2.5.005132aHHOCTH YYACTHUKOB, cIalmux /[J no komnereHunuu
1. OsnakomiieHHE ¢ HOPMATHBHOM JOKYMEHTAIMEeW U MpaBUIIaMU
npoBenenus J[D (ocymiecTBiasieTcss yepe3 BIOpaHHBIN pecypc, X
Ha BbIOpaHHOM pecypce: Ha Google / onnaita dhopm / apyrux
PECypCoB, ¢ MPOrpaMMOi yIaleHHOro JocTyma TeamViewer.
2. O3zHakomiieHHE C PabOTOM:
2.1. na Google / onnaita Gopm / 1pyrux pecypcos, ¢ mporpaMmMoit X
yIaJeHHoro goctyna TeamViewer.
3. 3amonHeHue MpOTOKOJIOB B JieHb C-1:
3.1. [IpoTokon perucrpanuy y4acTHUKOB
3.2. Ilporokoxn Th u OT yuacTHUKOB
3.3. [Iporokon pacrpeneneHus padOYMX MECT U O3HAKOMIICHUS
YYaCTHUKOB C JOKYMEHTalued, OO0OpyaoBaHHEM U padO4YuMu X
MecTaMu
3.4. [Iporokon 06 03HAKOMIIEHUH YYaCTHHUKOB JIEMOHCTPAIIMOHHOTO
9K3aMeHa Mo cranmapram Bopmackuwic Poccus ¢ oleHOYHBIMH
MaTeprajaMH U 3a1aHueEM
4. 3amonHeHWe MPOTOKOJIOB B ieHs C1:
4.1. [IpoTOKOJ pernucTpanuy y4acCTHUKOB
4.2. Ilporokon Th u OT yuacTHUKOB
4.3. [Iporokon pacrpeneiacHus padOYMX MECT U O3HAKOMJICHHS
YYaCTHUKOB C JIOKyMEHTAaIlueW, OoO0OpyJoBaHWEM W pabouumu
MeCTaMu
4.4, ITpoToxois 00 03HAKOMJICHHH YYACTHUKOB JIEMOHCTPAIIMOHHOTO
9K3aMeHa 1o crangapram Bopaackuwic Poccus ¢ oneHOYHbIMH
MaTepHalaMHy 1 33JJaHueM
5. Osnakomiienue ¢ 3amanueMm JID B coorBerctBum ¢ KOJI 2.1
KomreTeHIuu «CeTeBoe U CUCTEMHOE aJMHUHUCTPUPOBAHUE» U X
3aIl0JTHEHUH BEJIOMOCTH
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6. Osnmakomuenne ¢ 30 % u3menenuii B coorsercteun ¢ KOJJ 2.1
KoMmreTeHInU «CeTeBoe U CUCTEMHOE aIMHHUCTPUPOBAHUE» U X
3aITOJTHEHNH BEOMOCTH

7. O3HakKoOMIICHHE C CaHKIUAMHU IIpHU HCCO6HIOILGHI/II/I IMpaBUJI

nposenenus 19 X

8. OsmakoMieHHe ¢ KOHTEHT-TIankoi B coorBerctBun ¢ KO/ 2.1 X
KoMmreTeHIInN «CeTeBOe M CUCTEMHOE aIMUHUCTPUPOBAHHE

9. Bemonnenue 3amaHus B coorBercTBMM ¢ KOJ[ 2.1
koMrreTeHInH «CeTeBOEe W CHCTEMHOE aIMHHUCTPHUPOBAHUE» H X X

MpaBUJIaMH NposeneHus 10

10. IIpuMeHeHHE CUTHAIBHBIX KAPTOUYEK B CIIy4ae HEOOXOIUMOCTH
C OIOBENICHWEM 3aKpeIUIEHHOro 3a yd4acTHHKoM J1O
JINHEWHOT0 3KCIIEpTa

11. B cmywae OKOHYaHHUS BBIIOJHEHWS 3aJaHUsl  paHBIIE
OTBEJIEHHOTO BPEMEHHU COOOIINTH 00 ATOM 3aKPEIUICHHOMY 3a
HUM JIMHEMHOMY 3KCIIEPTY

5.3. [IpaBuna nposenenusi 19 ans yuacraukos: (IPUMEP)

1. JlomycTHMO HCIOJIb30BaHHE CMapPT(OHOB, TOIBKO JUIS OCYIIECTBICHHS BHICOCHEMKH.

2. Mecto HaxoxaeHHss cMapT(doHA JODKHO OBITh B 30HE BUIUMOCTH OTBETCTBEHHOIO
JIMHEWHOTO JKCIIEPTA.

3. B ciyuae oOHapykeHHs HCIONIB30BaHHs cMapT(hOHA, C LEIbI0 JOMAIIHEH 3arOTOBKH
BUico(pparMenTa, UCHOIb30BaHus HHGOPMALIUK M3 UHTEPHETA, 3BOHKA, OOHYJIUTh KPUTCPHH I10
OLICHKE pabOThl Y4aCTHUKA.
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